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SOCIAL SECURITY ADMINISTRATION’S ROLE
IN VERIFYING EMPLOYMENT ELIGIBILITY

THURSDAY APRIL 8, 2011

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON WAYS AND MEANS,
SUBCOMMITTEE ON SOCIAL SECURITY,
Washington, DC.

The subcommittee met, pursuant to call, at 2:06 p.m., in Room
B-318, Rayburn House Office Building, the Honorable Sam John-
son [chairman of the subcommittee] presiding.

[The advisory of the hearing follows:]

o))
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HEARING ADVISORY

Chairman Johnson Announces Hearing on the So-
cial Security Administration’s Role in Verifying
Employment Eligibility

Thursday, April 07, 2011

Congressman Sam Johnson (R-TX), Chairman, Subcommittee on Social Security
of the Committee on Ways and Means, today announced that the Subcommittee will
hold a hearing on the Social Security Administration’s (SSA’s) role in verifying em-
ployment eligibility. The hearing will take place on Thursday, April 14, 2011,
in room B-318 Rayburn House Office Building, beginning at 2:00 p.m.

In view of the limited time available to hear witnesses, oral testimony at this
hearing will be from invited witnesses only. However, any individual or organization
not scheduled for an oral appearance may submit a written statement for consider-
ation by the Subcommittee and for inclusion in the printed record of the hearing.

BACKGROUND:

The Immigration Reform and Control Act (IRCA) of 1986 made it illegal for em-
ployers to knowingly hire immigrants who were not authorized to work in the
United States, requiring employers to examine documentation from each newly
hired employee to prove his or her identity and eligibility to work. IRCA led to a
process based on the Form I-9, Employment Eligibility Verification, requiring em-
ployees to attest to their work eligibility and employers to certify that the docu-
ments presented reasonably appear to be genuine and relate to the individual. The
Social Security card is one of a number of documents the employee may use to dem-
onstrate employment eligibility.

The Illegal Immigration Reform and Immigrant Responsibility Act of 1996 re-
quired the then Immigration and Naturalization Service, which became part of the
U.S. Department of Homeland Security (DHS) in 2003, to conduct three pilot pro-
grams, including the Basic Pilot, to determine the best method of verifying an em-
ployee’s employment eligibility.

Although initially a temporary program, the Basic Pilot’s authorization was ex-
tended and ultimately expanded to be available to employers nationwide. In the
2010 Department of Homeland Security Appropriations Act (Public Law 111-83),
the Basic Pilot was renamed “E—Verify” and the program was extended until Sep-
tember 30, 2012.

E—Verify is an internet-based system administered by the U.S. Citizenship and
Immigration Services within DHS in partnership with the SSA. The employer en-
ters information into the E—Verify system from the Form I-9. Verification requests
are first transmitted to the SSA, which checks whether the worker’s information
matches the SSA’s records; those involving non-citizens are then routed to DHS. If
a worker’s information does not match these government databases, a tentative
“non-confirmation” notice is sent and the worker then must contact either SSA or
DHS to present needed documentation in order to keep their job.

While E-Verify is free, and participation is mostly voluntary, some companies
may be required to use E—Verify by State law (including Arizona and Mississippi)
or Federal regulation. All Federal agencies are required to use E-Verify for their
new hires and certain Federal contractors and subcontractors are required to use
E—Verify for new hires and existing employees working directly under the contract.

Since fiscal year 2005, the number of E-Verify requests each year has grown from
980,000 to about 16.5 million in fiscal year 2010. Currently, about 254,000 employ-
ers (approximately 4 percent of all employers) are registered to use E-Verify at ap-
proximately 867,000 worksites.
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In a recent report to the Subcommittee (Federal Agencies Have Taken Steps to Im-
prove E-Verify, but Challenges Remain, GAO-11-146), the Government Account-
ability Office found the E—Verify system had made progress in improving accuracy
with immediate confirmations rising to 97.4 percent. However, the study also noted
the system was still vulnerable to unauthorized workers and unscrupulous employ-
ers presenting stolen or borrowed documents for the purpose of identity fraud.

In announcing the hearing, Chairman Sam Johnson (R-TX) stated, “A broken
federal worksite enforcement policy keeps Americans out of a job, leaves
workers vulnerable to identity theft, law-abiding employers with uncer-
tainty and unscrupulous employers able to exploit the system. We can and
must do better.”

FOCUS OF THE HEARING:

The hearing will focus on the progress made and challenges created by E—Verify,
including the potential burdens on employees, employers and the SSA. The Sub-
committee will examine how the current shortcomings of the system could be im-
proved to ease the verification process during this critical time of job creation. Fi-
nally, the Subcommittee will also review other proposals to expand employment eli-
gibility verification, including enhancing the Social Security card with tamper-proof,
counterfeit-resistant or biometric features and increasing enforcement through the
sharing of taxpayer wage information.

DETAILS FOR SUBMISSION OF WRITTEN COMMENTS:

Please Note: Any person(s) and/or organization(s) wishing to submit for the hear-
ing record must follow the appropriate link on the hearing page of the Committee
website and complete the informational forms. From the Committee homepage,
hitp:/lwaysandmeans.house.gov, select “Hearings.” Select the hearing for which you
would like to submit, and click on the link entitled, “Click here to provide a submis-
sion for the record.” Once you have followed the online instructions, submit all re-
quested information. ATTACH your submission as a Word or WordPerfect docu-
ment, in compliance with the formatting requirements listed below, by the close
of business on Thursday, May 5, 2011. Finally, please note that due to the
change in House mail policy, the U.S. Capitol Police will refuse sealed-package de-
liveries to all House Office Buildings. For questions, or if you encounter technical
problems, please call (202) 225-1721 or (202) 225-3625.

FORMATTING REQUIREMENTS:

The Committee relies on electronic submissions for printing the official hearing
record. As always, submissions will be included in the record according to the discre-
tion of the Committee. The Committee will not alter the content of your submission,
but we reserve the right to format it according to our guidelines. Any submission
provided to the Committee by a witness, any supplementary materials submitted for
the printed record, and any written comments in response to a request for written
comments must conform to the guidelines listed below. Any submission or supple-
mentary item not in compliance with these guidelines will not be printed, but will
be maintained in the Committee files for review and use by the Committee.

1. All submissions and supplementary materials must be provided in Word or WordPerfect
format and MUST NOT exceed a total of 10 pages, including attachments. Witnesses and sub-
mitters are advised that the Committee relies on electronic submissions for printing the official
hearing record.

2. Copies of whole documents submitted as exhibit material will not be accepted for printing.
Instead, exhibit material should be referenced and quoted or paraphrased. All exhibit material
not meeting these specifications will be maintained in the Committee files for review and use
by the Committee.

3. All submissions must include a list of all clients, persons and/or organizations on whose
behalf the witness appears. A supplemental sheet must accompany each submission listing the
name, company, address, telephone, and fax numbers of each witness.

The Committee seeks to make its facilities accessible to persons with disabilities.
If you are in need of special accommodations, please call 202—225-1721 or 202-226—
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3411 TTD/TTY in advance of the event (four business days notice is requested).
Questions with regard to special accommodation needs in general (including avail-
ability of Committee materials in alternative formats) may be directed to the Com-
mittee as noted above.

Note: All Committee advisories and news releases are available on the World
Wide Web at http://lwww.waysandmeans.house.gov/.

———

Chairman JOHNSON. The subcommittee will come to order.
Welcome, everyone.

Employers are on the front lines of ensuring a legal workforce,
and it is a battle for these employers. Consider for a moment that
due to our broken immigration enforcement system, the Pew His-
panic Center estimates there are over 8 million illegal workers in
this country. With unemployment around 9 percent, these illegal
workers often compete with lawful citizens for much-needed jobs.

Today’s hearing will examine the employment verification sys-
tems available for employers’ use, including E—Verify, the largely
voluntary system jointly administered by Social Security and
Homeland Security. Since our last hearing on this subject nearly
3 years ago, the use of E-Verify has expanded. Today there are
over 250,000 employers. That is about 4 percent is all of all U.S.
employers registered to use the system. In addition, the use of E-
Verify has been mandated in three States, and for the Federal Gov-
ernment, and certain Federal contractors and subcontractors.

Social Security is an integral partner in E-Verify because it has
the only database that can confirm citizenship. I want to make
clear, however, I am very uncomfortable that Homeland Security is
checking on U.S. citizens. That said, Social Security and Homeland
Security have, to their credit, worked together to make E—Verify
more workable and more accurate. However, as we shall hear
shortly from the Government Accountability Office, E-Verify re-
mains vulnerable to identity theft and to employer fraud.

As my Texas colleague and chairman of the Judiciary Committee,
Lamar Smith, has said, perhaps the most valid criticism of E-
Verify is the identity theft loophole. And I couldn’t agree more. If
an employee presents a stolen Social Security number and fraudu-
lent photo ID, E—Verify will erroneously indicate that the indi-
vidual is authorized to work. The employer has been duped, and an
innocent American may face years of financial and legal woe be-
cause his identity has been stolen.

To build on the successes of E—Verify while making needed ad-
justments to ensure successful implementation, last Congress I in-
troduced H.R. 5515, the New Employee Verification Act, or NEVA.
NEVA would achieve three important goals: One, ensure a legal
workforce, safeguard workers’ identities, and protect Social Secu-
rity.

It is true that Congress gave the American people an employ-
ment verification system that works while protecting Social Secu-
rity’s ability to serve the public. I would hope that this is one immi-
gration-related issue where both sides could find common ground.
As we move forward, we must carefully consider the potential bur-
dens to Social Security and, most importantly, to workers and em-
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ployers struggling in these trying times to get Americans working
again.

I appreciate all of you all being here. I think that we are going
to have a good panel today, and I thank you for joining us. So I
look forward to hearing our expert testimony from all of you.

Chairman JOHNSON. And I now recognize my friend and the
ranking member, Xavier Becerra, for his opening remarks.

Mr. BECERRA. Mr. Chairman, thank you for calling today’s
hearing to examine the impact of electronic employment
verification eligibility verification systems and the impact it has on
the Social Security Administration (SSA) and on our workers in the
United States.

The Social Security Administration has played a critical role in
the verification of our workforce since 1997, when the basic pilot
program began, which is now, of course, known as E—Verify. Today
the majority of employees who are checked through E-Verify are
cleared fairly quickly; however, some workers are not. Our wit-
nesses today will describe what happens to a worker when they re-
ceive a tentative nonconfirmation that the information submitted
by their employer does not match information contained on govern-
ment databases.

A recent Government Accountability Office (GAO) report con-
cluded that individuals often face significant difficulties in resolv-
ing nonconfirmations. This is not a trivial matter because the in-
abil%)ty to resolve an erroneous nonconfirmation can lead to loss of
a job.

In addition, I am deeply troubled to learn that many employers
do not comply with E—Verify program rules designed to prevent
discrimination or abuse of the system. In this downturned econ-
omy, one job loss due to mechanical or technical error or employer
noncompliance with E—Verify requirements is one job lost too
many.

Mr. Chairman, at this time, I would like to submit into the
record the stories of Americans who have suffered greatly from
problems with E—Verify. These illustrate the kinds of challenges
U].OS. citizens and legally authorized workers face in keeping their
jobs.

Chairman JOHNSON. Without objection.

Mr. BECERRA. Thank you.

Mr. BECERRA. Many would like to expand the E—Verify system,
but we should not do so unless we first address the kinds of prob-
lems with the existing system that is identified in today’s hearing.
In addition, to be able to meet the needs of this growing program,
more research has to be dedicated to it.

While some have proposed making E—Verify a permanent, man-
datory program, the Congressional Budget Office has estimated
that this would cost the taxpayers nearly $18 billion over the next
10 years.

As we work forward and make progress in trying to improve this
program, the ultimate solution to what we are trying to address
through E—Verify is to reform our broken immigration system. In
places like Arizona, where E—Verify is mandatory, some employers
have resorted to paying their employees under the table or have
simply just stopped complying with the program. The State has
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also seen a loss of income tax revenue, confirming predictions that
mandatory E—Verify in the absence of immigration reform simply
drives employees into the underground economy.

Chairman Johnson, I look forward to working together to jointly
improve our electronic employment verification system, and I thank
you for calling today’s hearing.

Chairman JOHNSON. Thank you, sir.

Today we are joined by five witnesses. Our first witness will be
Richard Stana, Director of Homeland Security and Justice, United
States Government Accountability Office. Next is Marianna
LaCanfora, Assistant Deputy Commissioner, Office of Retirement
and Disability Policies, Social Security Administration. Next is
Tyler Moran, Policy Director, National Immigration Law Center.
Next is Ana Anton, Ph.D. professor, Department of Computer
Science, College of Engineering, North Carolina State University,
on behalf of the Association for Computing Machinery. And finally,
Austin Fragomen, Chairman of the Board of Directors of the Amer-
ican Council on International Personnel, on behalf of the HR Initia-
tive for a Legal Workforce.

I welcome all of you, and we look forward to hearing your testi-
mony. Each witness will have 5 minutes, and your written state-
ments will be made part of the record in the event that you run
over a little. So I thank you, and I welcome you.

And thank you, Mr. Stana. You are recognized for 5 minutes.

STATEMENT OF RICHARD M. STANA, DIRECTOR, HOMELAND
SECURITY AND JUSTICE, UNITED STATES GOVERNMENT AC-
COUNTABILITY OFFICE

Mr. STANA. Thank you, Mr. Chairman. Thank you, Mr. Becerra
and Members of the Subcommittee. I am pleased to be here today
to discuss the results of our work on E—Verify, which is a voluntary
program that can be used to verify the work authorization of newly
hired employees.

I would like to discuss three points from our report, and then
later I would like to briefly discuss some issues that may be of in-
terest to the subcommittee on how it would affect the Social Secu-
rity Administration.

First let us discuss the TNCs, the tentative nonconfirmations.
The USCIS has substantially reduced the number of TNCs from
about 8 percent of all queries just a few years ago to 2.6 percent
in fiscal year 2009, which was the subject of our study, down to 1.7
percent last year. So that is moving in the right direction. This was
done by expanding the number of databases that are queried. They
now look at naturalization databases, and they look at passport
data. USCIS also screens for common data entry errors like trans-
positions or a European date format that can be easily fixed. But
erroneous TNCs continue to occur when employee names are mis-
spelled, or they are transposed, or people with multiple surnames
use different surnames in one document than they use in another
document, and thus it triggers a TNC.

Erroneous final nonconfirmations can occur when SSA field office
staff do not update the EV-STAR system, which is an information
system on workers who receive SSA TNCs, but SSA is addressing
this issue, so we hope that this will be resolved soon.
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Mr. BECERRA. Mr. Stana, we ask that you, instead of using the
acronyms, mention the names of these programs, because a lot of
folks who might be watching may not understand what a TNC and
all those other things are.

Mr. STANA. Okay. Thank you.

An FNC is a final nonconfirmation, which is the final notice that
you are not confirmed. It is not redressable. In other words, there
is no appeal mechanism for that, which may get to the issue you
both were talking about with Americans who are work-authorized
but get a bad shake out of the system.

So improving government data sets, increasing employee aware-
ness, and making sure employees have a sufficient amount of time
to redress the TINC notices is really what is needed here.

Now, I would like to turn briefly to the issue of identity theft
that both of you have mentioned. This is a very important issue,
and it is one that the system has not been able to address. Identity
theft can occur if I were not work-authorized and would use an-
other person’s identity to say that my Social Security number is
this, and my driver’s license number is this, and the E-Verify sys-
tem says I am work-authorized when I am really not.

Westat did a study on E-Verify a couple of years ago. They found
that about 3 percent of the confirmed work-authorized people really
aren’t. In other words, it creates a false positive. And sometimes
this is done by individual workers getting an identity that works.
Sometimes it is done with the complicity of the employer; the em-
ployer says these documents are valid, let us enter these into the
E—Verify system, and we will put you on our payroll.

USCIS has taken a number of steps to try to address this, like
a photo-matching tool for 3 of the 26 documents you can use to
validate your authorization to work in the United States. But
again, this whole system hinges on the integrity of the employer.
The employer looks at the photo on the screen, looks at the photo
that you present, or looks at the person who is before them and ei-
ther says it is or it is not a match. So that is an issue that they
have to work on a little bit more, finding a key to unlocking the
identity theft issue.

Turning to some of the discrimination issues, there is concern
that people who have hyphenated names may get a bad shake out
of the system, or people who have hyphenated names may encoun-
ter certain challenges that those of us who don’t do not. They may
order their names in a certain sequence differently on different doc-
uments. It is not against the law to do that, but it is going to trig-
ger a tentative nonconfirmation.

USCIS has a monitoring and compliance unit that they use to try
to identify discriminatory behaviors among employees, such as see-
ing if a person is not given work assignments or reduced pay until
a final confirmation comes through. This is against the law. But
again, with about 80 people across the country in this unitand no
on-site inspection—I take that back. There was one at the Social
Security Administration—it is difficult to determine whether dis-
criminating behavior exists.

My last point from our report involves resources. Like the I-9
system, unless the E—Verify system is properly resourced, it is not
likely to work well. This is because you have to have someone on
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site to make sure that the system is properly used and, to the ex-
tent possible, to make sure that identity theft is minimized or
eliminated. USCIS has to rely on ICE for investigating, sanctioning
and seeking prosecution of noncompliant employers, but given its
priorities, ICE is not likely to devote many resources to this area.
So policy decisions are going to have to be made on how many re-
sources the Congress wishes ICE to put into worksite enforcement.

Lastly, I'd like to discuss E—Verify’s impacts on SSA. First, to the
extent that SSA staff needs to resolve tentative nonconfirmations,
it does take time away from other duties. When the TNC rate goes
down from 8 to 1.7 percent, that is helpful. If we go to a mandatory
system, we may need more resources so it does not adversely im-
pact the SSA workload.

The other thing that could impact the SSA workload is the self-
check system, where an employee or potential employee like you or
me could query a system to see if the system would identify us as
work-authorized. It is new. It is being piloted. While the pilot is on-
going, it doesn’t now seem to be stressing the SSA workload too
much. If it becomes mandatory, or if the pilot is expanded nation-
wide, it could have an effect. But I will let the Social Security Ad-
ministration discuss ant adverse impact.

That concludes my statement. I will be happy to answer any
questions.

Chairman JOHNSON. Thank you, sir.

[The prepared statement of Mr. Stana follows:]
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Chairman Johnson, Ranking Member Becerra, and Members of the
Subcommittes:

Tam p!med to be here to discuss the E—\"Lﬂ.ﬁr program, which provides

a tool for verifying an ion to work in the
United Smes. The opwmw fnr empluymenl.ls one of the most
to the United States. According to
ﬂw Pew Hispanic Center, as ufMan:h 2010, approximately 11.2 million
unauthorized immigrants were living in the country, and an estimated §
million of them, or about 70 percent, were in the labor force. Congress, the
administration, and some states have taken various actions to better
ensure that those who work here Ilave appmprhm wurk nnlhunzaﬂnn and
to safeguard jobs for authorized employ e
remain for horized workers to d Iy obtain by
using d or swlen 1 and for unscrupulous employers to
hire hori: Immigration experts have noted that deterring
|!Ie.gal immigration requlm. among other things, a more reliable

eligibility jon process and a more robust worksite

enforcement capacity.

E-Verify is a free, largely voluntary, Internet-based system d by the
Verification Division of the Department of Homeland Security’s U.S.
Citizenship and Immigration Services (USCIS) and the Social Security
Administration (S8A). The goals of E-Verify are to (1) reduce the

I t of individual horized to work, (2) reduce
discrimination, (3) protect emp civil liberties and privacy, and (4)
pmem. undue burden on employers. Pursuant to a 2007 Office of

Budget directive, all federal ies are ired to use E-

Verify on their m_w hires and, as of Septemberm certain federal

and ired to use E-Verify for newly
hired employees workmgmdwUn!tedSm.eauswellasexlsuns
employees working directly under the contract. A number of states have
also mandated that some or all employers within the state use E-Verify on
new hires, From October 1, 2010, through April 5, 2011, E-Verify processed
approximately 7.8 million queries from nearly 258,000 employers.

In an August 2005 report and June 2008 testimony on E-Verify, we noted
that USCIS faced challenges in detecting identity frand and ensuring

Page 1 GAO-11-522T
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) i with the program’s rules." We highlighted some of

thp l:lls.lie'n,gﬁ USClSwtdS."ia\l'acedln Iucing § of
mations (TNC). tuations in which work-authorized
are not firmed by E-Verify." We also noted

r.hs:. manﬁamry Implemanh!twn uf E-Verify would place increased
demands on USCIS's and S8A's resources. My comments today are based
primarily on a report we issued in December 2010 and provide upda:.es to
the chal!enges we noted in our 2005 report and 2008 testimony.” My

d, highlights findings from that report and discusses
the extent to Wllll.',h (48] US-CIS has reduced the incidence of TNCs and E-
Verify's vilnerability to fraud, (2) USCIS has provided safeguards for
employees’ personal information, and (3) USCIS and SSA have taken steps
to prepare for latory E-Verify i Our Iy ber 2010
report also includes a discussion of the extent to which USCIS has
improved its ability to monitor and ensure employer compliance with E-
Verify program policies and procedures,

For our report, we analyzed data on the results of E-Verify cases for fiscal
year 2008 and interviewed senior E-Verify program officials about their
procedures for ensuring quality in the E-Verify transaction database. We
determined that the data were sufficiently reliable for the purposes of our
report. We revi 1d ion explaining how to resolve TNCs and
assist employees with name and eitizenship changes, We reviewed USCIS's
privacy policy for E-Verify and conducted interviews with privacy officials
at USCIS to determine what, if any, challenges exist in resolving TNCs. We
nsnssed USCIS's and S5A's life-cycle cost estimates and SSA’s workload
and 1 them to of a reliable cost estimate
as defined in GAO's Cost Estimating and Assessment Guide.' We sclected

' GAD, i

mwmcmm:am nC: Au..’!:l zmmmdmo
Employment Verification: Chatlenges Exist i
Employment Vertfication System, GAG-OS.SI5T (Wasbington, D.C. Jun 10, 2008).

e it well as those in which (1) employers

mmmw multc crruu in datn entry when mxldng E-Verify quu‘leq. (2) employees
provide inconsistent personal agencles, a
mbmmmmwuwdmm mployer's or emg o

’cno Employment Verification: Fedeval Agencies Have Taken Steps to Improve B-
Verify, but Stgnificant Challenges Remain, GAO-11-146 (Washington, .C.: Dec. 17, 2010).

* GAD, GAD Cost Estimating and Assessment Guide: Best Practices for Developing and
Managing Capital Program Costs, GAQ-00-35P {Washington, D.C.: March 2008}, §13.

Fage2 GAO-11-522T
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three states for site visits—Colorado, North Carolina, and Arizona—based
on, among other reasons, the length of time each state's E-Verify law had
been in effect. While the views provided are not generalizable, they

rided us with additional ives on the benefits and challenges
aasmlated with the E\-’ml'y pmgmm More detailed information on our
seope and 1in our I ber 2010 mpnn. We
conducted this work in accord with 1} 2
auditing standards,

USCIS and SSA Have
Reduced TNCs, but
the Accuracy of E-
Verify Continues to Be
Limited by Both
Inconsistent
Recording of
Employees’ Names
and Fraud

USCIS has reduced TNCs from about 8 percent for the period June 2004
through March 2007 to about 2.6 percent in fiscal year 2000.* As shown in
figure 1, in fiscal year 2009, about 2.6 percent or over 211,000 of newly
hired employees received either a 83A or USCIS TNC, including about 0.3
percent who were determined to be work cligible after they contested a
TNC and resolved errons nnnaocuracles in their records, and aboul 2.3

percent, or about 158,000, who  a final
their employment eligibility status remained unresolved, For the
approximately 2.3 percent who tved a final USCIs

was unable to determine how many of these employees (1) were
authorized employees who did not take action to resolve a TNC because
they were not informed by their employers of their right to contest the
TNC, (2) independently decided not to contest the TNC, or (3) were not.
eligible to work.

¥ Since our 2010 report, USCIS reported that it has further reduced the TRC rate
from about 2.6 percent In fiscal year 2008 to about 1.7 percent in fscal year 2010,

Page 3 GAD-11-522T
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Figure 1: E-Verify Results for Fiscal Year 2009

0.3%

Percantage of

whio receive TNCs later
confirmed as work authorized

2.3%
Percentage of employoss
receiving final nonconfirmations

of
sy combrod”
as work authorized

Souwo: GAD walia of [HS cain.

USCIS has reduced TNCs and inereased E-Verify accuracy by, among
other things, expanding the number of databases that E-Verify can query
and instituting quality control procedures to sereen for data entry errors.
', €T TNCs inue to oceur, in pam, beeanse of
jos and i i ies in how p is ded
ol in g , or both. Some actions
hxve been taken to address nameq'e}la!ed TNCs, bu‘l. more could be done.
Specifically, USCIS muld bem-rposmon employees to avndd AN EToneous
TNC by dissemi to the imp of
and how to record their names
mmnu;r In ourDer:ember 2010 report, we recomimended that USCIS
disseminate information to employees on the potential for name
1o result in TNCs and how to record their names
consistently. USCIS concurred with our recommendation and outlined

Fage 4 GAD-11-522T
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actions to address it. For le, USCIS that in

2010 it began to distribute the U.8. Citizenship Welcome Packet at all
naturalization ceremonies to advise new citizens to update their records
with S5A. USCIS also d that it has Essioned a study, to be
completed in the third quarter of fiscal year 2011, to determine how Lo
enhance its name-matching algorithms, USCIS's actions for reducing the
likelihood of name-related erroneous TNCs are useful steps, but they do
not fully address the intent of the recommendation because they do not.
provide specific information to employees on how to prevent a name-
related TNC. Sec our December 2010 report for more details.

In addition, identity fraud ins a b 1 may not
be able to d if emp are | \g genuine ldmtlur and
ligibility d that are d or stolen.” E-Verify

also cannot detect cases in which an unserupulous employer assists
unauthorized employees. USCIS has taken actions to address fraud, most
notably with the fiscal year 2007 impl ion of the photo matchi
!‘-001 for p cards and 1 i

and the 5 2010 addition to the ‘hing tool of
pasaponphntogrmm Although the photo tool has some limitations, it ean
help reduce some fraund associated with the use of genuine documents in
which the original photograph is substituted for another.” To help combat
identity fraud, USCIS is also seeking to obtain driver's license data from
states and planning to develop a program that would allow victims of
identity theft to “lock” their Social Security numbers within E-Verify until
they need them to obtain employment authorization.” Combating identity
fraud through the use of biometrics, such as through fingerprint or facial

'mﬁhvwﬂmmﬂun&wrﬁhmﬂmﬂmmdhﬂdﬂl
mnmwmm 1o dedress them. See GAD, Border Sscurity: Botter

of Electronic. memmnmmummmm
<wasum|gmnc mz,mlmwmumwﬂw Show Passport
mll}), Process Remaing Vulnerable to Fraud, GAD-10-022T (Washington, D.C.: July 29,

¥ According to USCIS, from October 2008 to August 2010, there were 303,574 cases tha
initiated E-Verily's photo matching tool. Of these cases, emphuysammdmﬂ 1,568
employees’ pmmmmumm nnecnselewﬂnglnammed'mc USCIS told
us that it is unable to i l.ﬁeﬂmuinmlud
identity fraud bm-wlhwd.nm‘ on

'Mmrd.mmi]:!c‘!i ammwwm number would msmmmby
Social Security

werify an namber through E-
\fulhrll'nheenmlme na.mmus(.rsummwmmnuu s been stolen and can
rovide supporting documentation (o USCIS,

Page & BAD-11-522T
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has been included in 1 legisl. before C as
an element of comprehensive immigration n_l‘cmn buth-w.lanwnﬁ.nga
biometric system has its own set of chall those
mmmddvﬂhherﬁmﬂesoivmmtssueswmbuhnpomfmjs
hnology is to be effecti bating identity fraud in
the employment verification pmoe.aa.

An horization system req a credible
workmtz ! ploy P with
ble immi laws; I , USCIS is chall 1in

employer compliance with E-Verify requ]mmnls inrsew:ml reasons. For
example, USCIS cannot monitor the extent to which employers follow
program rules because USCIS does not have a presence in employers’
workplaces.” USCIS is further limited by its existing technology
infrastructure, which provides limited ability to analyze patterns and
trends in the data that could be indieative of employer misuse of E-Verify.
© USCIS has minimal avenue for recourse if employers do not respond or
remedy noncompliant behavior after a contact from USCIS compliance
staff because it has limited authority to investigate employer misuse and
no authority to impose penalties against such employers, other than
termma‘ﬂ.ngmose who knowingly use the voluntary system for an
For action for of
immigration iaws TSCIS relies on U8, hnmisraﬂon and Customs
Enf (ICE) to i i
Howwer ICEhmrepomed nm!thnsljmmﬂ:suumestommﬂga;emd
that k ‘hire horized workers or those
that knowingly violate E-Verify prrognm rules.” Instead, according to
senior ICE officials, ICE agents seek to maximize limited resources by

g risk inciples to worksite cases and
focusing on detecting and ing horized workers from eritical
infrastructure sites.

* Senior E-Verify program officials said they expect improved technology enabling
automated analysis of EVerify data to be implemented by fiscal year 2012

" In fiscal year, 2010 ICE speat about 6,000 agent-reported workload hours on worksite
nﬂ.lu:u‘ml:m. mmm»mMmulmmammm criminal and

arrests. For the first of fiscal year
mll TCF: reported that the agency spent nbwtmowmmmedwmdemm
wnri:dl.vcnfatmmthmndlﬂ ﬁmu&enﬁ&o{wmmu.mdnudelm
eriminal and 745 esi

Page & GAD-11-522T
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DHS Has Instituted
Employee Privacy
Protections for E-
Verify, but Resolving
Erroneous TNCs Can
Be Challenging

L'ISCIS has taken actions to institute svd'eguards for the privacy of personal
ion for emy who are | 1 through E-Verify, but has

not established hanisms for emg to identify and access personal
information maintained by DHS that may lead to an erroneous TNG, or for
E-Veﬂ!}tml'l'm correct such information. To safn;gunrd the privacy of

for empl who are p d through E-Verify,
USUSIIHS d the Fair Inf i Praclicc}“ iples, which are
the basis for DHS's privacy policy.” For example, USCIS published privacy
notices in 2008 and 2010 that defined pammete.rs including setting limits
on DIS's collection and use of p ion for the E-Verify
program.

Notwithstanding the efforts made by USCIS to address privacy concerns,
employees are limited in their ability to identify and access personal
information maintained by DHS thait may lead to an erroneous TNC.” In
our December 2010 report, we recommended l.ha.tUSCIb deve]op
procedures to enable 1! o access and
correct inaceuracies or inconsistencies in such information within DHS
databases, USCIS concurred and identified steps that it is taking to
uddress this issue, such as d ping a pilot program to assist 1
receiving TNCs to request a records update and referring individuals who
receive a TNC to local USCIS or 1.5, Customs and Border Protection
offices and ports of entry to correct records when inconsistent or
inaccurate information is identified. In part to address this
recommendation, in March 2011, USCIS began implementing a Seli-Check
program to allow individuals to check their own work authorization status

" pe Pair by DHS are a revision of principles,
nnmmmmmmmnmpww-ts sovernment advisory
See Dy of Health, By Welfare,

mmuo,ra - Report mMaqum Commiltes mAwM
wmumum 1973). These inchude Tr

Purpose Data Use Limétation, Data Quality and
Inlkﬁhy. SBecurity, and Accountability and Audieing.

" If an employee chooses to contest a TNC, the employer is required to provide the
employee a peferral letter that identifies which agency an employes needs to visit or call to
resolve the TNC and close the case.

Page 7 GAD-11-522T
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against SSA and DHS databases prior to applying for a job.® We recognize
that these efforts may be a step in the right direction, but they do not fully
to our dation. This is b , among other things,
USUS does not have operating procedures in place for USCIS staff to
explain to employees what personal information produced the TNC or
what specific steps they should take to correct the information. We
encourage USCIS to continue its efforts to develop procedures emhling
employees to aceess and correct § and i
information in DHS databases.

USCIS and SSA Have
Taken Actions to
Prepare for
Mandatory
Implementation of E-
Verity, but Face
Challenges in
Estimating Costs

USCIS and S5A have taken actions t.oprepam ror possihle marmmry
implementation of B-Verify for all by g key
ices for effectivel i E‘r\’enfysymncapwlsanda\wlabuhw
and coordinating with cach other in opem.ing E-Verify. However, USCIS
and SSA face chall ing E-Verify costs. Our
analysis showed that USCIS'.'; E-Verify estimates partiaily met three of four
characteristics of a reliable cost estimate and minimally met one
::'tmmclnrisﬁr_" As a result, we round that LISCIS muw:med risk of not

making i system
affordability, and de\'ElbplllRJuMmhl? budget requests for future E-Verify
use and i jon of it. To ensure that USCI‘-‘.:
has a sound basis for making decisi about

Verify and securing sufficient resourees, in our December 2010 mpcm., we
recommended that the Director of USCIS ensure that a life-cyele cost
estimate for E-Verify is developed in a manner that reflects the four

characteristics of a reliable esti i with best practices, USCIS
concurred and senior ptogmn officials told us that USCIS, mmomer
things, has d with a federally funded h and develog

“The Self-Check program allows users to check their work authorization statis by erdering
Infisrmation nto an ummmsw{mkpwm:h Inan’iulununlkm
against relevant S54 and DHS databases and retums

cligibility status, USCIS is releasing the E-Verify Se"{tukmdcemphua.mdphmm
expand Self-Check's svallability nationwide within 12 months. Self-Check service is
currently offered to users that maintain an address in Arizona, Colorado, the District of
Columbia, Iduho, Mississippd, or Virginia. We have not assessed the privacy implications
with U Self-

" Our has m thitt a relinkl co i should hv:lndcnuw

ceurate and crefible. GG, GAG Gost Extimating an ssrasment Ouide: o Practices
Mm;l]og}ng'ﬂéml Managing Capital Program Costs, GAD-00-38P (Washington, D,

March 81

Page 8 GAC-11-522T
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center to develop an independent cost estimate of the life-cycle costs of E-
Verify to better comply with our cost-estimating guldance.

Our analysis showed that S5A"s E-Verify estimates substantially met three
of four characteristics of a reliable cost estimate, However, we found that

S8A's cost esti are p credible b E5A may not be able to
provide assurance to USCLS that it can promde the required level of
support for E-Verify op fons if it cost overruns within any

one fiseal year.” In our December 2010 report, we recommended that the
Commissioner of $SA assess the risk around SSA's E-Verify workload
estimate, in accordance with best practices, to ensure that S5A can
accurately project costs associated with its E-Verify workload and provide
the required level of support to USCIS and E-Verify operations. SSA did
not concur, and stated that it assesses the risk around its workload cost
estimates and, if E-Verify were to become mandatory, SSA would adapt its
budget models and recalculate estimated costs based on the new projected
E-Verify workload volume. As discussed in our December 2010 report,
however, 35A does nmcond\ma risk and uncertainty analysis that uses

istical models t ine the extent of variability
around its cost estimate or identify the limitations associated with the
assumptions used to create the estimate, Thus, we continue to believe that
58A should adupt this best practice for estimating risks to help it reduce
the 1 for iencing cost for E-Verify.

(maiumn.Iohnson RankthemberBecmﬁ.andMem‘bersoIl.he
this ludes my prep 1 will be pleased to
respond to any questions you may have.

GAO Contacts and
Staff
Acknowledgments

For further information regarding this testimony, please contact Richard
M. Stana at (202) 512-8777 or stanar@gao.gov. In addition, contact points
for our Offices of Congressional Relations and Public Affairs may be found
on the last page of this statement. Individuals who made key contributions

* Pursuant to a reimbursabie asl!!meﬂl.as meh'mnnhtgoleld\ﬂsﬂlwlr. USClS pys
SEA the costs
mﬂm\ﬂﬂl resolving THCs. At the end u!’mﬂbml M.S‘it\md lm
reconcile any differences between sctual costs and estimstes, and S5A s 1o return any
unspent funds to SCIS, USCIS provides S8A estimates of anticipated transaction volumes.
1o help SSA estimate its futare costs for operating E-Verify. In fiscal year 2010, USCIS
relmbursed SSA approximately $7.8 million for operating B-Verify,
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Chairman JOHNSON. Ms. LaCanfora, you are recognized for 5
minutes.

STATEMENT OF MARIANNA LACANFORA, ASSISTANT DEPUTY
COMMISSIONER, OFFICE OF RETIREMENT AND DISABILITY
POLICY, SOCIAL SECURITY ADMINISTRATION

Ms. LACANFORA. Thank you. Chairman Johnson, Ranking
Member Becerra and Members of the Subcommittee, thank you for
the opportunity to discuss SSA’s supporting role in E—Verify, DHS’s
electronic employment eligibility verification system. I would like to



22

start by briefly describing the purpose of our Social Security num-
bers, or SSNs.

Assigning SSNs is key to administering Social Security pro-
grams. We establish the SSN as a way for employers to report an
employee’s earnings accurately. We use the SSN to credit wages to
the earnings record that we maintain for each worker. The earn-
ings record is the basis for determining eligibility for, and the
amount of, Social Security benefits.

The SSN also plays a key role in E-Verify. By law, all employers
are required to verify the identity and employment eligibility of
new employees. E—Verify is a voluntary, electronic tool that em-
ployers can use to comply with the law. When an employer submits
information about a new hire, DHS sends this information to us
electronically to verify the SSN, the name and the date of birth in
our records. For new hires alleging U.S. citizenship, we also con-
firm citizenship based on the information that we have in our
records. For any naturalized citizen whose U.S. citizenship we can-
not confirm using our records, DHS verifies naturalization and
thus the authorization to work. For noncitizens, if there is a match
with our records, DHS will then determine the current work au-
thorization status. DHS notifies the employer of the results of these
verifications.

So far this fiscal year, we have handled about 7.5 million queries.
In fiscal year 2010, E-Verify handled over 16.5 million queries and
automatically confirmed work authorization in about 98 percent of
these queries instantly or within 24 hours. The remaining 2 per-
cent received an initial systems mismatch. We call that a tentative
nonconfirmation. Of that 2 percent, just under half contacted us at
Social Security to resolve the mismatch.

When an individual comes into one of our offices with a tentative
nonconfirmation, we work to resolve the discrepancy. For example,
the person may need to change their name in our records due to
a marriage or a divorce that they had not previously reported to
us.

It is important to note that we need to verify the identity of any
individual whose record we update. That is why we must process
almost all of these updates during face-to-face interviews in our
local offices. In some cases we may be unable to resolve the dis-
crepancy the same day because the individual may need to obtain
evidence, such as a marriage certificate.

We use EV-STAR, which is a Web-based portal, to update the E-
Verify system with the status of a pending case. Once we resolve
the discrepancy by updating our records, or by determining that
our records should not be changed, we again update EV-STAR to
show the outcome of the case. The employer can check E-Verify for
the status of the case and see the final confirmation or noncon-
firmation.

We have worked with the DHS over the last few years to im-
prove the E-Verify system. For example, in 2009, we completed a
significant improvement to our computer systems that support E—
Verify. This improved system ensures that there is no interference
between our mission-critical workloads and DHS’s E—Verify pro-
gram. At the request of DHS, we designed the system to handle up
to 60 million queries per year. With additional hardware and fund-
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ing, we could increase our capacity if the need arises. Even with
this and other improvements we remain focused on further reduc-
ing the need for workers to visit our local offices.

Each year DHS provides funds to cover our E—Verify-related
costs. Our costs include systems maintenance costs and the cost of
assisting individuals to resolve the tentative nonconfirmations. Re-
ceiving timely and adequate reimbursement from DHS for E—Verify
is critical.

In conclusion, I thank you for giving me this opportunity to dis-
cuss our role in assisting DHS to administer the E—Verify system.
I would be happy to answer any questions you may have.

Chairman JOHNSON. Thank you, ma’am.

[The prepared statement of Ms. LaCanfora follows:]
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Mr. Chairman and Members of the Subcommittee:

Thank you for inviting me to participate in these important oversight hearings
concerning Social Security. Yesterday we told you about issues that relate to
enumeration and identity theft. Today I will discuss our role in helping the
Department of Homeland Security (DHS) administer its E-Verify system, which
supports the employer community in the 21* century.

Our Mission and Ensuring the Accuracy of Our Records

For over 75 years, America has depended on Social Security. Our programs
benefit workers, their dependents, and survivors at critical junctures in their
lives: when they retire, when they become disabled, and after losing a loved
one. Each month, we send about $60 billion in benefits to approximately 60
million beneficiaries.

Assigning Social Security numbers (SSNs) and issuing Social Security cards has
always been one of our core workloads. We have assigned about 465 million
SSNs since the inception of the program.

The SSN is a record-keeping tool that allows employers to uniquely identify and
accurately report a worker’s earnings. Names alone cannot ensure accurate
reporting, but the combination of a name and an SSN provides a system for
accurately reporting and recording wage information.

‘While the SSN has a very limited purpose, the role of the card is even narrower.
It is simply a record of the number assigned to the worker so that he or she can
provide the correct number to an employer, as well as potentially to show if the
individual is permitted to work. The card was never intended, and should not
serve, as a personal identification document.

Relationship Between the SSN and Determinations of Work Authorization

The primary purpose of the SSN is to allow us to properly credit a worker’s
earnings, which we use to determine potential eligibility for and the amount of
benefit payments. However, the Social Security card in conjunction with an
identity document may be used to determine whether a person is authorized to
work. The Immigration Reform and Control Act of 1986 (IRCA) made it illegal
for an employer to knowingly hire anyone not legally permitted to work in the
United States. Under IRCA, all employers are required to verify the identity
and employment eligibility of all new employees regardless of citizenship or
national origin. TRCA and DHS regulations specify a number of documents that

o 1-
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may be used for this purpose. Some documents, such as a United States
passport, establish both employment eligibility and identity. Others, such as a
Social Security card may establish employment eligibility, but the Social Security
card does not establish identity. If the employee provides a document that
establishes employment eligibility only, he or she must also provide an
identification document, such as a State driver’s license.

History of the Current Employment Eligibility Verification System

E-Verify is a fast, free, Internet-based system that allows employers to
electronically verify the employment eligibility of new hires. E-Verify is also
required for certain Federal contractors and subcontractors. The support we
provide to DHS for E-Verify is not related to the benefit programs we
administer; therefore, DHS reimburses us for all costs we incur in support of its
program.

In 1996, Congress enacted the Iflegal Immigration Reform and Immigrant
Responsibility Act (IIRIRA), which required the former Immigration and
Naturalization Service (INS) and SSA to test a method of providing an effective,
nondiscriminatory employment eligibility confirmation process. Consistent with
the law, INS and SSA implemented E-Verify (originally known as the Basic
Pilot) in five of the seven States with the highest estimated population of
noncitizens who were not lawfully present in the United States: California,
Florida, Illinois, New York, and Texas.

In March 1999, INS added Nebraska to assist employers in the meat packing
industry. Employers in these six states were also allowed to use the system to
verify the employment eligibility of new hires at their work sites located in other
States. In 2001, Congress extended authorization for the program for an
additional 2 years. In 2003, Congress extended the program for another 5 years
and expanded its availability to employers in all 50 States. Congress has since
extended E-Verify through September 2012.

Employer use of E-Verify has grown in recent years because DHS has increased
outreach and education efforts and two States mandate employer use of the
program. Before the nationwide expansion, less than 3,000 employers
participated. Currently, DHS has about 256,000 employers registered to use
E-Verify at approximately 870,000 worksites. As the number of participating
employers has grown, so has the number of queries we handle as shown in the
chart below. For the first 6 months of this fiscal year, we have handled about
7.5 million queries.
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The E-Verify Process

Participating employers register with DHS to use the E-Verify system to verify a
newly hired employee’s SSN and work authorization status. The employer
inputs information from the new hire’s Form I-9, the Employment Eligibility
Verification Form, into the web-based system. DHS then electronically sends us
this information to verify that the newly hired employee’s SSN, name, and date
of birth match the information in our records. For employees alleging United
States citizenship, we also confirm citizenship status as recorded in our records,
thereby allowing DHS to confirm work authorization. For any naturalized
citizen whose United States citizenship we cannot confirm, DHS will verify
naturalization and, thus, authorization to work. For all noncitizens, if there is a
match with our records, DHS determines current work authorization status.

Once DHS makes a determination, DHS notifies employers whether the new hire
is authorized to work. E-Verity confirms work authorization for approximately
98 percent of these initial verification requests within 24 hours, often within
seconds. For the minority of cases when the SSA record does not match the data
submitted by the employer, E-Verify notifies the employer that the new hire has
received an SSA tentative nonconfirmation—that is, that the new hire must take
additional steps to be verified to work under the system.
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The employer must then notify the employee of the tentative non-confirmation
and provide an opportunity for the employee to contest the finding. If the
employee receives an SSA tentative nonconfirmation, the employee has 8
Federal workdays to visit one of our local offices to present required
documentation to update or correct our records (for example, proof of age or
citizenship/noncitizen status). In some situations, we must verify the
documentation with the issuing agency before we can update the new hire’s
record.

It is important to note that, as part of the process to correct our records, we need
to verify the identity of the individual whose records we are updating. That is
why we process almost all of these updates during a face-to-face interview in our
field offices.

Once we update our records, we input the status of the case to the E-Verify SSA
Tentative Non-confirmation Automated Response system (EV-STAR), a
web-based portal our employees access directly which, in turn, updates the
E-Verify system. The employer can then check E-Verify to determine the status
of the case and, once the case has been resolved, see the final confirmation or
non-confirmation.

E-Verify Enhancements

Since the inception of E-Verify, we have worked collaboratively with DHS to
make the system more efficient and easier to use. I would like to highlight a few
of the most significant improvements.

In 2007 and 2008, we worked with DHS to make several changes that reduced
the number of new hires receiving a tentative non-confirmation. In September
2007, DHS modified the front-end of the E-Verify system to do a "pre-tentative
non-confirmation check.” This pre-check verifies the data entered into the
system, and if any information does not match, asks employers to double check
the data. The pre-check acts as a fail-safe against employer keying errors or
misreading of the inforination on the DHS Form I-9.

In May 2008, DHS updated the E-Verify system to include naturalization data.
Experience with E-Verify had shown that many naturalized citizens had not
reported their citizenship changes to us and therefore were more likely to receive
a tentative non-confirmation. By including DHS naturalization data in the initial
electronic verification process, naturalized citizens are now likely to be
automatically confirmed through E-Verify.
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At the same time, DHS also changed the process for contesting tentative non-
confirmations based on citizenship mismatches. Under this process, naturalized
citizens who receive a tentative non-confirmation can call DHS directly to
resolve the issue. While new hires still have the option of resolving the
mismatch in person at one of our field offices, this new process provides better,
more convenient service to the public and helps reduce the number of visitors
coming to our field offices to change their records.

In 2009, we completed a major improvement to our systems that support
E-Verify. We isolated E-Verify workloads from our mission critical workloads.
No other workloads run in this isolated E-Verify environment; therefore, use of
the E-Verify system does not affect our mission critical workloads, and increases
in our mission critical workloads do not affect the operation of E-Verify.

The more robust design of this system increases our capacity to handle E-Verify
queries. At DHS’ request, we designed the system to accommodate 60 million
queries a year because United States employers hire about 60 million workers
each year. In time, we may need additional capacity, but we expect our systems
will be able to handle potential expansions, provided we receive necessary
resources and lead times. This systems environment will help us provide
prompt, efficient, and accurate service to those seeking employment.

We continue to make improvements to support the E-Verify program. This
month, we are adding enhancements to our computer systems to help us identify
individuals who are visiting our field offices due to an E-Verify tentative non-
confirmation. This new functionality will help us better serve the public by
ensuring that our employees update EV-STAR, and thus E-Verify, with the most
current case information. These enhancements demonstrate our continued
commitment to help DHS improve E-Verify.

DHS recently launched its E-Verify Self Check tool. This Self Check tool
allows a worker to check his or her own employment authorization status and
resolve discrepancies before seeking employment. As of March 21, 2011,
E-Verify Self Check is available to users who maintain an address and are
physically located in Arizona, Idaho, Colorado, Mississippi, Virginia, or the
District of Columbia. We worked collaboratively with DHS during its
development and implementation of the E-Verify Self Check service, and we
expect that DHS will reimburse us for any work that our field offices must
handle because of this new service. We will continue to work with DHS as it
expands availability of the tool nationwide.
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SSA E-Verify Workloads

Over the last 10 years, E-Verify evolved from a small pilot program to a
program available to employers nationwide, and its usage has dramatically
increased. We respond to every query run through the system, and we are the
primary point of contact for new hires contesting a tentative non-confirmation.

In almost every situation, we must conduct a face-to-face interview to verify that
new hires contesting tentative non-confirmations are who they say they are.
During the interview, the new hire must present documentation to support his or
her request for an update or correction to our master file of SSNs, or Numident.
It takes about 20 minutes to complete each face-to-face interview and to update
the EV-STAR system and the Numident when a person requests a change to his
or her record.

Sometimes the new hire may not have the documentation required to support a
change in our records, and he or she must request the document from the
custodian of record or issuing agency. These record requests can add weeks to
the process. For example, a new hire may not have an original or a certified
copy of his or her marriage certificate and may need to obtain the original. In
other cases, a new hire has the document, but we must verify its authenticity
with the custodian of the record. Thus, in complex cases, changing a Numident
record may require multiple visits to one of our field offices.

This process is critical to the integrity of our records and of E-Verify, hut can be
inconvenient for new hires who are trying to change their records and create
additional work for our field offices. For example, in FY 2007, for every

100 E-Verify queries, we handled about 2.6 contacts. In FY 2008, that number
went down to about 1.5 contacts per 100 queries. Currently, we estimate that
we will handle about 0.8 contacts for every 100 queries.

We will continue to work with DHS to assess our policies and procedures to
identify ways to better serve the public and reduce the number of new hires who
visit our field offices to resolve tentative non-confirmations.

Funding For E-Verify

DHS reimburses SSA for all operating costs related to the E-Verify system,
including our systems maintenance costs and the costs of assisting new hires who
visit our field offices and call our teleservice centers to contest a tentative non-
confirmation.
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‘We understand that there are several proposals to extend and expand the
E-Verify program. However, we will be able to successfully support an
expansion of the program only if we are fully reimbursed for our E-Verify costs.
SSA would need sufficient resources, time, and a multi-year phased-in approach
to prepare for any additional work caused by expansion of the program. While
our systems environment can handle substantially increased volumes of queries if
necessary, we may need to add additional capacity should the program be
mandatory for all current employees as well as new hires.

Importance of Relationship with the Employer Community

Let me turn now to other ways that we support the employer community in its
effort to accurately report wages. One of our most important responsibilities is
maintaining the accuracy of earnings for all workers who have paid Federal
Insurance Contributions Act, or FICA, taxes. As I noted above, properly
crediting earnings to the correct SSN ensures that we can determine eligibility
for retirement, survivors, and disability benefits and pay the correct benefit
amount. Our relationship with over 6 million employers across the United States
is vital to the success of this responsibility.

One of the most important ways in which we support the employer community is
through our SSN verification services. We have successfully provided SSN
verification services to the employer community for many years. Employers can
verify SSNs for their employees electronically, by telephone, or by submitting
paper listings. In the beginning, we processed most SSN verifications in our
field offices. Because this process was highly labor intensive, we have since
automated much of this work.

Business Services Online

Our Business Services Online (BSO) initiative enables authorized organizations
and individuals to conduct business with us. Once registered through BSO, users
may request, activate, and access various services and functions, including our
Social Security Number Verification Service (SSNVS), our Telephone Number
Employer Verification (TNEV) service, our consent-based SSN verification
system (CBSV), and electronic wage reporting.
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SSNVS

Today we do most of our employer SSN verifications electronically through the
SSNVS program. Under SSNVS, we verify SSNs and names solely to ensure
that the records of current or former employees are correct for wage reporting
purposes. In FY 2010, we processed about 104 million SSN verifications using
SSNVS.

SSNVS is a voluntary, free, and secure Internet service that provides employers
with an immediate response for a limited number of SSN verification requests or
a next business day response for high volume SSN verification requests.

Employers must use SSNVS consistently. For example:

e [f they use it for newly hired workers, they should verify information on
all newly hired workers.

o If they use it to verify information on other workers, they should verify
the information for all other workers.

We strictly limit third-party use of SSNVS to organizations that contract with
employers to either handle the wage reporting responsibilities or perform an
administrative function directly related to annual wage reporting responsibilities
of hired employees.

There are penalties for SSNVS misuse. Anyone who knowingly and willfully
uses SSNVS to request or obtain information from us under false pretenses
violates Federal law and may be punished by a fine, imprisonment, or both.

If the name and SSN do not match our records, we tell the employer that the
mismatch response does not imply that the employee intentionally provided
incorrect information. We also note that the response does not make any
statement about the employee's immigration status, and is not a basis, in and of
itself, to take any adverse action against the employee.

TNEV

TNEYV is an automated telephone service that allows registered employers and
third-parties to verify up to 10 employee names and SSNs at one time without
speaking to an SSA employee. Like SSNVS, registered users can use TNEV
only after an employee has been hired and only for wage reporting purposes. In
FY 2010, TNEV handled over 500 calis.
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CBSV

CBSV is a fee- and consent-based SSN verification service available to enrolled
private companies and Federal, State, and local government agencies. It provides
instant, automated verification. Using CBSV, participating companies can verify
the SSNs of their customers and clients. Entities must have an Employer
Identification Number (EIN) to enroll.

CBSYV verifies whether a name and SSN combination match the data in our
records. The submitted information is matched against our Numident file. The
matching elements include SSN, name, and date of birth. Each SSN and name
combination submitted to CBSV will be returned with a “yes” or “no”
verification code indicating that the submission either matches or does not match
our records. If applicable, we will report a death indicator when our records
reflect that the SSN holder is deceased. Results obtained from CBSV do not
confirm or authenticate "proof of identity.”

CBSV requires the written consent of the SSN holder and the verification results
may be used only for the reason that the number holder specifies.

CBSV is fee-based. To use CBSV, entities must pay a one-time non-refundable
enrollment fee of $5,000 and then pay a transaction fee per SSN verification
request. The transaction fee is presently $5.00 and must be paid in advance.

Periodically, we will recalculate our costs to provide the CBSV service and
adjust the transaction fee charged as appropriate. We notify subscribers in
writing of any change in the transaction fee. We may close enrollment to CBSV
at our discretion.

In FY 2010, we responded to about 1.2 million requests for SSN verification
through CBSV.

Wage Reporting

Once an employee is hired, employers must provide us with annual reports of his
or her wages. Our role in the wage reporting process is to ensure that all
workers receive credit for the work for which they and their employers paid
Social Security taxes.

Currently, employers report wages to us annually on Forms W-2 (Wage and Tax
Statement). We process the W-2 data for tax purposes for the Internal Revenue
Service (IRS). In addition, self-employed individuals report information on self-
employment income to IRS on Schedule SE. IRS then sends this self-

_9.
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employment information to us. We use the individual’s name and SSN to record
his or her earnings. Use of and disclosure of tax return information is governed

by section 6103 of the Internal Revenue Code, and we only use this information

for the purpose of administering our programs.

Each year, we process about 240 million W-2s from 6.3 million employers.
Employers send these reports either electronically or on paper. We encourage
electronic wage reporting, and we work with the employer community to educate
them on its advantages. More and more employers submit their wage reports
electronically; in fact, employers filed about 84 percent of W-2s electronically in
FY 2010 -- up from less than 10 percent in 1999. We believe continued
increases in electronic filing will reduce errors over timne.

The Earnings Suspense File

The Earnings Suspense File (ESF), or “suspense file,” is an electronic holding
file for wage items reported on W-2s that we cannot match to the earnings
records of an individual worker. If we later resolve the mismatch, we can
remove the item from the suspense file and credit the earnings to that person’s
record.

Since the beginning of the program in 1937 through Tax Year (TY) 2008, the
most recent year for which earnings data are available, the suspense file
contained about 305 million wage items. While the suspense file represents an
accounting of unassociated wage items, the taxes on these wages have been paid
into the Trust Funds. For TY 2008, the Trust Funds received credit for

$10.7 billion in payroll taxes based on wage items placed in the suspense file.

In order to credit wages to the correct worker, the worker’s name and SSN on
the W-2 must match the name and SSN in our records. About 10 percent of the
W-2s that we receive have invalid name and SSN combinations when we receive
them. In our initial processing, our computer system uses more than twenty
automated routines to identify commonly occurring errors that, when corrected,
enable us to properly post the W-2 information to the correct record.

Using these computer routines, we posted more than half of all W-2s that
contained invalid name/SSN combinations to the correct SSN for TY 2008. The
balance, about four percent of all W-2s we received for TY 2008, went to the
suspense file.

-10-
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Removing W-2 Items from the Suspense File

We remove wage items from the suspense file on an ongoing basis and post them
to the correct worker’s record. These reinstatements typically occur when a
worker provides evidence of missing wages after reviewing his or her Social
Security Statement, or when an employer submits a corrected W-2. Over time,
the percentage of W-2s for a given year or period of years that remain in the
suspense file declines as a result of this subsequent processing.

We are dedicated to reducing the suspense file’s rate of growth and reducing its
current size. We want to make sure that workers receive full credit for their
earnings and that we pay the correct benefit amount.

Conclusion

I want to thank you again for inviting me to be here today. On behalf of all of
my SSA colleagues, we look forward to your continued support of Social

Security and for our mission.

I will be glad to answer any questions that you may have.

11 -

Chairman JOHNSON. Ms. Moran, welcome. You are recognized
for 5 minutes.

STATEMENT OF TYLER MORAN, POLICY DIRECTOR, NATIONAL
IMMIGRATION LAW CENTER

Ms. MORAN. Thank you. Good afternoon, Chairman Johnson,
Ranking Member Becerra and Members of the Committee. Thank
you for the opportunity to testify on E—Verify. The National Immi-
gration Law Center has worked on E—Verify since it was imple-
mented in 1997, and I have personally advocated for improvements
in this program for almost a decade.
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E—Verify faces a number of challenges despite the progress that
it has made, and these challenges would be greatly exacerbated if
this program is made mandatory. That is why it is particularly
troubling that there may be a bill in the House this year to make
this program mandatory, because it almost certainly would pass.
According to the Congressional Budget Office, a mandatory E—
Verify bill would result in over $17 billion in tax losses because un-
documented workers would not leave the country. They and their
employers who are currently paying taxes would simply go under-
ground to get around the system.

SSA also testified in 2007 that over 3 million workers would
have to go to SSA to stand in line and correct database errors or
lose their jobs. And this is a system, as Mr. Stana has testified,
that doesn’t detect half of undocumented workers.

Additionally, if a mandatory system is put on line without legal-
izing the 8 million undocumented workers in our economy, it is
going to set the system up for failure, not to mention to decimate
industries like agriculture.

I want to start by addressing the error rate. The 98 percent con-
firmation rate sounds very impressive, and there have been a lot
of improvements to the programs. But I think it is more helpful to
talk about the number of workers affected versus the percentage.
Using Westat’s conservative estimates, in the mandatory system,
1.2 million people would have to stand in line at SSA to correct
their records or lose their jobs, and 770,000 people would likely lose
their jobs. This is an underestimate because every employer that
has audited, their own data comes up with higher error rates. For
example, when Los Angeles County audited its use of E—Verify, it
found on the low end that 2 percent of SSA TNCs were erroneous.
To make this really concrete, a 2 percent error rate in Texas would
mean 244,000 people going to SSA or losing their jobs. And in Cali-
fornia that would mean 362,000 people—78,000 alone in L.A. going
to only 7 SSA offices.

So these are future projections, but using Westat’s statistics in
fiscal year 2010 alone, 80,000 U.S. citizens and lawful immigrants
lost their jobs. Jessica, a native-born U.S. citizen from southern
Florida, is one of those people who called our office. She got a job
offer that she accepted at a good-paying telecommunications com-
pany. They told her she got a TNC. She went to SSA. She provided
the documentation. They said, you are all set, and provided her
with paperwork that her name and SSN matched. She went back
to her employer, who at first said okay. Three days later they said,
I am sorry, you got a final nonconfirmation, we are going to have
to fire you. She went back to SSA, waited in line and said, I
thought it was okay. They said it is okay. She went back to the em-
ployer and the employer said, I am sorry. She was very frustrated.
She called USCIS, DHS, and finally called us. She was out of work
for 3 months, including over the Christmas holiday. And she now
has a lower-paying job.

The worst part about this is that there is no due process in the
system, and there is nothing we can do for Jessica to get back her
wages or to get back her job. So it is important to note that Jessica
is not the only one that faces these challenges at SSA. People have
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to take off time from work. It takes costs them money and often
they have to go back multiple times.

I want to highlight Arizona because I think it is a good window
into what a mandatory system could look like without legalizing
undocumented workers. Arizona is the first State to make E—Verify
mandatory, and there is three main takeaways. One, undocu-
mented workers didn’t leave the State, they didn’t leave the coun-
try; they went into the underground economy, or they are now pop-
ping up as independent contractors. Number two, employers are
coaching workers how to get around the system. And number three,
despite penalties and mandates, half of employers aren’t even
using it. So you might think this is all worth it if the system works.
But again, 54 percent of undocumented workers aren’t detected by
the system.

So what are the solutions? As I said in my opening statement,
E—Verify has made a number of improvements, but it is just not
ready for prime time. If and when Congress decides to make this
program mandatory, there are a number of policies that have to ac-
company it, and they are in my written testimony, but I want to
highlight three.

Number one, it has to be paired with a path to legal status for
the 8 million undocumented workers. People aren’t going to pack
their bags because of E-Verify. They are going to stay here, and
there are going to be major repercussions for the economy.

Number two, we have to create due process so people have a way
to challenge these errors, and that they get back pay if they lose
their jobs. We have 9 percent unemployment. We can’t have 1 mil-
lion workers losing their jobs.

And number three, you should phase in E-Verify with perform-
ance evaluations along the way for database accuracy, privacy, and
employer compliance to make sure the system works for workers
and businesses alike.

So in a year when Congress is all about cutting budgets and
high-performance programs, mandatory E—Verify just doesn’t make
sense. When this bill goes to the House floor, you are going to hear
a lot about protecting jobs and undocumented immigrants, but I
think the members of this committee can play a really key role in
highlighting the impact on SSA and impact on U.S. citizens who
are the people that are most affected by this program.

Thank you.

Chairman JOHNSON. Thank you, ma’am.

[The prepared statement of Ms. Moran follows:]
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 Statement of Tyler Moran
Policy Director, National Immigration Law Center
House Committee on Ways and Means

SuhmmhmonSoeiulSeery
Hearing on the Social Security A s Role in Verifying Emp Eligib
April 14, 2011

Members of the Committee, thank you for the opportunity to address the critical issue of the progress
made and challenges created by E-Verify. My name is Tyler Maran, and [ am the Policy Director at the
Mational Immigration Law Center (WILC). NILC is a nonpartisan national legal advocacy organization
that works 1o advance and promote the rights of low-income immigrants and their family members, Since
lls |me.phon in 1979, NILC has earned a national rqmmnon asa lﬁdmg expert on the mberse.cumuf

law and the emp rights of low-i NILC's of
the complex interplay between immigrants Iegal status and their rights under U.S. employment laws isan
important resource for immi rights and ity groups, as well as policymakers,
attomeys, workers” rights advocates, labor unions, government agencies, and the media. NILC has
lyzed and ad d for i of E-Verify since it was first 1mp1=menled in 199‘? as the Bam
Pilot program, and has v ence assisting ad and in responding to g

with the program as it affects workm— -immigrants and 11.5.-born alike.

Overview

Since E-Verify was implemented in 1997, it has narrowly been framed as a tool to prevent the
employment of undocumented workers. The biggest impact of the program, however, is on U.S. workers,
businesses, and the Social Security Administration (S8A). 1f made mandatory, & mlllmn u:nployers and
their 154 million employees would have to receive permi: from the g the
employment relationship, E-Verify has made progress since it was first m'lplclmnlnd, iun the fact
remains that the system simply is not ready for mandatory use; it would c2 i of $22 billion
in lost tax revenue at a time when policymakers are trying to slash budgets; woukicause anywhere from
1.2 million to 3 million workers to stand in line at SSA or lose their jobs at a time of 9 percent
ungmployment; and is unable to detect 54 percent of unauthorized workers who are ren through the
systen.

Mandatory E-Verify has been part of every immigration reform bill since 2005, and NILC has worked on
a bi-partisan basis to craft proposals that ensure due process and privacy protections for all workers, The
k:y snnm,gpmm to any mandatory E-Verify proposal, however, is a path to legal status for
in our country. v E-Verify wllhontcmunga legal labor force will

set the program up for failure and ‘hate our current Eight million
undocumented workers are not going Io leave the country because of E-Verify; they and their employers
will simply move into the underg resulting in a significant loss of federal, state, and local
ax including a drastic red in ibutions to the Social Security trust fund.

My testimony today will focus on: (1) the impact of E-Verify on U.S. citizens and lawful immigrants; (2)
the costs of implementing E-Verify without a legal wwicfaﬂe. (3) the impact of & mandatory system on
S5A; and (4) what it would take to make E-Verify successful.

E-Verify emor rates will couse A heir jobs
‘While E-Verify error rates have improved since the program was implemented in 1997, there is still
significant cause for concern. Currently, 97.4 percent of workers run through E-Verify are immediately
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confirmed as work authorized.! As a statistic, this may sound successful, but these numbers represent real
people— your constituents—and the actual number of workers affected is concerning, Using a statistical
model developed by the Westat Corporatian for the Dey of Homeland Security (DHS),
approximately 0.8 percent of tentative nonconfirmations (TNCs)—or 22 percent of all persons run
through E-Verify—are issued in error.” OF the 16 million E-Verify queries by employers in fiscal year
2010, 128,000 workers had to go to SSA or call DHS to fix a database error or lose their jobs.” Of the 0.8
percent of workers who received a TNC in error, 0.3 percent’ were able to correct the issue and keep their
Jjobs—meaning 0.5 percent of all U.S. citizen nndwnrkanLhmmd immigrant workers receive a final
nonconfirmation (FNC) in error. A final the ! to fire the worker or
risk being liable for immigration violations.” This means that i in fiscal ymzmo approximately 80,000
workers likely received erroncous findings from the system and may have lost their jobs asa mull.‘

For example’

® A UK citizen born in Florida was hired for a good-paying telecommunications position in
October 2010. After hire, she was run through E-Verify and received a TNC. Her employer did
not sit down with her to explain fo her what a TNC means, nor to explain any of her rights. The
worker went to her local 554 affice twice to try and resolve the situation, but despite S84 telling
her that her information had been updated, the employer told her that she was still not confirmed.
She uitimately received an FNC and was fired. After her termination, she has gone to great
lengihs to try and correct this ervor, but has been unable to do so. She was unemployed for over
3 mmh:’. including over the Christmas holiday, but recently accepted a new lower-paid
position.

‘Rn:haldM mmnmm:mmmaumwwy Commirtee on Ways and Means, US. House of
i Federal Agencies Have Taken Steps to Improve E-Verify, but Significant

Chall, Remuain (G t A bility Office, Dec. 2010, GAO-11-146),
imvmmimﬂmﬂuﬁnﬁ..

Teceive i i firmation™ notice-or TNC-from cither $5A or DHS when the agencies are
unable to automatically confirm a werker's ligibility. A “tentative notice is not an

indication of an immigration violation, and workers have the right to contest the finding with the appropriste agency.

For mnumﬂcme, mM.\‘ug.q QfIM We.b—BnudE rywmmam{wm(wm Dec. 2009),
E-Verify/E % 0 - p. 1T

lppmmnulcly IG mlllmn E-\"u'lf)' qllnneu in ﬁnul yeu DIU See t Vm_,ﬁ' Gr.rs H@\k Marks from

Employers in Customer Satisfaction Survey (U.S. Citizenship and Immlsulmn Services, Jan, 18, 2011),

w i ‘portalisi is/menui “mﬁﬁ_&ﬂﬁl_] i

CM & L devanexichanne|- 000047
A Iy 0.8 percent of work-authorized i d 'mwaTNCmmr ‘%qul.sqpnnohelTbe
IZBmﬂﬁg\lumsmwdllhymnﬂnplymgllmlwum
'.‘h‘mlr.r{u mvdkepam['i.ls Cmmshlpmlmmwamn Scrvm:s, Fcb 4, 2010,

8 mc §tm. nat
“ There were approximately 16 ‘million E-Verify querics in ﬁscai year 2010. See ULS. Citizenship and Immigration
Services supra note 4. App 0.5 percent of work uals receive a final ion in
error. (0.8 percent receive an erroncous TNC, and 0.3 percent are able to corect their TNC. This results in 0.5
percent of individuals receiving an erroncous THC that could not be comrected and therefore became an emmoneous
rmal nonconfirmation.) The 20,000 figure was arrived a1 by muliplying these two numbers,

? For more examples of ULS. citizens and lawful immigrants affected by E-Verify, see How Errors in E-Verlfy
J’hmbwu Impact LS. Citizens and Lawfully Present hnmigrams (NILC, March 2010),
o, iffc-verify-emors-and-USC5-2010-03-03.pdf.

Jmu St, Flewr, Wnnm&awwrﬁrmﬁowf‘ I the Judiciary, Sub ot i
Palicy and Enfarcement: Hearing on E-Verify = Preserving Jobs for American Workers, Feb, 10, 2011,
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* A LS. citizen and former capiain in the U5, Navy with 34 years of service and a history of
having maintained high security clearance was flagged by E-Verify as not eligible for
employment. It took him and his wife, an attorney, two months to resolve the discrepancy.”

* ALK citizen applied for a position with a temporary agency in California, only to be furned
away because E-Verify was unable to confirm her work authorization, The employer did not
advise her of her right to contest the finding and violated the law by asking her to show

cicli ! de She was played for over four months withowt health insurance and
was diagnased with a serious illness during that time."

If use of E-Verify were to become mandatory, using Westat's statistical model, about 1.2 million U.S.
citizen and work-authorized immi would have to contact SSA or DHS or risk losing their jobs'!
and about 770,000 workers would likely lose their jobs.® These numbers, however, are likely
underestimates as employers who audit their own E-Verify data report higher error rates than federal
2o i For ple, when Los Angeles County audited its use of E-Verify for county
workers, it found that 2.0 10 2.7 percent of its TNCs from SSA were emroncous in 2008-09."

Mandatory E-Verify for all workers: estimated error rates

The crror rates affect all warkers, but Westat found that they have a diseriminatory impact on lawful
foreign-bom workers, Westat's 2009 repont found the TNC rate for foreign-bom workers was
20 times higher than that of U.S,-bor workers."*

The chadl LS. workers face ting E-Verify

Receipt of an erroneous TNC puts an enormous burden on workers and can result in loss of wages to
challenge the error, adverse action by emy and loss of emg In fact, GAO called the
process of challenging an E-Verify error “formidable, "

* Account related at a Jan. 24, 2009, town hall meeting in Ashiabula, OH, sponsored by Building Unity in the
Community and billed as “Why We Need Comprehensive Immigration Reform.™

" Summary of chasge filed with the Dept. of Justice Office of Special Counsel for Immigration-Related Unfair
Employment Practices in 2008,

" About 0.8 percent of workers receive an tentative ion, or “TNC.” Westat, supra note 2, p.
117. There are curremly about 154,287,000 million workers in the U.S. The 1.2 million figure was arrived at by
multiplying these two numbers.

'3 Approxi 0.5 percent of work ized individuals receive a final nonconfirmation in error. See note 7,
supra. There are cumently 154,287,000 million workers in the U.S, The 771,435 figure was arrived at by
multiplying 154,287,000 million by the 0.5 erroneous final nenconfirmation rate,

" Marc Rosenblum, E-Verify: Strengths, Weaknesses, and Propasals far Reform (Migration Policy Institute, Feb.
2001}, haepeit igrati 1 bt/E-Verify-Insisht pdf.

™ Intel Carporation, “Comments on Proposed Empl igibility Regulations I ing Executive Order
12989 (as amended),” Aug. 8, 2008.

" Westat supra note 2, p. xxxv,

** Stana, supra note 1, p. 34,
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‘When warkers receive a TNC notice, they often have to take unpaid time off from work to follow up with
S5A, which may take more than one trip. In fiscal year 2009, 22 percent of workers spent more than 550
to carrect database errors and 13 percent spent more than $100."7 In 2009, the waiting times for SSA.
office visits were 61 percent longer than they were in 2002, During the period March 1, 2009 through
April 30, 2010, about 3.1 million visitors waited more than | hour for service, and of those visitors, over
330,000 waited more than 2 huw:s. Punhu in fiscal year 2009, about 3.3 million visitors left a ficld
office without receiving service.'® American Council on Intemational Personnel members report that
corrections at SSA usually take in excess of 90 days, and that employees must wxu.( four or more hours per
trip, with repeated trips to SSA frequently required to et Ihw records corrected.” Though wamng times
at SSA offices have improved in the last year, the Cs recently testified that a reds

funding would reverse the progress SSA has made.™

Workers aren't always given the opportunity to comect these errors. Although required by law to do so,
employers do not always notify workers of a8 TNC. Workers who do not contest database errors lose their
Jobs. In fiscal year 2009, 42 percent of workers report that they were not informed by their employer of a
TNC.' A survey of 376 immigrant workers in Arizona also found that 33.5 percent had been fired,
apparently after receiving an E-Verify TNC, but that none had been notified by employers that they had
received a TNC or given information to appeal the finding.”

Employer noncompliance with the program’s rules is extremely high, with over 66 percent of employers
taking adverse actions against workers receiving a TNC.® Actions include prohibiting workers for whom
they had received a TNC from working; restricting such workers' work assignments; and d:'Ln)ungJub
training for such workers™ And, at I:asl 57 percent of employers using E-Verify violate the program’s
mlesbyuﬂngllrowmcnwnﬂm ‘When workers are presereened and not offered a job, it takes
them at least three weeks to find other employment,”

Noncompliance with program rules wuu!d almost uﬁamly increase ifall cmpleyus were required to use
the system. Current E-Verify users are d and federal and
most users that have enrolled in the sysl:m have chosen to do s on 8 voluntary basis — all factors that
make them more [ikely than a “typical” U.S. employer to approve of the system and use it successfully.
In Arizona, the first state to make E-Verify d P are less liant_with E-Verify

"7 Westat supra note 2, pp. 203-204
"® Custamer Waiting Times in the Sociaf Security Administration’s Field Offices (Social Security Administration
Dfl'r.e of the Inspector General, Oct, 2010), | DOBEPDEA-04-10-1 1 034, pdf, p.

i American Council on i e 1s on Proposed Rule Published at 73 Fed. Reg. 33374
gm 12, 2008)," August 11, 2008,

Michnel J. Astrue, Testimony before the ULS. Senate Connmittee on Appropriations, Subeommittes on Labor,
Hbafm and Human Services, Education and Related Agencies (Social Security Administration, March 9, 2011),

A%20BdpetTestimony03091 1.pdf, p. 18.
'Wuumpmmazpp 154, 199

# Caroline Isases, Snnmmmg Arizona: The Hidden impacts qur!mm :Ewphﬂr Sanctigns Law (Wnluns,wn.
DC: American Friends Service C 2009), www.af:

 Westat supra nate 2, p. 157, Thi percent of emph 1f- "‘-"d\atﬂwylmkadwscaclm
against workers receiving o TNC, and workers reporied that an additional 29 percent of employers took adverse
action against them, with a total of over 66 percent of employers take adverse action.

* Westat, supra note 2, pp. 157, 204,

* fd. a1 149

* Jd. at 140
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procedures than other E-Verify employers.” The likely reason is that, unlike most E-Verify users, most
Arizona employers did not volunteer to use the program.

WMandatory E-Verify will resuit in billiors of ¥ lost tax revenue, while orly i half of all

Undocumented workers are not going to leave the country simply because Congress makes it harder for
them to work here. It is clear that undocumented immigrants fill a niche in our economy and are here to
stay, despite imposition of a verification system. And because these workers are a central part of our
economy, employers will use any means necessary to keep them, including mov.mg mto the underground
economy, misclassifying \mrkcrs a5 ind and simply not parti g in any
employment verification system.™ The mphcanom of undocumented workers mu\-mg into the
underground economy are grave, In analyzing a 2008 bill that would have madc E-Verify mmdnlory
(without also providing a way for unauthorized workers to become work-auth d) the C

Budget Office (CBO) found that it would decrease federal revenue by more thin $22 billion aver ten
years—because nwnuld.m&emnﬁu—ufmglaymandworhaswhomnmdsuuwkmarkﬁ
outside of the tax system.”

Eight million undocumented workers moving off the books will also threaten the solvency of the Social
Security trust fund. Over the next 20 years, the number of senior citizens relative to the number of
working-age Americans will increase by 67 percent, which means that they will “transition from being net
taxpayers o nc(mplenr.s and they will be “supported by a ann]]er wkfm: that is struggling to meet
its own needs."™ It is estimated that two-thirds of und ly pay payroll taxes,
which generated $12 billion into the Social Security Trust fund in 2007 In fact, d:: trust fund had
received a net benefit of somewhere between $120 billion and $240 billion from unauthorized immigrants
by 2007, which represents 5.4 percent to 10. 7 pcwcnlofthe trust fund’s total assets. The chief actuary of
SSA has stated that without ibutions to the trust fund, there would have
been a “shortfall of tax revenue i.o cover [payouts] starting [in] 2009, or six years earlier than estimated
under the 2010 Trustees Report. "™

Anmna. the first state to make E-Verify mandatory for all employers in 2008, provides & window into the
of i ing the program with undocumented workers in the labor force, In
2008, the first mr the law was in effect, income tax collection dropped 13 percent from the year before.
Sales tuxes, however, only dropped by 2.5 percent for food and 6.8 percent for clothing, The conclusion
was that workers weren't paying income taxes, but were still eaming money to spend—meaning that the

n W’ﬂﬂu.wpmme 2,p.237.

* See Jim McTague, “The Und | E lllegal Immi and Others Working Off the Books Cost the
U.S. Hundreds of Billions ofDoIlllrsm Unpaid Taxes," The Wall Street Jowrnal Classroom Edition, April 2008,
hetpe/fwsiclessroom.com/archive ;: Lora Jo Foo, The Fulnerable and Exploitable
Tmmigrant Warkforce and the Mﬁr S‘Wugrmhg Ii’mim' Pmmnw Legislation {Yabe Law Journal, 103 Yale
I..J 2179, May 1994), www, wil

= Letter to Rep. John Conyers, Chais, Committee on the Judiciary, U5, House of Representatives, from Peter
Orszag, Director, Congressional Budget Office, Apr. 4, 2008, www cbo. gov/fipdocs 91 xx/doco 100/ f

* Dowell Myers, Thinking Ahead Abous o.r.'mrg,-mn«m New Trends and Mutual Bencfits in Our Aging
Saciety (Immigration Policy Center, Jan. 2008),

DAhead?4201-08.pdf.
 Edward Matos, “How illegal immi mhelpmg Social Security,” The WasMnka Post, Sept.

3,2010, harp;
d!d.
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underground economy was growing. ™ This loss in tax revenue was happening at & time when the state
was facing a $3 billion budget gap. The Public Policy Institute of Califomia echoed this finding in 2
recently released study that found that although the law did lead to some undocumented immigrants
leaving the state, the unintended consequence of the law was l.ha1. workers wﬂbem,gpmhul into
underground employment.”

Arizona employers who didn®t move their into the und d simply didn’t use E-
Verify or learned how to manipulate the system, Though Arizona employers made 1.3 million new hires
in the fiscal year that ended in September 2009 and were required by state law to check all of them via E-
Verify, they actually checked only 730,000 of them—or slightly more than half.” 1.5, Immigration and
Customs Enforcement (ICE) officials also report that unscrupulous employers in Arizons have leamed
that E-Verify's phow-matclling tool (which is used to confirm weorkers” identities through a photo
compurison) accepts only two d and therefore they ask cmpl whumuu:ysuspeatmmt
work-authorized to provide some other identity d that the phat hing tool does not accept.™

In addition to these enormous costs and limitations, E-Verify has come up short in its role of detecting
undocumented workers. Westat rescarchers found that in 2008, 54 percent of unauthorized workers for
whom E-Verify checks were run—or 56,000 workers—were emroneously confirmed as being work-
authorized” Migration Policy Institute esti that 230,000 horized workers were erroneously
confirmed in 2009

The impact of mandatory E-Verify on SSA
‘While DHS administers E-Verify, SSA plays an integral role in ensuring its functionality, In fact, SSA
takes on the bulk of verification responsibilities because it must verify the name, Social Security number
(S5N), and date of birth (and citizenship status of U.S. citizens) of every worker in the country whose
employer participates in E-Verify. If E-Verify were to become mandatory this would mean that SSA
would need to process 154 million queries in the initial implementation period and 50-60 million queries
cach year thereafter. This is at a time when the agency is dealing with unpmoedmled workloads
combined with declining budgets [that have] damaged [the agency’s] service delivery."”

Processing queries is just one aspect of SSA's work. Serving customers who must fix database errors
puts the greatest demand on SSA resources, A November 2010 S5A Office of the Inspector General
report found that in fiscal year 2008, when there were only a total of 7 million E-Verify qumes,
approximately 88,000 people called the 1-800 number or visited SSA due to E-Verify emors.*” Ina
hearing before this subcommittee in 2007, SSA estimated that if E-Verify were made mandatory, 3.6
million citizens and lawful immigrants would either have to go to an SSA office to correct their records or

* Daniel Gonzalez, “Illegal Workers Manage 1o Skin Arizona Employer-Sanctions Law: Borrowed Identities, Cash
qu Fuel an Underground Economy,” The Arizona Republic, Nov, 30, 2008,

™ Magnus Lofstrom, Sarah Bohn, and Steven Raphacl, Lessons from the 2007 Legal Arizona Workers Act (Public
Policy Instinute of California, March 2011), hitpefwww.pyic.o
™ Jahna Berry, “Most Arizons Employers Aren't Using E-Verify,” The Arizana Republic, July N zom
e | com/arizonarspublic/news/articles/201 0072820109728 ify.himl.

Stana, supra nole Ip 22
T Westal supra note 2 p 118,
* Mare Rosenblum, E-Verify: Strengths, Weaknesses, and Proposals for Reform, Senate staff briefing handout
gallgrum Policy Institute, Feb. 17, 2011).

o strue, supra note 20, p. 2.

Field Gffice Workload Related 1o N fi from the Empl Verification Program (Office

of the Inspector General, Social Security Administration, Nov. 2010 4\-03—0‘.l-l9052]
bt sucialsecurity. govioip/ ADOBERDEA-3-0%-19052,pdf, Appendix D.
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lose their jobs."' Additionally, the President of the National Council of Social Security Management
Associations, Inc., has testified in the past that if mandatory E-Verify and hardencd SSN card are
implemented without necessary funding, “it could cripple S8A"s service capahllmes Lt Tlus probiem is
compounded by the fact that the agency has suffered from “years of underfundi

also recently testified that further funding reductions will threaten SSA’s ability to lmp its “wedmology
environment operating smoothly,” * which would include the operation of E-Venify.

Biometric cands haring o y yet el

ldenlll}' shnnugmd fnmrlts a m_]orwuhwssofﬁ ~Verify since the system can unly detect if

T by the individual is legi not if the d i matches the
individual have been introduced to address this limitation, :nc[udlng biometric
crnplo_vmm cards and the shazmg nrta:pa}'er mfmmuon with Dl]S These proposals, however, only
create greater chall F fentiality law.

Upritationss of a b card

A handful of bills and proposals have been introduced over the last few years that create a biometric
employment verification card. The costs, accuracy and mission creep that would result from such a card,
however, far outweigh any benefit. As this committee well knows, despite best intentions to keep a card
used for one sole purpose, the templation to use it for other purpose is inevitable. After the SSN card was
created in 1936, the first regulation issued b:' the Social Security Board declared that SSNs were for the
exclusive use of the Social Security system.” Neveriheless, SSNs have become the universal identifier of
choice for govemment agencies, Like the SSN, a biometric employment card would quickly become the
primary identifier used for other purposes, from proving eligibility to vote to establishing identity when
buying a gun.

“The cost of i ic system is prohibitivel ive, One existing system that
provides mnght into wbal it would cost o mpleme.m a national biometric 1D, and whether it would be a
success, is the Tr Waorker Identification Credential (TWIC), a biometric ID used to access

maritime transportation facilities and vessels. DHS estimated that it would need to spend up 1o $1.9
billion in order to issue biometric IDs to a mere one million workers under TWIC.* Applying this cost-
per-worker ratio to a national employment eligibility verification system affecting 150 million workers, it
is reasonable 1o assume that the price tag would be 5285 billion.

In addition to cost the accuracy of a bi ic, such as a fingerprint, is still inadequate and will

likely prevent millions of U.S, citizens from obtaining jobs. The National Maritime Security Advisory
Committee (NMSAC) reports that different enrollment sites for the TWIC card have not been able to

! Transeript from Hearing on igibility Verification Syste ittee on Social Security,

Committee on Ways and Means, U.S. House of Representatives, June 7, 2007).

* Richard Warsinskey, Testimony before the U.S. Senate Committee on Finance: Funding Soctal Security’s

Adminlistrative Costs: Will the Budget Meet the mm?(Nmoml (‘.omml.ol'Socm] Security Management
ez 05230 testry. pdf.

Assnnluuns. Inc., May 23, 2007), hitp.//finance senate. govih

“ Astrue, slm note 20, p. 2.
“1d,p.7
* Mare ive Director, B ic Privacy ion Center, at U5, House Commities
on the Judiciary, Subcommittee on Immngm:nn. Bordct Soaml-_v.and Claims, May 12, 2005,
house. i 4] O hitm.

* Transcript from Hearing on Transportation mxm J'd'mr{,ﬂmrhn Programs (Cammnllee on Commerce, Science
& Transportation, U.S. Senate, May 16, 2006).
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enroll between 3.7 and 8 percent of workers because of fingerprinting failures.*’ And a U.S. Government
Accountability Office {GAO) report revealed Ilm thousands of TWIC enrollees experienced delays in
receiving their TWIC card fﬁrvmymsrcasmu ﬁdlﬁ'erm GAD report on the Census Bureau's

that all be fi faor FBI backgr checks found that, after
Census Bureau staff received Iwunnfmnmg in pmper fingerprinting techniques, over 20 percent of the
prints they took were unusable.” Workers who perform manual or farm labor will face particular
challenges because the tips of their fingers can become worn or abraded, and prints made from them are
difficult to read.

Information sharing between SSA and DHS and the Infermal Revenue Service

A handful of bills have also proposed information-sharing among the Internal F.cv:nue Service, S5A and
DHS, Prop differ, but they lly create ptions to the confid: izions in the tax
code by requiring SSA to disclose taxpayer identity information of employers and ernpwyees to DHS
when the employer has filed Wage and Tax Statements (Forms W-2) that have a certain number of names
that do not match SSA records or employees that write “000-00-0000" on their W-2 instead of an SSN.

Disclosure of employers' taxpayer identity i ion to DHS is problematic. There are
reasons why employees' names and SSNs might not match SSA records, including incorrect data entry,
name changes due to Imrmge or divoree, and misspelled names. No-matches are not a proxy for

ized immigration states, Rather, they indicate that workers are not receiving proper credit for
their camnings, which will affect the level of retirement or disability benefits they may receive in the
future. In fact, SSA estimates that 17.8 million (or 4.1 percent) of its records contain discrepancies, and
that 12.7 million (about 70 percent) of those records with errors belong to native-horn U.S, citizens,”

DHS itself recognizes that SSA’s database is ineffecti tool. For
example, SSA already shares with IS a list of SSNs mucmled with Lhc“Nonwuﬁ( Alien File,” a
database which contains information on nencitizens who have earnings recorded under nonwork SSNs,
which DHS could use to track immigrants who are potentially working in the U.S. unlawfully using a
nonwork SSN. DHS has stated, however, that the file is not an effective worksite enforcement tool due to
“inaccuracies in the dala and the absence efsume information that would help the department efficiently
target its " These “i derive from the same database that results in
no-match’s on the W-2,

7 “National Maritime Security Advisory Commitice, TWIC Working Group: Discussion Items” (as amended July
30 2008}- woww, maritimedelniv.comPon_Security TSA/files NMSAC TWG recommendations_smended pdf, p.1

o ion Warker ldenti Credential: Progress Made in Enrolling Workers and Activating
Credentials but Evaluation Plan Needed to Help Inform the Implementation of Card Readers (U5, Govemment
A.mumbilltyﬂffwe. GAQ-10-43, Nov. 2009), www. gao. govinew itemsid] 043, pdf.

** Robert GoldenkofT, 2010 Census: Census Bureau Continues to Make Progress in Mirigaring Risks fo a Successful
Ennmeration, but Stll Faces Various Challenges {U.S. Government Accountability Office, GAO-10-132T, Oct. 7,

2009), waw.gan,govingw.ilems/d |
"“Wlwtl-u:m Cause Biometric Systems © Fail?" (International Biometrics Group websitc),
www failure himl.

Cangrusrmn.r Respanse Report: Accuracy of the Social Security Administration s Numident File (Office of the
Impeclor General, Social Security Administration, December 2006, A-08-06-26100).

? Barbara D, Bovbjerg, Social Security Numbers: Cowd‘lm\l!\d’ﬂmmn&m SEN Data Conld H'lfp' Reduce
Uncuchorized Work (3 i DC: Gi ility Office, February 16, 2006
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Disclosure of employers' taxpayer identity information when SSA records indicate employees used 000-
00-0000 instead of an SSN is also problematic, since the exi f such a situation does not necessarily
indicate fraud. Employers are instructed by the IRS to put 000-00-0000 on W-2s when their employees
have applied for SSNs but have not received them. Advocates of information-sharing between IRS, SS5A,
and DHS frequently cite the use of 000-00-000 a5 justification for the breach of tax confidentiality rules,
because they argue that using all zeroes on a W-2 is an indication that a person is not work-authorized.
Hawever, employers with high numbers of authorized workers who don't yet have their S5Ns would be
flagged by S5A for simply following the law,

These infi ion-sharing requi are an i ion into protections for confidentiality of tax
information provided by section 6103 of the tax code, which are designed to increase compliance with the
tax law by barring tax information from being used for non-tax purposes. These confidentiality

protections would be undemmined by whalesale information-sharing for non-tax purposes without prior
review by an independent arbiter. Additionally, because DHS would be given access to employer tax
identity information, it is likely that enployers will become fearful that they are in violation of

immigration law when their previ inl tax inf ion is revealed, The result is that
employers will be overly cautious and fire these employees. Already, thousands of workers have been
fired due to the mistak jption that an SSA h letter indicates an immigration violation.”
There is also no indication that DHS makes good use of earnings infi ion it Iy has available to
it, nor that it has a clear sense of what its future data needs will be and what information will actually be
useful for enforcement purposes.” Given these gaps, wholesale information sharing with DHS is unwise.

E-Vlerify be imp

As stated in my introduction, E-Verify has made progress since it was implemented in 1997, but it simply
isn't ready for mandatory use. If and when Congress decides to make the program mandatory, there are a
number of key policies that must accompany any expansion in order to set the program up for suecess.
These recommendations are based on NILC's 14 years of experience with the program,

1. Only consider making E-Verify mandatory if paired with a legalization program. If :
i d without legalizing the £ million und d workers in our economy, employers
will simply move them off the books into the underground economy, causing billions of dollars in
lost tax revenue,

2. Apply E-Verify only to new hires. Reverification of the eatire workforce would place a huge
administrative burden on workers and busi alike. A current paration rate of 40
pereent a year (50-60 million employces hired each year) means that most people’s employment
eligibility will be verified by the new system in a timely manner without forcing employers to go
through old records and reverify existing workers. .

3. Phase in E-Verify with performance evaluations. Phase-in E-Verify incrementally by size of
employer or by industry, with vigorous performance evaluations taking place prior to each
expansion. Evaluations should address, ot mini ngf inations due to system errors,
employer compliance with program rules, and the impact of the system on warkers’ privacy.

* €. Mehta, N. Theodore, and M, Wincapié, Social Security Administration's No-Match Letter Program:
Imipltcatt Ir i and Warkers® Rights {Center for Urban Economic Development,
University of IHlinois at Chicage; and National Immigration Law Center, Nov. 2003) at 2, available at
wWww, aic ed: i jeath f.

1t /55,
* See fmmi Enfe Bewefits and Lini 1o Using Earnings Data to Identify Unauthovized Work,
GAO-06-814R (Government Accountability Office, July 11, 2006) at 4, available at
www.gao. govinew items/di6f 14r.pdf.
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Minimrum performance criteria should be met within each of these areas before subsequent

expansions of the system.
Ensure data . Establi accuracy that are subject to annual review to
ensure that the data accessed by empl is accurate and conti updated.

- Protect workers from misuse of the system. Prohibit use of E-Verify to selectively verify only

certain workers, pre-screen workers before a job offer, take adverse employment actions based on

system determinations, and fail to inform workers of their rights under the program. Establish an
ight and penalty 1o ensure empl li with program rules,

Ensure due process for workers subject to database errors, Provide for administrative and

Judicial review and allow workers to remain employed while they challenge govemment errors.

Provide comy ion from the go , costs, and attomey’s fees when an error in the

1 results in g ination of employ

Proteet the privacy of workers. Minimize the amount of data collected and stored and create
Tries for collecti intaini distributing data not authorized in th Create

¥ B or
penalties to deter the use E-Verify data to commit identity fraud or for any other unauthorized
purpose.

. Create ;vu'stght of the E-Verify. In order to ensure that employers are complying with program

requirements, authorize random audits of the program that include, but are not limited to, a review

of employer compliance with E-Verify requi , areview of the adeq of E-Verify rules
and procedures to protect authorized workers, and a review of whether the program is being
in a way that appropri M civil rights and civil liberties concems.

Fund an outreach program. Following in the footsteps of the process instituted when the 19
employment eligibility verification form was first introduced in 1986, the Office of Special Counsel
for Immigration-Related Unfair Empl Practices (OSC) should be charged with conducting
outreach and education to both workers and employers in order to inform them about how the
system works, rights and responsibilities under the new system, and avenues for redress in the case
of error or unfair employment practices.
Create a term-limited employment verification advisory panel, The advisory panel would
advise SSA and DHS on implementation of E-Verify, including standards of datab
privacy, and compli in addition to outreach to workers and employers. The panel would
include representatives from appropriate federal agencies, organizations with technological and
perati ise in datzba and other stakehold p the interests of
persons and entities affected by datebase inaccuracies, including business, labor unions, privacy

. Clarify that states are preempted from requiring businesses to use E-Verify. Clarifying the

statute’s language with respect to this issue would ensure that the federal govemment contrals
uniform expansion of the

. ‘Test new ideas through pilot projects. DHS's E-\-’el".ify program is not the only possible platform
: o s

for el ic eligibility veri and verification systems have been proposed. Any
new idea should not be implemented on a large scale, however, before being rigorously tested.
Pilot programs should measure the effectiveness, accuracy, and usability of new systems, and
assess how they compare to E-Verify.

In the mcantime, there are a number of steps that can be taken to improve the integrity of the Pprogram in
its voluntary nature.

Crente due process for workers who lose their jobs. Currently, there is no redress procedure
for workers who receive an E-Verify final non-confirmation (FNC) in error. Employers who
receive an FNC risk being held liable for immigration violations if they do not inate the
worker's employment, yet the worker has no means to either fix the error or get his or her job
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back. Asnoted in my testimony, at least 80,000 workers lost their jobs in FY 10, Workers should
also be able to stay on the job while they challenge the erroneous FNC.

2. Improve employer compliance wIIh E-Verify rules. Emp]uy:r noncompliance with the E-

Verify M dum of Unds g (MOU) has i d since the program was
:mplnm:nwd likely bmnse the number of employers who are required to use the program has
There is ly no penalty for an emp who violates the MOU—even though it

could result in the loss of employment for the worker. A number of steps can be taken including;:

* Revising the MOLU to include penaltics for misuse or noncompliance that employers must
agree to be subject to as a condition of using E-Verify.

*  Increasing stafl charged with ensuring compliance with the MOU (versus compliance
with immigration law),

+ Requiring the DHS Office for Civil Rights and Civil Liberties to conduct annual civil
libertics impact assessments of the program that include, but are not limited 1o, a review
of employer compliance with E-Verify system requirements; a review of the adequacy of
E-Verify rules and procedures 1o protect authorized wud(crs. a review of whether the
program is being managed in a manner that approp nnd icipates civil
rights and civil liberties 5 and lations for additional actions needed to
address civil rights and civil liberties concerns.

3. Establish a complaint and redress process for violations of the E-Verify MOU. Create a
| community liaison department within the E-Verify monitoring and compliance unit to assist
| workers who suffer adverse action because of misuse of the E-Verify program and develop
1 1s for ding to worker I As noted in my testimeny, 66 percent of workers
face adverse action from their :mprcr when they receive a TNC.

=

Increase appropriations for the Department of Justice Office of Special Counsel for Unfair
Immigration Related Employment Practices (OSC). OSC is the agency tasked with working
mmwwkmand ,' 1o enforce the anti-di in the Immigration and
i N lity Act, including the verification process OSC currently receives the

| bulk of phone calls from E- Vcnfy users who either have questions about the program or who
wanl lo report employer misuse,

5. Halt further expansion of E-Verify. Rather than supporting mandates for the rapid growth of
the existing program, further expansion should be halted until there is a comprebensive analysis
of current and potential problems, and consider a number of modifications to ensure that the
program accomplishes its goals.

Conclusion

Making E-Verify mandatory outside of broader reform of our immigration system undermines A

jobs and will ultimately impose new burdens on our economy, workers, businesses and $SA. E-Verify
has made a number of improvements, but s1ill suffers from significant shortcomings that must be
addressed before further expansion. Because so much of the focus of E-Verify is on DHS, it will be
impaortant for this committee to continue to play a leadership role in highlighting the impact of the
program on S5A and U.S. workers. It would be a major step in our country to require all workers to seek
confirmation from the government to keep their job and we need to get it right.

———

Chairman JOHNSON. It sounds like you don’t like the program.
We have got to do something to stop the illegal workers.

Ms. MORAN. If we pair it with legalization, then we can talk.

Chairman JOHNSON. Dr. Antén, you are recognized for 5 min-
utes. Thank you.
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STATEMENT OF ANA I. ANTON, Ph.D.,, PROFESSOR, DEPART-
MENT OF COMPUTER SCIENCE, COLLEGE OF ENGINEERING,
NORTH CAROLINA STATE UNIVERSITY, ON BEHALF OF THE
ASSOCIATION FOR COMPUTING MACHINERY

Ms. ANTON. Good afternoon, Chairman Johnson, Ranking Mem-
ber Becerra and Members of the Subcommittee. Thank you for the
opportunity to testify. This statement represents my own profes-
sional position, as well as that of the Association of Computing
Machinery’s U.S. Public Policy Council.

By way of introduction, I am a professor of software engineering
at North Carolina State University and the director of an academic
privacy research center. In addition, I serve on several industry
and government technical boards and advisors, including the DHS
Data Privacy and Integrity Advisory Committee.

The E—Verify pilot system is intended to ensure that only author-
ized citizens and legal residents can be employed in the United
States, a laudable objective, especially in a time of notable unem-
ployment. Unfortunately the intent has not matched the realiza-
tion. Complex systems such as E-Verify are fallible and often mis-
used and subject to mission creep. One large-scale evaluation of E—
Verify reported that the majority of illegal immigrants checked
through the system were incorrectly deemed eligible to work pri-
marily as a result of identity fraud. Thus E-Verify remains vulner-
able to and incentivizes the use of identity fraud.

Among the issues noted in my written testimony are three that
are especially critical to consider from a systems engineering per-
spective. First, E-Verify must be able to accurately identify the in-
dividuals and employers authorized to use the system in a trust-
worthy manner before it is widely deployed. Second, proof of suc-
cess with a pilot must be required before extensively expanding it.
Third, complex systems such as E—Verify are often misused and
repurposed in ways that violate sound principles of security and
good software engineering. This should be considered in the design
of the system and in supporting legislation.

Given the identification-authentication concerns in E-Verify, it is
important to distinguish between an identifier and an authen-
ticator. Both have very special technical meanings and are often
confused. In my written testimony I described the differences be-
tween identification and authentication. In brief, an identifier is a
label associated with a person. An authenticator provides a basis
to believe that some identifier accurately labels the person.

Within the context of E—Verify, the self-check pilot system, which
we heard of a few minutes ago, it authenticates individuals by re-
questing information that can easily be obtained via the white
pages and public tax records by individuals other than the holder
of the Social Security number. The requested information is not
sufficient for proper authentication. The pilot allows unauthorized
individuals and fraudsters to access the system, allowing them to
check stolen information to determine if it can be used to craft a
new fraudulent identity to obtain employment. As currently config-
ured, mandated use of E—Verify would encourage an increase in
computer fraud, abuse and identity theft.

Additionally, to protect the innocent, employers who take action
on nonconfirmation returns without informing applicants and pro-
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viding them an opportunity to appeal and correct mistaken records
must face strong penalties. Exceptions for cases of natural disaster
or emergency should also be built in. Under such circumstances, re-
quirements should be waived or suspended when seeking new em-
ployment.

In the time remaining, I will highlight a few recommendations
from my written testimony, again from a systems engineering per-
spective. First, it is critical to eliminate the weaknesses in E—
Verify and objectively audit the pilot before it is scaled up or ex-
tended to individuals for anything other than employment. Lack of
proper system validation and verification will almost certainly lead
to cost and schedule overruns, system breakdowns, intrusions and
perhaps obsolescence.

Second, it is imperative that vulnerabilities be examined and
risks addressed to protect the system as well as the identity of the
individual whose information is contained within it.

Third, adopting biometric technologies as a solution to the E—
Verify authentication problem would be premature and is unlikely
to solve some of the fundamental problems with the current sys-
tem.

In conclusion, we are encouraged by your attention to these
issues, and the computing professionals that I represent stand
ready to help you in your efforts.

Thank you for your attention.

Chairman JOHNSON. Thank you, ma’am. I appreciate your com-
ments.

[The prepared statement of Ms. Anton follows:]
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Introduction
Thank you Chairman Johnson and Ranking Member Becerra for the opportunity to testify.

L am a professor at North Carolina State University in the Department of Computer Science in
the College of Eugmeenng In addition, I serve as Director of ThePrivacyPlace.Org, a privacy

h center collat 1 NC State University and Purdue University. 1 also serve
on several industry and g boards of technical advisors, including the Dy of
Homeland Security’s Data Privacy and Integrity Advisory Commitiee. A brief biography is in
Appendix A,

This statement represents my own position as well as that of the Association for Computing
Machinery's (ACM) U.S. Public Pﬂ]u:y Counil (USACM), of which I serve as vice-chair, With

over 100,000 bers, the A ion for Computing hi ry (ACM} is the world’s largest
cducatlunal and scientific computing society, uniting hers and
Is 1o inspire dialogue, share and address the field's challenges. USACM

serves as the focal point for ACM's interaction with U.S. govemment organizations, the
computing community, and the U.S. public in all maners of U.S. public policy related 1o
information technology.

The stukes are high for E-verify. This largely d system 1y in pilot of

may ultimately serve as the single most important factor in determining whether a person may be
gainfully employed in the United States. As such, it must take into account complex issues
around identity management, sucumy, acwracy, and scalability, among others. These are not
solely technology issues. C logies are powerful and can play a mle in
employment verification, but ewm I.he most modemn technologics have limits. Congress, the
Executive Branch, and possibly the Judicial Branch must make decisions on risks and tradeofTs
on camp}ex pnhcy mne.s Should the E-Verify pilot system continue to be expanded, careful,

1 and i ideration should guide both the technical arch.ltecturc and pullcy
decisi This is i jed to inform the ittee on the
T on these challenges. In p lar, 1 wish to make three points on the key technolngy
and policy issues;
1. E-Verify must accurately identify and authenti the individuals and emp 5
authorized to use lhe system in a lnyan:d trustworthy manner before it is widely depluyed‘
Although no auth } gy is perfect (including biometrics), effective approaches to

identity management are layered and do not rely on one point of 1d¢nuﬁcatlon Unauthorized
accesses 1o the E- \"cnfy datak would the ities of anyone whose

it Judi ican citizens and . The current pilot
does not provide this level oraocurac)r

s

2, Proof of success with a pilot is required before y scaling any system.
The E-Verify system should not be scaled up until certain weaknesses are eliminated and the
pilot is objectively audited against established metrics for success. E-venify should not be
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extended to verify individuals® status for anything other than employment until after the system
has been fully deployed end the impact and implications of any such extensions have been
carefully considered.

3. Complex systems (such as E-Verify) are fallible and often misused or repurpos«l in ways
that vinlate snunll pﬂndpla of security and good Ads

are crucial for handling unforescen chailenges and errors
after I.he system is deployed. Even with J.:un.nl pllnl system success, scaling complex software
systems may result in cost and sched 15, intrusions and even
obsolescence, Moreover, 1mssmn creep adds to the of soft systems, i g
the risk of the probl i above. It also undermines the principle of data minimization

a5 recommended in the USACM Privacy R dations (see Appendix C).
My testi covers soft ineering and security best practices that are relevant given our
of the d ions of the E-verify system. In this testimony, [ describe

several challenges for dcvc]upug a system that securely verifies employment eligibility.
Specifically, I discuss:

LI ive approaches to ging identity and authentication;

- i hnical solutions for validating system pilots before proceeding to make ita
perm.n.nenl sysl.em

*  ohj | I lations for this ittee to ider as it moves forward

wt!h its tIToﬂ.s to verify employment eligibility in the United States.
E-Verify Background

The E-Verify pilol system is designed to allow employers to d:lnrrnmc whel.he'r an employee is
cligible to work in the United States, using inft d in an employee’s Form -9
(Employment Eligibility Verification). Before the w:dspread use of digital technologies, the
documents used to verify employment cligibility represented little threat of being a source of
large-scale |d=rm!y theft or froud. Hi , now such d are dlgltal]y scanned and

d into massive datak If not properly d the d: ying E-verify
could facilitate identity fraud and introduce 5|gn|fc.'|nl risks.

Administered the by the Department of Homeland Security and the Social Security
Administration, E-Verify is being used by over 238,000 employers, yielding 16 million queries’
during 2010 the Fiscal Year, E-Verify is mandatory for some employers with federal or
subcontracts that contain the Federal Acquisition Regulation (FAR) E-Verify clause and
employers in certain states,

" DHS E-Verity Web 1
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From a technical standpoint, difficultics in a pilot system’s implementation provide reasons for
concerns that would apply even more strongly if the pilot system’s scale is widely expanded,
These should be addressed before any further expansion of the pilot. Moreover, the mgn:ﬁcnn:.e
of failures experienced with the pilot cannot be dismissed as ble and mmply posing
additional mandatory training does not prehensively address the probl For le, a
January 2010 audit report by the Inspector (.mnel'al1 showed that the Secial Secumy
Administration itself failed to comply with the E-Verify M fum of Und ding (Moll)
requirements.  Specifically, the SSA: verified the employment eligibility of 26 existing
employees because they had applied for new positions within the agency; erroneously verified
the eligibility of 31 volunteers who were not employees; and verified the eligibility of at least 18
job applicants who were never hired—a clearly prohibited use. Moreover, 49% of SSA hires
were not verified during the required 3 days prior to hire time period. Finally, the eligibility of
19% of the new SSA hires was never verified,

In December 2009, the Westat Corporati dugted an evaluation of the E-Verify sysiem for
the Department of Homeland Sncuntf Westat reported that 54 percent of the illegal immigrants
checked through E-Verify were incorrectly deemed eligible to work because they are using
stolen or borrowed identities”. This finding shows that the E-Verify pilot system is not able to

detect identity theft and/or employer fraud,

The E-Verify pilot results from the S5A Inspector General and the Westat evaluation do not
instill a sense of confidence that the pilot is ready to be promoted to a permanent larger-scaled
system. Before sealing up, software engineering best practice requires a suceessful small-scale
pilot and only when such success is achieved should one proceed to a larger-scale permanent
system,

Scientific validati evidence that a soft system lly meets pre-specified criteria
with metrics—is critical before proceeding. The E-Verify p1lal systcrn includes pohc:cs and
processes required for it to operate and perform as i . flaws in

processes and factors external to the system can undermine an otherwise effective technology.
As currently designed, there is no way for E-Verify to prevent any of the pmhlcms mcnuomd in
the Inspector General audit report- |mpmvmg, scaling and expandi
will not solve the probl ifi
continues.

as syslcm dcw:!lopme’nt

A sense of urgency in our nation’s efforts to protect its citizens can sometimes lead to taking
shortcuts without proper validation and testing. Just last week, the Transportation Sccurity
Administration’s (TSA) failure to scientifically validate their SPOT (Screening of Passengers by
Observational Techni efore deploy was the subject of a hearing held by the

ques) prog

¥ The Sacial Security Administration’s impismentation of the E-Vienty Program for New Hires, Aucit Report. The Office of the
Inspacior General, January W‘D.WM.MWRD{”EPDFIMN!S‘

, MD), Decamber
% , Study: E-Verity mmlm:mm February 25, 201,
X i wit oo 80w ko
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House Science and Technology Committee’s Sub ittee on Investigations and Oversight”,
Validation and testing is especially important in high-value systems such as E-Verify.
Compromises to these systems would likely result in massive identity fraud, which would be
more damaging given the planned and proposed expansions to the E-Verify pilot system,
Rushing -deployment without fully addressing problems would also likely result in costly
mistakes and overruns in implementation, which are not desirable at any time and especially not
at a time of significant Federal budget deficits.

Several enhancements have been made to E-Verify since it was first introduced®, Since May of
2008, the Integrated Border Inspection System has provided real-time arrival and departure
ml'onmlmn for non-citizens. In February of 2009, DHS began sharing passport data and
phs with the Dy of State (based on DoS records) as governed by a
dum of undk ding’. Both of these enhancements sought to reduce the number of
mismatches in E-Verify. Such enhancements® are useful in that they are targeted and purposeful,

serving to improve the system's ability to accurately verify individuals.

The new E-Verify self-check pum allows workers to use the system to check their status without
notifying ) or | employers. Ensuring the system continues o only provides a
simple “yes” or “no” response without revealing anything further is a step a step toward
preserving the security of the system. However, we observe that there may be a potential for
abusing self-check For ple, E-Verify could offer an unintended service to
fraudsters, allowing them to validate identity data before attempting identity theft. The self-check
pilot is available in six states (Arizona, Idaho, Colorade, Mississippi, Virginia, and the District of
Columbia).

USACM reviewed the self-check pilot system” and noted that the system requested information
that can easily be obtamcd via public records (e.g. county tax records) by individuals other than
the holder of a given SSN'". Attention should be pmd to whether the “what you know™ questions
for the E-Verify self-check pilot” are well-desi ing usable to the individual wishing to
check their records, but unusable to ouisiders. Our concern here is about the information that is
being requested because it is not sufficient for proper authentication. The current selection of
questions about the year in which you purchased your home, how much it cost and the age range

Used by TSA in Screen Potential Security Risks, Apl 6, 2011,

® *Priorities Enforcing " i uscls/
manuiteen ;

16120aRCRD

7 Thes s signed hﬁnmmwufm
* Additional planned enhancemants o E- System
(SEVIS) data, Integration of DMV photographs (1o dale, na stake has agreed mmhmmmnnm: ol alicwing
citizens 1o lnck/unlock (heir SSNs for E-Verify

* Given that non-propesty given a diferont set . cur fasts con oy b sather than
comprahermse.

* In our the self-ch requines an indn har name, address, SSK and date of bith 1o
Bcciss the system. theat s indhiduats wishing 1o verify someone else’s employmant sligbiity, The
crat i fruly ba ngmmambmmnwwmm
home addresses arg avalabls age angn via y or clty In which ona resides

s availatio vin Google maps; price paid for a homa is websites.
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of the head of houschold, does not instill much confidence in this regard nor does the usc of a
‘uscls.guv URL for the non- -DHS, mdependcm assurance service that uses non-governmental

to » Ulti ly, we want citizens to be able 1o do their own selt’-
checks; however, we must consider whether there are risks iated with horized
individuals access 1o the system or with allowing fraudsters to check the information they've
stolen in an attempt to determine if they can use the information to craft a new, fraudulent
identity.

Mission Creep

Mission creep—alse called repumposing or piggybacking—in software engineering refers to
cffons to cxpand a system beyund its original goals sller initial wnccss MISHOII creep

1 risks wrlh cost and scl !, system b
and i ions as new app licati Br: loped and “linked™ to existing systems without proper
lidation or archi: Iting in (for ple) brittle and vulnerable datat The ACM

LS, Public Policy Council has been unable to obtain E- Verify pilot’s pre-defined metrics for
success. If eriteria for suceess wuh specified metrics and thresholds for success have not been
defined, then ing hesl practice that the system should not continue to
be fed, ent i, or authorized 1o become a permanent system. As of December 2010,
USCIS and SSA bad not yet “established a written service-level agreement that describes
acceptable and unacceptable SSA service levels required‘to support the E-Verify program™'?.
Defining these requirements is critical for establishing success criteria for the E-Verify program
before scaling the system up.

Given the ly planned enk to E-Verify as well as Lhe pmpowd legistation to
expand the usage of E-Verify", one can envi years of to expand its
mission. Linkages to other databases and applications, whether for aulhonxmg home loans or for
denying certain services to deadbeat parents, will place tremendous pressure on a system
designed for one specific purpose. In his 2007 testimony to this same subcommittec™, Peter
Neumann referred to this practice as “piggybacking,” noting that each time a system or database
is piggybacked it increases the system’s exposure as well as the danger that the data integrity will
be compromised and/or data will be leaked. Moreaver, when data integrity has already been
compromised, i.e. there are emors in the original database, those errors will then be propagated 1o
the piggybacking systems. Thus, the potential impact of errors on individuals is progressively
increased.

" F.D. Davis and V. Vienkstesh. “Toward of new
‘software project ” IEE: 51{1), pp. 31 - 46, Fobnaary 2004
" Federal Agencies Have Taken Steps 1o Improve E-Verify, Feemain, GAO Report AGAC-11-146,

“ﬂmnhml‘p‘eﬂkwmwwaw (1) H.R.693: The E-Versy Modemization Act of 2011, {2) HR B85
Lvmwwmﬂmmﬂ?ﬂ" and {3) HR.Z82 To require Federnl contracton 1o particate in the E-Verify

Program for employment ebgibikty
Tmnarfm‘ms Nmmmonumsmwrmdmmqmm ion Syutem (EEVS
Related Systems, House of ‘on Ways and Social Security Thursday, June 7,

2007,
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We will note that past experience with large sy IT and engineering has shown
that adding new missions to existing systems results in delays, errors, and cost overruns. This
has been the experience with procurements for systems in the Department of Defense, IRS, FBI,
FAA, and many other Federal agencies. This alzo can introduce new vulnerabilities. Thus, we

recommend extreme caution in any expansion of the E- Verify system beyond its original design.

Authentication and Access Control

In addition to mission creep, one must ider the risks iated with authentication and
access control,

An identifier is a name or other label that can be used 1o uniquely select a particular person
within a specific group or context. For example, my SSN identifies me within the group of U.S.
Social Security p p But who knows my SSN is not necessarily me. Many other
people in many contexts have valid access to my SSN,

Authentication is the process of venf)qng Ihat an 1dcnl.1|'|cr is valld and associated with a
particular identity. There are three of knowledge-based
(“what you know,” ¢.g., a password), object- based ("what you have,” e.g., an RFID mken ora
driver’s license), and ID-based (“what you are,” e.g., a2 biometric such as a Iirl,gc':prrm)

are strengths and weaknesses in each form of auth these are di 1in more dc‘ulll in
USACM's short tutorial on authentication, attached as Appendix B.

Government systems that rely on the SSN as an identifier and authenticator are risky. Knowledge
of a 88N (or any other universal identifier) is not sufficient to reliably authenticate any party in
this transaction, but this use is commonplace. Authentication needs to be performed in a way that

ona ion cannot then 1 ! asc'ithcrlhc' dividual or the
government service syswm for any operation. M , the ication should not center on
whose are casily obtained by a dster via pu'bllc records that are available

online (e.g. property tax records). In this regard, the E-Verify self check implementation is
troubling,

One form of identity management and access control that is being proposed is the use of
biometric solutions, Given currently available technology, the idea of a tamper-proof identity
card is a myth. No identification is completely tamper-proof or secure because perfect security is
simply not possible. For example, an attacker could steal or counterfeit the 1D, ete. Ultimately,
security is about risk analysis. Thus, it is i to focus on risk-based apy hes to
improving identification, such as counterfeit-resistance.

" OrGorman, L
2021-2040, 2003,

ing ds, Tokens, ics for Uiser » o tfve IEEE. Violuma §1, pp.
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Biometrics

Bi i hmologics have been proposed by some vendors as a method to more accurately
identify individuals in a manner I.hxt mnnot be forged. These technologies offer several benefits,
In particular, pt | ly difficult to forge or fake; using numerous
attributes provide a high hk.cllhood of uniquely identifying an individual, and biometrics are
difTicult to forget or leave al home when a tken, card or fob is not required. However, there are
several distinet dtsadvamagcs blomemc readers are expensive and some have significant failure
rates, biometrics are T onee coll i, the inf ion can never be recovered
without trusting the collector, biometrics protecting high value objects or systems pose a threat to
the owner (a thief may be willing to cut off a thumb, for example), and physical attributes change
over time (a hand print taken with a particular ring may not work on a day when the owner
forgot to wear the ring, and fingerprints become less distinet as one ages or due to years of
manual labor).

Generally, there are two app hes to bi ic identificati hnologies: a distributed token

PP a PP

Distributed Token Approach’®. In this approach, subjects are given a card or a token similar to a
key fob that has a biometric reader on it. The reader is provisioned by imprinting the subject’s
biomelric into it in a secure fashion. Once imprinted, the token can be activated by the subject
by re-scanning their biometric. At that point the biometric sends its identification code to a
reader. There are several advantages to this approach: there is no central repository containing
biometric data, tokens can be progmmmcd lo use a new |dem|t'catmn code if the old one
becomes invalid (thereby iding the * problem), different biometrics
can be used in the same system dcpundlng onihereaders(eg mepersonmuseher!humb
another can use his index finger, another could use a vein/artery pattern in her hand). Finally, this
approach is inherently secure because it is built as a two-factor authentication system-—you have
o use something you are (your biometric) as well as something you have (your token/reader
devnoe] Th:s is an expensive approach, however, because everyone must be given a token upon

Although this approach still requires a central database, the database stores
ldu‘lhf’cauon codes rather than biometrics. Within the context of E-Verify, an advantage for the
government is that it would not require a database of biometric identifiers to be maintained. In
fact, even if the biometric card, token or fob is lost or stolen, no biometric data is recoverable
because its contents are encrypted. This is a huge benefit to security and privacy. However, a
dnsndunmge of this Iund ul‘ biometric technology is that it would require all E-Verify enrolled

ployers to purch ak ic reader or scanner, introducing its own risks such as hardware
ailure.
** in a Dstribuited Token idual

wmmm-wemmuam«wl& which is imprinted with the individual's biometric. Tha tokun

a thumb print) n much the same way a3 2 passwoed s avtomalically hashed upon
eniry. Mhmm#w‘mhmmwmm!mmw Wlmmummlﬂ
marker is & hand
w«mmmmmmmmmmammammmmumm plured,
, ther the loken identifes itself Birough a secured

and comparod with
channed o 8 davice reader.
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Centralized Datat App h. In this approach, bi ic i ion is stored by an
ion or the g ina 1 ible datak lhatlsuscdmperfom
verifications, Within the context of E-Verify, one might envision a that a
“white I1_v.(‘ cf individuals who are amhonzcd to work. The US-VISIT system employs such a
datab h, but it ¥ ics against a “black list” of terrorists and other
bad acws Thls b]ack list approach would be less intrusive from a privacy r.mndpuml. but its
feasibility would be questionable given the number of individuals who wish to work in the U.S,
but are ineligible to do so. It is easy to envision pressure o design E-Verify so that it would be
capable of the same sort of comparison. Our USACM privacy principles emphasize that the least
privacy-invasive alternative should always be sought in the design of any system.

A centralized database approach is less expensive than the distributed token approach because
biometric readers can be stationed at access points and it does not require giving the subject a
card or token. However, this approach requires the government to be trusted to protect
irreplaceable biometric data and o not misuse Inomclncs for purposes other than the one for
which it was collected. In addi i are high-value assets and targets for
criminals seeking to construct an 1D, Moreover, this is a single factor authentication approach
and, thus, it is a single point of failure,

Maintaining Complex Systems

Given that mistakes can h&vc scmms human impact, any laws or rules should be carefully crafted
50 &5 not to hurt i ially those who may be victims of identity theft. In
addition, E-Verify will continue to be an attractive target for mission creep becausc it offers an
attractive way for some groups to suggest as a mechanism to identify individuals—for now as
eligible to legally work (and, if Congress allows it, to verify individuals as eligible for an
increasing number of services, including home loans).

The GAO has noted that USCIS and SSA currently lack the ability to aceurately estimate costs
for E-Verify, thus there exists a significant risk of making poorly informed decisions and not
sccunng necmnry resources, leading to cus’t and schedule overruns and performance shortfails'®.

fit syslcms d for large go have led
lhelr hudgm while. duci i The FBI's Virtual Case File system was
abandoned in early 2005 after over T00,000 lines of code were produced and $170 million
dollars were spent because the sysmn failed to meet mndmenml requirements outlined years
carlier by the FBI'. It was replaced with another soft project, called Sentinel,
which was deemed by the Department of Justice to be two years behind schedule and $100

" Black fists in technology are intended to be comphete, but & is impracscable to identify every person not eligitie o work in the
United Stales. However, an incomplete black kst could siill prevent known bad acioes rom repestedly attempting to bypass the

ﬂl—'-wiwm Taken Sleps o Imprave E-Verity, bul Significant Challonges Remain, GAC Report #GAO-11-148,
December 17, 2010.
pell
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million dollars over budget™. The Dcpu:‘tmcnl of Justice is also concerned that the onglna]
requirements for Sentinel are now six years old and are likely to be outdated by advances in
technology. Similar schedule and bud, bl affected the mod ion of soft
systems at the IRS” and the FAAZ. We have no technical that a system as
complex as E-Verify would be developed without similar budgeting and scheduling probl
Moreover, the December 2010 GAO Report on E-Verify notes that the pilot system remains
vulnerable to identity theft and employer fraud,

FEven large, highly technical, sccurity i ies that depend on their security
practices for their very existence experience an violations. In Jamuary 2010, Google
announced that it had several systems compromised by a cyber attack known as “Operation
Aurora™." In addition, Adabe, Yahoo!, Symantec, and Morgan Stanley were also attacked, Last
month, RSA, Inc—the firm that invented the first public key encryption algerithm for both
signing and encryption—had sensitive information related to their popular two-factor
authentication product called SecurlD stolen. These incidents demonstrate the kind of atacks
that target significantly important system or high-value asset (such as the E-Verify database) and
which will be inevitable over the course of time.

Recommendations

Here, | present two sets of recommendations. The first set of recommendations are technical in
nature and address best practices in moving forward with the E-Verify pilot system. The second
addresses broader public policy considerations based on experience with large, public-facing

software systems,

Technical Recommendations on Best Practices for the E-Verify Pilot System

» The E—le’y pilot system should not be scaled up or extended to verify individuals for

ything other than until k such as those lslenn[':d in the SSA
Inspector General audit and the Westat Cor i are 1 and the pilot
is oh_]ecuvc!y audited to verify pilot success. Moving forward without proper system
ver fon will inevi “lead to cost and schedule overruns, system

breakdowns, intrusions and perhaps o'bao]escence

¥ It is imperative that vulnerabilities be examined and rlsks addressed to pmleul the system as
well as the identities of the individuals whose i is ged within it. E-Verify
remains vulnerable to identity theft, employer fraud and may serve as a valuable tool for
identity fraudsters.

BYa1101 pafl
it wfnmmmnm -0fl-with-aging-compusers 100-1026_3-6175657 himl
o hitpulbeewve G0 govinew. Remala0027 1. pot
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Although it is tempting to resort to use of biometric technologies as a solution to the
authentication problem posed by a system such as E-verify, it would be premature at this
time. Until further testing and consideration is performed, the use of biometric methods
should not be considered for the following reasons:

= No single bi i 2y i3 1o the entire population: not everyone has
all their fingers, or irises, or other body parts that might be measured uniquely. DNA is
present across all living humans, but is the same in identical twins and triplets, and is
expensive and slow to analyze,

*  Most biometric measures may change with time. Even ﬂngerprmrs may wear away from
age, medication, or labor (e.g., brickl, and some chemical workers).

®  No large-scale studies have been performed on populations as large as the U.S. o
determine the rates of collision and accuracy of biometric identifiers, or of the accuracy
of biometric measurement devices.

= In the event of some future compromise of any large biometric database of U.S, citizens
there would be no way to “reset™ the biometrics to start over if a way was found to forge
their use,

*  Biometric collecti hnologies are pible to privacy abuses™.

®  Many people are uncomfortable with biometric information being collected or used, and
perceive it as an invasion of privacy.

Additional Recommendations Based on Experience with Large Public-Facing Systems

» Careful consideration is critical hel‘ore mandating use of E- verify because mandatory use

would basically also date an i in fraud, abuse, and identity theft. If E-
verify were to be made mandatory for every cmp!u)':r. it would be a burden on small
employers and/or a major security problem. It would require small employers to install
Internet connectivity that they might not have, including Internet ISP subscriptions from
some rural and remote areas where such service would be expensive. Furlh:nmrc most
small businesses do not have either the expertise or the 10 properly secure those
systems against viruses, botnets, and intrusions. Thus, their systems wnuid be at risk, and
the information they would enter about prospective employees would be at risk of exposure
for identity theft.

There should be sumg penalties rmr employers taking action on non-confirmation retums
without i ng them an opp ity to appeal and correct mistaken
information in the records. Ol.hn‘.'rmsc. the system may be used as an excuse for employment
discrimination. Because the E-Verify system is certain lo have errors, failures, and be
subject to problems verifying some special cases (e.g., victims of identity theft), it is all too

* Shimon Modi and Eugene H. Spafion; Future Biometric Sysiems nnd Privacy; chaptes in Privacy in Amenica: Interdiscipinary
Parspectives; edited by Willam Aspray and Phillp Doty; Scamecrow Press, Inc.: 2011,
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easy for it to be used as an excuse that “the computer said you aren't eligible” to deny
someone’s application or status without investigating complaints of error.

¥ Exceptions for cases of natural disaster or emergency should be built in if E-Verify is
mandated. For example, if there is another Hurricane Katrina where all personal records and
identification is lost on a wide scale, or if an individual family loses all their possessions in a
fire or tomado, p ing appropriate 1D may be impossible. Requi should be
waived or suspended when seeking new employ under such ci
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A dix B - ( ding Identity and Identification

Professionals who work with issues of security and control use some terms 1o precisely describe
access 1o resources and mumng These same terms have usage in general language, but the words

ly are used imp ly and even misleadi Wndem'blnghowsocuntym
mfnnnnuun systems operate, and when formulating rcgulauons or laws, it is important that these
terms are understood and used precisely.

The purpose of this short document is to describe these important terms for readers who are not
familiar with the more formal definitions. These related terms are identification, authentication,
and authorization. Related concepts include unigueness and biomerrics.

-Tcrms

Identification is jati listinguishing label (identifier) with hing within a specific
group or context. You can Idenhfy someone by getting both their label and the context of that
label. An ID card can provide both the name (e.g. “John Smith™) and the

context (e.g., “licensed driver”). Identification can also occur by providing only the context or
group name, such as identifying onesell as a police officer, a student, a graduaw of West Point,
or a member of Congress by wearing an appropriate badge, uniform, or class ring. The reliability
of an identification depends on the confidence that the dlstmgulshmg label and context actually
apply to the individual in guestion.

Note that even when identification is reliable - and it often is not — it does not imply anything
beyond being able to distinguish among items or people. Identification can be used to determine
if someonc is a member of a group or not, or among members of the

group. If someone were to identify herself as “Snow White,” that is an identification If she uses it
consistently. In the context of a Halloween party or an Intemet chat room, that may be a logical
label to adopt.

A key concept is that identification does not need to be a standard name, It can be a nickname, a
login, or a simple description, such as “I am the tallest one here” or “1 am the one with red hair.”
Those are means to distinguish one person from another in a particular group context.

People are most often identified in social situations by their names. In the United States, these
names are usually composed of a first {given) name, one or more middle names (usually), and a
last (family) name. In other countries, names may be a single word, or everyone may have a
common family or middle name.

Uniqueness is when multiple items do not have the same identifier. Humen names are seldom
unique across a large enough population. For instance, there are many, many people named
“John Smith™ in the USA. If we also consider ancestors, then there may be even more individuals
who have been associated with the same identifier (name).
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We can further qualify an identifier to make it more specific and less likely to be a duplicate of

another identifier. For instance, someone could be “John Smith who was bom April 1, 1952 in
Boise and whose mother was named Matilda.” However, we cannot always be certain this is

unique, and it is unwieldy to use in formal d Thus, we ly use an artificial
identifier that is generated and assugncd ina maer that ensures that it is unique within context.
_ For instance, Social Security d 1o be assigned without rense, making them

ﬂmarcltcally unigue, Other identifiers (c . driver’s license numbers) are similarly generated to
provide uniqueness.

Authentication is the process of verifying — to some desired level of confidence ~ that a

claimed identifier is valid and actually associated with a particular item or person. Often, this
validation is performed by one or more persons inspecting the identification and authenticator(s).
The authenticators can also be examined by some technical means, such as a login program or a
badge reader connected 1o a computer.

Authenticators of people are typically some bination of known,"”
possessed,” and “something about (sm.u:‘mral)" the person. These items have been previously
registered with the persons or organizations performing the authentication. Additional factors can
also be used, such as physical location, recognition by human or canine guards, and so on.

* Something known is a secret or a fact that is unlikely to be known to an impostor.
Passwords, when properly chosen and protected, are this form of authenticator. In many
old combal movies, the spy is exposed because he doesn't know which team won the
Wnrld Series the previous year — this is another form of “something known™ as a group

Many panics use items such as “mother’s maiden name,” “birth date”
or “social security number” as authenticators, but this is bad practice as those items are
often casily discovered facts: Many of these items are public information as a matter of
law or custom.

. fisad token or a key that matches a counterpart, A
license issued by a government agency is a form of token. Another example from an old
movie is the dollar bill or playing card that is ripped raggedly in half - the two halves are
kept and joined together 1o mutnally authenticate two parties.

b

» Something about (structure) the object or person being d. We can
something physical about the person we wish to identify, such as a fingerprint, or the
pattern of blood vessels inside the eye. If the comparison of a person’s distinguished
characteristic is automated, then it is known as a biometric. A current location may also
be used for authentication, such as GPS di leph ller-id or I
network address

Using a combination of authenticators is known as multi-factor authentication.
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Authorization is the granting of rights (verb) or the grant itself (noun). Generally, one
authorizes an authenticated party. Permission is used by some people as a synonym for
authorization.

An example

Consider a scenario involving a person who wishes to enter a guarded building. When the person
approaches the building to enter, a guard stops him to verify that he can enter. The person
produces an identification card (something possessed) issued by a trusted authority (the context).
The guard compares the picture on the 1D with the face of the person, and causes him to put his
fingers on a scanner (a biometric). These checks confirm that the person is the one identified by
the card. She has been instructed that anyone with a valid blee card is allowed to enter, but
without & cell phone, so she allows the person to pass after determining that he does not have a
cell phone.,

Note that this is use of multi-factor authentication, and the identification is based on group
membership (“people with a valid blue badge™) — no specific name or 1D number is required.
Permission to enter is the authorization involved. A further element of aceess control that is not
based on identity or authentication is also involved: there is no authorization to carry a cell phone
.

There are many potential weaknesses in this system as described. The system can be redesigned
to prevent the weaknesses, but defensive measures may be too expensive or cumbersome to be
worth the effort given both the likelihood of the threats occurring and the value of what is behind
the door. Examples of weaknesses include:

+ The picture on the card may be old and the guard makes a false negative authentication:
she refuses to allow the authorized person to pass.

« The guard may be overpowered or bribed so that unauthorized people enter.

» The card has been altered from a valid card — the color has been changed, or the original
holder's photograph and fingerprints have been replaced by this impostor,

= The cards are made to published Jards without ad is: this is a forged

card made by a well-inft 1 and sophisti d attacker.

» The attacker has stolen the card, disguised himself as the cardholder, and donned
fingerprint caps that fool the scanning machinery.

= The guard is unable to recognize a disguised cell phone.
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» Someone pretending to be a law enfe officer, in unife orders the guard to let
him pass or he will arrest her for obstructing justice. She complies.

= If too many people arrive in a short time, the guard may not be able to process them in a
timely fashion, and someone is either denicd access i Iy or slips in iced

« The guard may fall ill and leave her post, leaving the door locked or unlocked for
subsequent visitors,

= A first-time visitor has no way of knowing that this is really a legitimate guard and the
right door.

Additional Notes

1. As illustrated by the last point in the previ ple, the problem of authentication is
bidirectional — all parties in the transaction need some level of assurance that they
know the identities of the other parties. This is one reason why phishing succeeds: the
customers enter their authenticating information, but the other party (the purported
merchant) is not strongly authenticated to the customer.

(=]

. It is possible to have authentication and authorization without specific identification. For
i producing an authentic $20 bill provid horization to make a t for
something up to $20 in cost. It is not a requirement to idenrify the purchaser beyond
being a member of the group who has cash.

ot

Knowing precise, authentic identity does not disclose intent. Knowing the name of
everyone who enters a building or boards a plane does not mean that they will be well-
behaved, Mohamed Atta’s Florida driver's license and picture were legitimate and
cxamined when he passed through airport security on 9/11/2001. Most identification
checks instituted in the wake of 9/11 perform at most 8 weak security function becanse
there is poor (or no) authentication, and even when the identity is known it does not
prove anything about intent.

.

. Social security numbers are not supposed to be reused. However, numerous recorded
cases of SSN duplication make the use of these numbers as unique 1Ds problematic.

n

. Most biometrics have been developed and tested for authentication of a claimed identity,
not for performing the identification itsell; fingerprints are a notable exeception.
Insufficient experience has been gained with both physical features and biometrics 1o
know error rutes over large populations. By example, given the data that John Smith is
6°1" tall, has brown hair and green eyes, we can determine with some confidence
-whether a person in the room claiming to be John is actually John, However, given that
same information and a crowd of people in a football stadium, we cannot be certain that
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we can uniquely identify John if he is present. Almost certainly, we will also make many
false positive identifications. The same problems may exist with automated biometrics
such as measuring facial features or hand geometry.

We know that every potential biometric has deficiencies. Not everyone has valid
fingerprints over their entire lives, twins and triplets have the same DNA, and so on,
People with special i in some technologies have made i claims about
the performance of certain biometries,

Most izations use weak authenti In part, this is because most people are poor
at remembering items such as long passwords and multiple ID numbers. As noted, use of
authenticators such as mother’s maiden name, social security number, or other such
items is poor practice because those items can be easily found for many people.

Every i where identifiers and authenti s are to be used should be carefully
analyzed to determine strengths and weaknesses. This includes the value of what is
being p d, and the 31 of false positives (authenti
identity) and false negatives (failing to authenticate a valid identity).

As noted, identification and authentication mechanisms depend on context. Any security
protocol is only as strong as the weakest element.
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Appendix C - Privacy Policy Recommendations
USACM Policy Recommendations on Privacy

BACKGROUND

Currenl puting technologies enable the collecti h analysis, and use of personal
i ion on a scale unpreced i in the history of civilization. These technologies, which are
widely used by many types of organlzaﬂons allow for massive storage, aggregation, analysis,
and di of data. Ad d capabilities for surveillance and data matching/mining are
being applied to everything from product marketing to national security.

Despite the intended benefits of using these tec.l'l.rmlogms there are also slgmf'cam concems

about their p ial for gati impact on p privacy. Well-publi of
personal data exposures and misuse have d 1 some of the chall in the ad
protection of privacy. Personal data — including oopncs ol‘ v:deo audio, and other surveillance
— needs m be coll Stofed., and nag 1 approp ghout every stage of its use by
all involved parties. P ng privacy, , req mum than simply ensuring effective
information security.
The U.S. Public Policy Council of the Association for Computing Machinery (USACM)
ap pr h 1o pnvacy palicy by both gove'rm'nem and private sector
orsammons. We urge puhhc and private policy makers to embrace the following
when developing systems l.hat make use of pm;ona] mfon'natlon These
recommendations should also be central to any devel of any | i

intenational agreements, and internal policies that govern how personal fonnnlmn is stored
and managed. Striking a balance between individual privacy rights and valid government and

commercial needs is a plex task for technologists and pol:cy makers, but one of vital
importance, For this reason, USACM has developed the g ions on this
important issue.

RECOMMENDATIONS

1. Collect und use only the personal information that is strictly required for the purposes
stated in the privacy policy.
2. Store mfomhon for only as Iung asitis rwcdn:d for. the stated purposes.

3. Ifthe i is 1 for 1 purposes, delete the personal information
al‘tcr the statistics hsw: bocn calculated and verified.
4. 1sms to eval reduce, and destroy unneeded and stale

pm;ona] information on a regular basis, rather than retaining it indefinitely.
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5. Before deploy of new activities and technologies that might impact, perscnul privacy,
carefully evaluate them for their i fiecti and | 1 the least
privacy-invasive allernatives should always be sought.

CONSENT
6. Unless legally exempt, require each individual's explicit, informed consent to collect or
share his or her personal information (opt-in); or clearly provide a readily-accessible
mechamsm I'or individuals to cause prompt cessation of the sharing of their personal
luding when sppropriate, the deletion of that information (apt-our). (NB:
The advantages and disadvaumgs of these two approaches will depend on the particular
application and relevant regulations.)

(7 thth:r upl in or opt-out, require informed consent by the individual before using
ion for any pury not stated in the privacy policy that was in force at

the time of collection of that information.

OPENNESS

8. Whenever any p ion is coll d, explicitly state the precise purpose for
the collection and all the ways that the information might be used, including any plans to
share it with other parties.

9. Be explicit about the default usage of information: whether it will only be used by
explicit request (opt-in), or if it will be used until a request is made 1o discontinue that use
{opt-out), _

10. Explicitly state how long this information will be stored and used, consistent with the
"Minimization" principle.

I11. Make these privacy policy statements clear, concise, and conspicuous to those
responsible for deciding whether and how to provide the data.

12. Avoid arbitrary, frequent, or undisclosed modification of these policy statements,

13. Communicate these policies to individuals whose data is being collected, unless legally
exempted from doing so.

ACCESS

14. Establish and support an individual's right to inspect and make corrections to her or his
stored personal information, unless legally exempted from doing so,

15. Provide mechanisms to allow individuals to determine with which parties their
information has been shared, and for what purposes, unless legally exempted from doing
0.

16. Provide clear, accessible details about how to contact someone appropriate to obtain
additional information or to resolve problems relating to stored personal information.

17. Ensure that persenal information is sufficiently and up for the i

4 fed
purposes.
18. Ensure that all corrections are propagated in a timely manner to all parties that have
ived or lied the i data. ¥
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SECURITY
19. Use appropriate physical, administrative, and technical 1o maintain all personal
information securcly and protect it against unauthorized and inappropriate access or
modification.

20. Apply security mensures to all potential storage and transmission of the data, including
all clectronic (portable storage, laptops, backup media), and physical (printouts,
microfiche) copies,

ACCOUNTABILITY

21. Promote ac bility for how p | information is collected, maintained, and
shared.

22, Enforce adherence to privacy policies through such methods as audit logs, internal
reviews, independent audits, and sanctions for policy violations,

23, Maintain provenance — information regarding the sources and history of personal data
— for at least as long as the data itself is stored.

24, Ensure that the parties most able to mitigate potential privacy risks and privacy violation
incidents arc trained, authorized, equipped, and motivated to do so.

USACM does not accept the view that individual pavacy must typically be sacrificed to achieve
effective implementation of systems, nor do we accept that cost reduction is always a sufficient
reason to reduce privacy protections. Computing options are available today for meeting many
private sector and government needs while fully embracing the dati described
above. These include the use of de-identified data, aggregated data, limited datasets, and
namrowly defined and fully audited queries and scarches. New technologies are being
investigated and developed that can further protect privacy. USACM can assist policy-makers in
identifying experts and applicable technologies.

2

————

Chairman JOHNSON. Mr. Fragomen, welcome. You are recog-
nized for 5 minutes.

STATEMENT OF AUSTIN T. FRAGOMEN, JR., CHAIRMAN OF THE
BOARD OF DIRECTORS OF THE AMERICAN COUNCIL ON
INTERNATIONAL PERSONNEL, ON BEHALF OF THE HR INI-
TIATIVE FOR A LEGAL WORKFORCE

Mr. FRAGOMEN. Thank you, Mr. Chairman, Ranking Member
Becerra, Members of the Subcommittee. I wish to thank you for
your kind invitation to share my thoughts on employment eligi-
bility verification and the problems U.S. employers face.
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Before we discuss E—Verify, I would like to acknowledge the fine
job done by the U.S. Citizenship and Immigration Services in ex-
panding and improving the program. Based on the agency’s last
numbers, enrollment is up to 254,000 employers, and you just
heard that 98.3 percent of the queries result in automatic response
within 24 hours, which shows a steady improvement over the past
decade. However, the number of participants only represents about
3 percent of all employers, and scalability is still a concern.

While E-Verify has become very effective in matching a name
with a Social Security number, it is not effective in making certain
that the employee is who he or she claims to be on the form I-9.
According to a December 2009 report, 54 percent of unauthorized
workers who undergo E—Verify are erroneously confirmed as work-
authorized.

E—Verify has made some progress towards solving this problem.
One example is the incorporation of photographic images from
green cards, Department of Homeland Security work authorization
cards and U.S. passports. And we appreciate that there are plans
to include driver’s license data from motor vehicle departments
around the country, but so far there is only one State involved in
a pilot program.

Over the past 2 years, the employer community has witnessed
much more scrutiny by Immigration and Customs Enforcement
Agency, not that I am objecting to enforcement of the law, I think
that is perfectly appropriate. But employers want certainty. Em-
ployers want to know they have a true safe harbor when they obey
the law, and those are really the two cornerstones.

Under the status quo, employers do not have clear guidance on
what to do when informed of a Social Security record mismatch, or
when the information does not match government records, there is
no assurance that the employers are not victims of identity fraud.

I believe the solution to the unauthorized employment problem
and ultimately an important weapon in addressing illegal migra-
tion is reliable employment eligibility verification. Before we can
eliminate false nonconfirmations in E-Verify, there must be suffi-
cient resources allocated to the Social Security Administration to
clean up its records. We also need clear guidance on what to do
with Social Security number mismatches. However, we do not be-
lieve it is necessary for all employers to reverify their entire work-
force.

For the system to be effective, additional steps are necessary to
stop identity fraud. Matching photographs, of course, will have a
positive impact, but it does not eliminate subjectivity on the part
of the employer. Instead, this will require incorporating biometric
technology, such as that proposed in the Johnson-Giffords New Em-
ployment Verification Act, and other comparable technology. If we
can stop identity fraud, it will give law-abiding employers a safe
harbor and at the same time take away the subjectivity that en-
courages discrimination, either deliberate or inadvertent.

Further, having an effective and reliable system would strength-
en the argument for Federal preemption in immigration enforce-
ment, something that business and immigrant rights advocates
both want.
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Finally, an effective eligibility program is a critical component of
law enforcement filling the gaps that border control and visa track-
ing currently leave in the process.

Thank you for this opportunity to share my thoughts.

Chairman JOHNSON. Thank you, sir.

[The prepared statement of Mr. Fragomen follows:]

This testimony is embargoed until April 14" at 2:00 p.m.

TESTIMONY OF AUSTIN T. FRAGOMEN
BEFORE THE
HOUSE COMMITTEE ON WAYS AND MEANS
SUBCOMMITTEE ON SOCIAL SECURITY
April 14, 2011

Mr, Chairman, Ranking Member Becerra, members of the subcommittee, thank
you for your kind invitation to share my thoughts and experience on the topic of
employment eligibility verification, and the problems U.S. empl, face
identity fraud.

1 appear today in my capacity as chairman of the board of the American Council
on International Personnel (ACIP).ACIP has been a leading voice on corporate
m.mugremn compliance for almost 40 years. Our mcmbclshm conmsls of over 220 of
l.'he nation's largest employ across all 1 | services,

logy, health care, Z i hlghea' ducation, and non-profit

research.

Since 2007, ACIP and the Society for Human Resource Management (SHRM)
have co-chaired the Human Resource Initiative for a Legal Workfarc: SHRM is the
world's largest association devoted to human more
than 250,000 members in over 140 countries, the Socicty serves the nocd‘z of HR

ionals and ad the i of the HR professi Founded in 1948, SHRM
has more than 575 affiliated chapters within the Umt:d States and subsidiary offices in
China and India.

The HRI supp a federal el ic employ verification system to improve

the existing system. Cur objective is to promote a secure, efficient and reliable system
that will ensure a legal workforce and help prevent unauthorized employment.

In addition to my experience with ACIP and HRI, my remarks are based 10 a great
extent on my experience as chairman of Fragomen, Del Rey, Bemnsen & Loewy, LLP, a
global business immigration law firm with 35 offices that advises some of the largest
corporations on employment eligibility verification worldwide. |

Background:

In 1986, Congress enacted the Immigration Reform and Control Act (IRCA). It
introduced, for the first time, civil and criminal penalties against employers who hire
unauthorized workers. TRCA requires employers (o verify the employment eligibility of
each of their employees in the United States,  This is commonly called the Form 1-9
process, referring to a form that the employer and employee both have to complete as part
of the venification process. Furthermore, IRCA contains a prohibition against
employment discrimination based on an employee's national origin and citizenship
stats.

In sum, the I-9 process requires the employee, on the first day of employment, to
complete the first section of the form indicating name, address, and citizenship or
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u'nmlsmrwu status. Within three days of smplnymmt. the employes must present a
bination of d d on the form to demonstrate identity
and clagiblhty to work in this country.

The cmployer's ically a human ional in the

urgamzatmn attests on the same form that he or she has examined the document or
and that the d or di appear genuine and that they reasonably
relate to the employee, -

In essence, IRCA"s worksi utilize the empl L 853
partner of the g to verify each employ . Failure to follow the proper [-9
procedure carries a penalty. At the same time, IRCA prohibits the employer from asking
ﬂ)r]mleo:d.lffermt d due to its perception of the empl *s pational onsmor

statug, Empl who bzllcvc they have experi 1 such discri

may fi filea complaint with the Office of Special Counsel for Immigration-Related Unfair
Employment Practices.

It should not be surpnsmg that the process has been vulnerable to fraud from the
beginning. Soon after i ion, it became clear that employees can present
completely false documents; they can look genuine on lhclr face, and employm have no
way to discern if they are actually fraudulent d A
cmployers can deliberately overlook the fact that employees are ing d

that appear suspicious. : "

The solution, many thought, was in the creation of an electronic verification
system that would allow the employer to use g datab to verify the
information presented. In 1996, through of the Tllegal Immigration Reform
and Immigrant Raponmblhry Act {IIRIRA), Cungrws authorized the “Basic Pilot”

g The former Immig ion Service (INS) ad.tmmslcmd the
pllot program, which verified ,,' eligibility by b with
the Social Security Administration (S5A) or INS databases. Basic Pilot tvcntua]]y
became “E-Verify.” Participation was vclunlmy rhough as discussed below, various
federal and state dates make particip Ty tatory for many employ
today,

E-Verify is a web-based system that requires an employer to enter into it identity
information on the employee (name, Social Security or work authorization number, and
date of birth). The E-verify program then comy this i ion against the
D of Homeland Security datat for work horized foreign nationals or
agumst the Social Security database for U.S. citizens.

After entering the data, the I TECEIVES @ Tesp cither firming that
the data entered by the empl datal or it does not (known
as a tentative nou-conﬂrmuon) Ifthe dnla is confirmed, the cmployee is allowod o
begin work. If the employ firmation, the is
d:mclod to contact the appropriate I'odcra] agency to resolve the duscrcpnncy The

15 required to allow the emplayee to work while this discrepancy is being

rcsolverl.
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The E-Verify p 15 scheduled to expire in S 1 20]2, Ithm undcrgon:
trunmdousgmwlhund:rTNSa agency, U.S. Cit i
Services (USCIS). Last December, the GAO reported that USCIS has reduced tentative
non-confirmations (TNC) from & percent during the period from 2004 through 2007, 1o
about 2.6 percent in fiscal year 2009, Morcover, only 0.3 percent of the employees who
receive an initial TNC are later found to be workmuumrimd_

Acucn:l:ug to USCIS’S own wcbsm; in FY 2010 the percentage of queries
b i d to 98.3 percent, or 1.7 percent TNCs. The
total numberofcmploym enrolled in E-Verify rose from 2,300 (2005 GAO report) to
nearly 217,000 (2010 GAO report), USCIS informed me this week that the actual
enrollment is now up to 254,000 employers. '

The growth in participation is duc. in part, T.O new I'cdcrul Iawa. In Scplcrnbv:r
2009, after a lengthy review, the Obama
the Federal Acquisition Regulation (FAR) that was prmmulgau:d by lhc Bush
administration. It would require most federal and their sul
E-Verify.

Unlike the Form 1-9 process, which applies only to new hires, this regulation
requires reverification of all existing workers who will be working on the contract.
Employers may choose to re-verify their entire workforce, as well. Moreover, the White

House has inued another Bush: lation that permits only employers who use E-
Verify w extend Lhe work authorization of certain foreign graduates of U.S. universities,
In addition to v d U.S. Immigration and Customs Enf (ICE)
often incorp E—\-‘cnfy participation as part of a settl T with an

employer found to be in vielation of IRCA’s provisions.

The federal government is not the only entity expanding the mandate to
participate in what Congress intended in 1996 to be a voluntary program. A fast-growing
number of states and even some icipalities are requiring E-Verify 11 and/or
state-mandated verification proced either as a condition o government contracts, or
as a condition for doing business at all.

According to the latest figures, more than half of the states currently have some
kind ofrequimmenl 10 use E-Verify or other laws related to eligibility verification, with
several additional states idering similar legislation. A vast srray of state and local
1aws Crﬁlt‘&xgm&t deal of and inty for empl with operations in

i On D ber 8, 2011, the Supreme Court heard arguments on the
issue of wh:thcr states have the authority to impose these requirements, or if federal law
preempts the states. The decision of the court should dictate whether state and local
governments may continue to impose E-Verify and other immigration-related laws and
ordinances,

PN

ith ding the kable surge in participation and imp in the
confirmation rate provided I:y E-Verify, overall pemﬂpatlon stlll is cml)-I uhoul. 3 percent
of the total employer popul The most 1o p pation is the
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fact that E-Verify does not e.Im:.mam the need for the so-called I-9 process. Some
services are available to i line the I-9 and E-Verify processes, but both
still rep an additional administrative burden.

Within industries that do not have a hlghoccu:mmc of unauthorized employment,
p don’t perceive a signifi benefit in using E-Verify, oompamd to the
required investment of time and money. Finally, because E-Verify remains, in effect, a
“paper-based” system because of its reliance on a subjective review of d itis
unable o detect many forms of document fraud and identity theft. This is because E-
Verify does not authenticate the identity of Ihr. person presenting the documents. It only
verifies that the data on the d ion in the federal databases.

While E-Verify continues to expand, so has ICE enfi against
During the Bush administration, enforcement officials used criminal identity Lhcﬂ statutes
to prosecute unauthorized workers. However, on April 30, 2009, Homeland Security
Secretary Janet Napolitano announced that ICE would redirect enforcement of
immigration law away from the unauthorized workers and toward employers—for both
unauthorized hiring and 1-9 paperwork violations, even where there is no unauthorized
worker present.

In the months following that ICE impl: d this new policy by
increasing the number of audits against employers. For example, just before the July 4"
weekend in 2009, ICE issued -9 audit notices to 652 employers nationwide, 149 more
than the total for the Bush administration’s final year. Just before the Thanksgiving
weekend in 2009, ICE issued another 1,000 audit notices.

A g to a recent from Secretary Napolitano, from January
Zm‘}tlmugh the end of fiscal year 2010, which ended on September 30, 2020, “ICE has
audited more than 3,200 employers suspcclcd u!'hmng illegal labor, debarred 225

and individuals, and imgp 1y $50 million in financial
muuns—-mnm than the total amount of audlls and debarments than during the entire
previous administration.” Most of the penaltics have been assessed against employers for
paperwork violations.

The Problem:

One continuing criticism against E-Verify is that the system is susceptible to
identity fraud. Indeed, while E-Verify's capability and accuracy have improved
immensely in matching a name with a Secial Security number, it cannot confirm that the
person presenting the document is who he or she claims to be. According to a December
2009 report by Wnal.al. 54 pcn:cnt nf the unauthorized workers who are checked through
E-Verify are d as ized. The D ber 2010 GAO report reiterated
this assessment.

Identity fraud, including the mnblllty of employers to be certain about employees’
employment eligibility, poses sub problems for not only employers, but also for
government and legal U.S. workers.
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First, it is a problem for law enforcement. Rather than focusing scarce resources
on employers who intentionally violate the law, immigration officers have a tendency to

look with icion at all employers. Ironically, IRCA made employers partners of law
it in the law’s impl ion, yet employers have become the suspects.
Ci quently, law enfe are spread thin across the entire employer
instead of focosing just on the bad actors.

Second, the unccrf.ajnty over eligibility poses legal and financial risks for
cmplcyl:rs_ Wlule it is true that employers who use E-Verify enjoy a presumption of
remain vulnerable when they do not know with certainty that they
have a legal wcrkl'ou:a This has already presented a problem for many U.S. employers.

Time and again, we hear of yet another E-Verify-participating employer who has
to shut down business operations because its workers are determined to be unauthorized
after an ICE raid or audit. In most of these cases, the employers are found not liable for
any vlc]atlons and, in fac.t. have followed the 1-9 and E-Verify regulations stnctly.

the fi 1 loss and reputation damage can be more severe than any civil

fine.

My point i not that the government should not conduct raids or audits. Rather, it
should explore why an employer that completes all of its I-9s and uses E-Verify can still
have unauthorized workers on staff. What more could the employer do?

Thard, while I again acknowledge the tremendous improvement that E-Verify has
made in data sccuracy, mistakes still occur. False non-confirmations are not created by
the E-Verify system self, hnl hy mm:nracms in the S5A and DHS datbases. In this
regard, d ding on the the employee and the g
both bear the responsibility for failing to update the information. In any cw:nl.. the
erroneous result can result in administrative burden for the employers, and inconvenience

or even i 1ship to the employee in the rare case of an erroncous final non-
confirmation, . :

Finally, the system imposes burdens on legal U.S. workers who must ensure their
documents are in order when applying for a job, giving them yet another reason to worry
about identity theft. And one unexpected consequence of the Hurricane Katrina disaster
‘was that employers were hesitant to hire those who had fled the area without their
documents. In addition, U.S. workers assigned to federal contracts have had to take time
off work to go to the Social Security Administration to obtain new cards, or to correct
other errors that appear during the E-Verify reverification process.

Under the current system, the level of uncentainty may foster skepticism toward
all employees, especially those who are perceived 1o look or sound “foreign.” The less
certainty there is for employers, the more likely unsophisticated employers will revert to
p biases in an ise of caution. An easy and certain “yes/no™ in the
verification process would mean that employers could no longer use subjectivity as an
excuse for discriminatory hiring practices.
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As carly as 1993 anﬁ 1994, T restified belbre the House Subcommittee on
I Law, I and Refugees in favor of a credit card-like venification
system which checks the government databases to confirm identity and work
authorization. My concem was that the system subjected law-abiding employers to
penalties becanse of inadvertent clerical errors on thc 1-9, while the lack of effective
fic allowed law-breakers to iploying illegal workers with impunity.

T have l.hc same concemn today. As wc!mnlogws have advanced, so have
The lution is a system that offers employers who wish to

follow the Iaw the assurance of certainty.

Recently, USCIS has been i phs from U.S. passports and
DHS-issued immigration documents (“g.reen cards” and m‘plﬂymmt nulhcm.aucn cards)
mlc E- V:nfy That allows employers o wmpun: the photograph in the system with the

on the d that the if the empl chooses to
prrcsc.nt a pusapon, green card or cmploymr.‘nl aulhonmuon card from DHS.

The “Records and Images from DMV's for E-Verily” (RIDE) initiative, to be
implemented later in 2011, will enlarge significantly the pool of photographs for
comparison purposes. But that will only happen if all or nearly all of the states elect to

i in the program asd imp their ive data integrity by complying with
Real ID Act requirements or taking similar steps. USCIS should be commended for its
relentless efforts to stop identity theft, but at this point, the agency does not have aceess
to sufficient data across the country to stop identity fraud in a meaningful way.

In addition, this photo-comparison effort only stops fraud successfully when there
has been a photo substitution on a document. [t does not remove subjectivity on the part
of the employer who must determine wh:thsr the cmp!oycc resembles the likeness in the

photograph. B of about discrimi iployers are hesitant to ask for
more or different d 1on if the person bly les the ph h. It
also should be noted that many identity llu:li schemes: bcgm with fraudulent breeder
documents, which can lead to sub being issued “legiti 1y to

persons who assumed false |du'muc5

Finally, USCIS is to be commended for launching the E-Verify “Self Check” last
month. This featre allows individuals to check their own employment eligibility before
having to undergo verification for a new job, allowing U.5. workers to resolve any errors
before starting a new job. A crucial part of the Self Check process is that it requires
employees to confirm their identity through a process that ensures that they are running a
check on themselves. An independent service an identity quiz on
demographic and/or financial data about the individual that is generated by a third-party
service—in the case of this pilot phase, the credit rating agency Equifax. This identity
information is not shared with the DHS in any way, with the department notified only
that a user’s identity is verified and that self-check may proceed.

The chai of this sul ittee should be ized as having introduced
this concept in the New Employee Verification Act (NE\-"A) Self Check is nol dulg:md
to prevent identity theft in this current but it inly should be
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The Solution:

An and responsive el ic system is a eritical component of an
cffective employ verification prog Congmss and agency officials must address
the sh ings of the current | The ing are some for

policymakers in both the legislative and executive branches to consider:

1. Provide finding and resources to reconcile mismatches in the Social Security
database:

First, whatever requirements are placed on the Social Security system must do no
harm to the system or affect its mission of providing benefits 1o retirees, those with
disabilities, or survivors.

Second, the data errors in the Social Security Administration’s database must be
cleaned up. Ad appropriated and staffing must be provided 1o Social
Security to address this issue before any more requirements are placed on the agency.

Aocordj.'n,g to a SHRM survey, 92 percent of U.S. employers ac‘runily want to
participate in an ¢lectronic verification program—provided Ihe system is accurate,
cl’ﬁcmlnndensymusc To lish that, the underlying databases upon which the
verification is based must be accurate.

For most U.S. citizens and lawful permanent residents, E-Verify checks the
information on the Form 1-9 against the Socul! Secumy Administration’s database.
Errors in the database result in a “n p from the system. While it
is the employee’s responsibility to correct this information, the employer must continue
w cmp!ay and train the worker during this time. If employers are mandated to use an

ification system, the g must invest the resources to minimize the
false non-confirmations for legal workers, and to establish systems that allow the
employee to correct errors quickly and easily.

2 Provide clearer ing tions on Social S [y i 4

While the government works on reconciling the SSA database, employers need

better guid on the | impact of h notices on work authorization. The

Dep of Homeland Security p 1 i lations on this issue in 2006, and

ugam l.n 2008, 1o comply with a federal court ordcr ACIP and SHRM supported this
ause it provided safe-harbor p for employers to follow. The

regulation was rcscmded in July 2009.

Now, even though there is no longer a regs ¥ to act affirmatively, an
employer's inaction after receiving notice of a Social Security mismatch still can be
cormoborating evidence to be used against the employer in a worksite action. The problem
is that SSA and the Internal R Service inue to notify employers of
mlm:chu, aud. in fact, this manlll S8A is resuming the practice of sending

1o

iployers again when the employees involved in the
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mismatch do not have a valid address. Meanwhile, there is not any clear instruction from
ICE on what the employer should do.

1 do not question the Department of Homeland Security’s decision to rescind the
regulation, nor am I here to defend the merits of that particular rule. 1 do, however,
emphasize that if employers are to remain responsible for resolving Social Security
mismatches, then employers should have clearer guidance from the government.

One ol which is avai ile payroll reconds with the
SSA database is the Social Swumy Num'her Venﬁcanon Service (SSNVS). Itcan be
cifective in ldcnufymg name and number mismatches, but its utility is limited as it is not
linked to any and it is ineffective against identity theft. In fact,
the Department of Justice Civil Rights Division, SSA, and even ICE have repeatedly
instructed employers that SSNVS is to be used only for payroll purposes, not
employment eligibility verification. This instruction is important (o prevent
discriminatory acts, but the government needs to do a better job explaining what
employers should do in case of a mismatch from SSNVS. The current instructions
confuse employers on what they can or must do with information from SSNVS,

3. Verification should only apply to new hires.

To use enforcement resources wisely and to limit the impact on government
databases, only new hires should be required to be checked for work authorization. As
you know, there are 145 million individuals employed in the U.S. and, due to job
turnover, there are approximately 60 million new hires annually. On average, most
individuals would be run through an employment verification system within three to four
years,

Ome issue that has raised substantial concern for many employers is the idea of
mandatory re-verification. Under current law, only federal contractors are required, and
penmmd to re-verify the existing workforce. Employers learned from experience

the FAR d that re-verification can be very costly, up to several
m:lllmn dollars for some of America’s largest employers.

For industries that typically do not have a problem with unauthorized
employment, it is hard to get them to support mandatory re-verification because the cost
far outweighs the benefit. On the other hand, there arc other sectors where emplovers
want to re-verify the current workforce. If E-Verify is mandated for all employers, re-
verification should not be required, but be available for those who wish to rm.'enfy their
existing workfi Of course, employers would not be permitted 1o fy in a
discriminatory fashion, and must have a i and discri v policy.

Right now, the e.mplcyer 15 stuck between a rock and a hard place. Perceived
inaction will resull in from ICE, lous follow-up can result in charges
of diserimination, and the employer does not know where the line is drawn.
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4. Incorporate biometric or other “paperless * technology to remove 4 a5
The government must n‘ppmmle that IRCA’s verification requirements are
ised on trust, not skepici the employer and the g
Addll.mmlly, the purpose at'lhe statute is to curb unauthorized employment, not to
P pecting employ I’Orpapcnvoﬂ&wpmcodml erTors.

Presently, even though ICE does target industries that are either critical to
infrastructure protection or have higher instances of unauthorized employment, the focus
still is on employers’ paperwork errors. It makes little sense to entrust, and to burden,
employers with the -9, and in many cases E-Verify obligations, if the results cannot be

hy anyway. Enfi action therefore must be i with that statutory
intent and be 1 in a cooperative and not ad ial spirit.

The best long-term solution is to ereate a system that provides a much higher
degree of certainty, thereby placing the burden of ensuring data integrity on the
government. Moreover, as part of the “certainty,” the system must have the capability to
stop identity theft.

There may be no other wa)r to achieve this cenainty than to establish a truly

process that i ic identifiers in the verification process. This
also was a pmposa] in the Iohnsun—(i:.fliurd:s NEVA bill. Ultimately, regardless of what
kind of technology the g h the end product must be fast and

accurate. In other » wnn:ls employers deserve a “yes” or “no” answer that is unambiguous.

The benefit to biometric technology, or comparable technology ing the same
degree of certainty, is that the employer only has to attest to having gone through the
process of verification. It does not have to make subjective judgments or risk having an

unauthorized worker because the system is inhcrently unrelizble.

Tam aware of the skepticism toward creating a biometric-based system because of
anticipated cost, but it truly is the most effective way to stop illegal migration. Border
security is critical, but we already have seen smuggling patterns adjusting to border
enforcement. At what point will stop being practical and we fence the entire
country, including coastlines?

In addition, while SEVIS and US-VISIT are important programs to track the
compliance of r,cmpomry wsa holdm. uwy alone cannot stop lemporary visa holders

from . An eff program, along with strong border

and interior enforcement, is critical to ing the integrity of our immigration system.
While we speak of the importance of immigrati f and stopp

unauthorized employment, it is equally important o protect the rights nf' those who are

"

legally in the workforce, , accent, or citi p status, We must
commend the Office of Special Counse] and organizations such as the National
Immigration Law Center, and many others, for protecting the rights of all legal workers,
especially those who are most vulnerable because of their national origin or citizenship
status,
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As Wesm found in 2009, lized citizens are especially ad Iy affected by
CITOTS, 85 are immig with hyph d names. As impressive as

llw E-Verify improvements have been over the past five years or so, we must be sensitive
to how devastating it must be for work-authorized persons and their families to lose a job

because of government error, or misuse of verification tools.

At the same time, we must und d that I diserimi cither
deliberately or out ofsgmranoe because the current symn allows subjectivity, The
benefit of achieving omamly in l.he veut’cauon pmccss extends beyond just l:nmmg a
legal workfi By y, employers would no longer experience the
anxiety of not knowing whether the workforce is legal. Employers would no longer have
the tendency to treat certain workers disparately, either in making hiring decisions or in
document examination. At the same time, employers who do discriminate intentionally
would have no credible defense for their actions.

5. Create a truly federal electronic verification system that preempts the confissing

patch-work of state laws,
An effective empl eligibility verification system at the federal level will
hen the for federal p ption of state and local immigration

enfomcnt laws, which is supporled by business and civil rights communities.

Curnsnlly. one of the often repeated refrains against p'rumpuon is that the federal
govemnment is not “doing its job™ in ing illegal immigi or horized
employment. An effective verification system will refute that argument and support

federal precmption.

Employers, of course, wel federal p ion because it is much easier to
comply with one set of laws than 50 state Iaws plus aiidmonnl Iocal ordinances, This
constant shift makes it very difficult for employers in ple j ions to remain
compliant.

Recently, the governor of Mi let his pred: '5 ive order

mandating use of E-Verify to lapse. Of course, to obcy the previous executive order,
many employers had already invested the money and training to get the programs in
place. Earlier this year, the gavernor of Florida issued an executive order that mirrors the
FAR and mandates re-verification of current workers. But since the legal basis for re-
verification is not there for the Florida executive order, compliance with the state
requirement could mean violation of federal law.

In addition, as E-Verify expands we should make it a truly electronic system by
eliminating the current paper-based 1-9 process and establish a streamlined process for
attestation and verification.
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Conclusion

Vigilant enforcement of immigration laws at the worksite is an integral part of

any successful igration reform pack Effective enfi is only possible with
a system that provides employers with certainty and treats employers as parters—not
suspects.

Incorporation of biometric or accurate technology is an important component to
achieving the desired level of certainty, which then leads to fewer cases of discrimination
and racial profiling, as well.

Finally, an effective federal worksite enforcement program will justify strong
federal preemption, thus eliminating the need for inconsistent state and local laws that
confuse employers.

——

Chairman JOHNSON. What is the State that is using the driv-
er’s license?

Mr. FRAGOMEN. Mississippi.

Chairman JOHNSON. Thank you.

We have got a vote. There will be two votes. I am going to put
the committee in recess for 30 minutes, or if we get back sooner.
Thank you. We stand in recess.

[Recess.]

Chairman JOHNSON. The committee will come back to order.

I would like to ask Mr. Fragomen, the most critical issue facing
America today is jobs. And I think without jobs and job creation,
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our country is doomed to a lower standard of living for decades to
come. What steps need to be taken, in your opinion, to ensure that
employment verification, in particular an expanded E—Verify,
doesn’t complicate or impede creating a job and hiring the right
person for the job?

Mr. FRAGOMEN. I think that is a very critical issue. The most
important factor is to move into this slowly if we have mandatory
verification, and to make sure that it is possible to scale the system
to the level that it would need to be and to, as they say, get it
right. Now, in order to get it right

Chairman JOHNSON. When you say “scale the system,” what do
you mean?

Mr. FRAGOMEN. In terms of increasing it. The system now cov-
ers about 3 percent of employers.

Chairman JOHNSON. We have been fighting that for years.

Mr. FRAGOMEN. It needs to cover 100 percent, which means we
have to add about 7.5 million employers to the system, which
means that the volume of transactions that the E—Verify, for in-
stance, would have to be able to accommodate would be multiples
of what it is currently. And you know the problems that software
encounters when you try to increase its capacity by that mag-
nitude. And the second thing is

Chairman JOHNSON. I know. But Social Security claims they
have the most modern system available today. I mean, that is what
they tell me.

Mr. FRAGOMEN. They might. Except the number of tentative
nonconfirmations, when you multiply it by that number of employ-
ees, becomes a very significant number if you figure about 1 to
1.5% percent of the cases wind up as tentative confirmation. There
are ones that don’t get resolved easily.

The other aspect of it is that there be adequate resources dedi-
cated to Social Security so that they do it right, that the system
be fully electronic, that it incorporate biometrics or other fraud-pre-
vention technology or software; and secondly, that we have a uni-
form law, that this applies everywhere, and it preempts the current
State laws.

I think it is very important that the employer is offered a safe
harbor, because at the end of the day, it is really the government’s
responsibility to get the system right to protect the employer, and
to offer a safe harbor, and to protect the employees against poten-
tial discrimination. But to accomplish all of those goals, it really
?as (‘;0 be a government-driven system that can prevent identity
raud.

Chairman JOHNSON. Well, every expert we have talked to ac-
knowledged the fact that E-Verify can’t detect identity fraud very
well and may, in fact, encourage it. So that puts the employer on
the frontline of trying to detect and prevent identity fraud. So can
you tell us the challenges faced by your companies in their at-
tempts to detect identity illegalities and yet fill the jobs that Amer-
icans need?

Mr. FRAGOMEN. I think it is very frustrating to companies who
have to go through this process, because essentially they have to
accept the documentation that is given to them by the employee as
long as it looks reasonable on its face. And there is really nothing
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further, no further steps they can take. If they ask for additional
documentation, they could easily be accused of discrimination. And
the companies, of course, are generally very concerned about mak-
ing certain they do things right and they don’t hire workers that
aren’t legally authorized to work because, of course, they could lose
these employees in an enforcement action, and then, of course, that
would hinder their ability to deliver the service that they are deliv-
ering.

So it is counter—it is a counterintuitive situation because you
have—you are presented with documentation, you really don’t like
the way the documentation looks, but you have no reason to say
with certainty that there is anything inappropriate, you just have
to accept it. So I think it puts the companies in an extremely dif-
ficult position. And of course, if it turns out that the documenta-
tion, in fact, is fraudulent, then the employer’s whole business is
at risk, and an enforcement action, and he loses a big portion of
his workforce.

Chairman JOHNSON. Thank you very much.

My time has expired. Mr. Becerra, you are recognized.

Mr. BECERRA. Mr. Chairman, thank you very much. And I
thank each of and every one of you for your testimony.

I don’t believe there is a person in this Congress and, I suspect,
sitting here in this audience who wouldn’t agree that as a sov-
ereign Nation, we have to do everything we can to make sure that
we understand who is in our country and who is securing employ-
ment in our country. And I know that we continue to try to figure
out the best way to get there. So your testimony is important be-
cause Congress is going to make every effort to try to take us to
a place where we can tell the world—not just Americans, tell the
world—that we are going to determine the best way to figure out
who should come into the country and who should be able to work
in our country. And so I wish you great deal of good fortune as you
continue to assemble the information and the data that will help
us make the best decisions here.

I am concerned about two things in particular: As we try to move
forward in verification for employment, that we are not under-
mining the essential work that is supposed to be done by the agen-
cies that might be placed in a position of charge to do the work.
So in the case of Social Security Administration, you are already
backlogged in trying to deal with disability claims from Americans
who are trying to get their benefits. You are backlogged when it
comes to trying to secure the different resources you need to do the
other things that come from having the most popular identifier in
the world, the Social Security number. So I am wondering if you
can give us a better sense.

Right now E—Verify is a program used in 2 or 3 percent of the
employment community. And if you expand it and make it manda-
tory throughout the Nation, we are expanding it dramatically. And
we have already heard the stories of the potential fraud, potential
misuse of identity, and certainly the dramatic dislodgement of em-
ployment that an American may have secured rightfully and then
loses it. How are we prepared, then, to move to a fully national
mandatory system?
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And so perhaps what I can do is ask Mr. Stana first to give us
a sense if you think any of the Federal agencies that would be in
charge of a nationwide mandatory system are equipped today with
resources and personnel to go to ramp up to full 100 percent par-
ticipation of the employment community.

Mr. STANA. Well, I think, as you pointed out in your statement,
the CBO estimated it would take billions of dollars to make sure
that Social Security and DHS and whoever else would be involved
would have both the technology and the personnel to make this
happen. Currently do they have that to ramp up right away to a
mandatory system? Probably not. But with proper resources, they
could get there.

The other questions you raised about the ID theft and making
sure that you don’t have false negatives, the system will need ade-
quate resources to get on top of these issues. The challenges do not
pertain to the 95 percent of the population that is properly han-
dled, it is about the 5 percent that is problematic.

Mr. BECERRA. But the 95 percent of the population might pay
the price as we try to deal with that 5 percent.

Mr. STANA. You can’t ignore the 95 percent.

Mr. BECERRA. But, Ms. LaCanfora, let me ask you this. Social
Security in this tough budget environment is taking a hit in this
2011 budget. Chances are it might take a hit in the 2012 budget.
You are already having a difficult time dealing with all of these
other responsibilities you have to our Americans who are applying
for retirement benefits, for disability benefits, survivors’ benefits.
Can Social Security ramp up to a 100 percent E-Verify participa-
tion without sufficient resources to do this?

Ms. LACANFORA. The simple answer is no, Mr. Becerra. We ap-
preciate and share your concerns about funding. It really depends
largely on what you consider mandatory 100 percent expansion.
Right now E—Verify is largely used for new hires, with few excep-
tions, and if you look at the current volume, we get about 16.5 mil-
lion queries a year. If you ramp it up to new hires nationwide, that
would be around 60 million queries a year. If you ramp it up even
further to include current employees, you could be getting up to
140 million queries a year or more.

So it depends on the mandate. But certainly any mandate would
have a significant impact on Social Security, increased traffic in
our local offices, and we would need to be funded for that.

And I would also support the comment made by one of my col-
leagues earlier to say that any mandatory move should be phased
in so that we have the opportunity to ramp up and hire as needed.

Mr. BECERRA. And, Dr. Antén, and, I hope, Mr. Fragomen, you
as well will continue to provide us with some information that
helps us pinpoint some of what your testimony really focused on,
and that is how you make this work. How do you collect the infor-
mation? How do you deal with this Internet fraud that is out there?
We really need that to be able to move forward.

Ms. Moran, I hope you will continue to give us the real case, real
live examples of individuals, U.S. citizens, lawful permanent resi-
dents who have been impacted because we haven’t done this per-
haps as quickly in implementing a workable program as we would
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like. So as we continue to figure out how to ramp up, I hope you
all will continue to give us information.

Unfortunately my time has expired, but I would have loved to
have gotten into it more with you all. But I appreciate very much
your time with us today.

Thank you, Mr. Chairman.

Chairman JOHNSON. Thank you. I appreciate your comments.

Mr. Paulsen, you are recognized for 5 minutes.

Mr. PAULSEN. Thank you, Mr. Chairman.

Mr. Fragomen, small businesses are top job providers. How much
of a barrier is not having Internet access for using E—Verify for
those folks?

Mr. FRAGOMEN. Well, not having Internet access certainly
makes it much more difficult. As you know, you could make
verification available by telephone again, but that is not a particu-
larly desirable way to do it. I suppose the good news is this is be-
coming less of a problem as telephones now are morphing into
Internet-enabled devices. So I think it will become less of a prob-
lem over a period of time. But certainly it is an issue now.

And the other big issue, too, I think, for small businesses is just
the impact on the small businesses if they have a small staff. Since
they tend to not have too many employees that have to go, quote,
hang around the Social Security office with thousands of other peo-
ple who will be doing the same thing at the same time, you can
imagine what the impact of that would be on these smaller compa-
nies.

Mr. PAULSEN. I was kind of wondering if you thought smaller
employers essentially should be held to the same standard as larg-
er companies in terms of a compliance measure. They can’t get ac-
cess to the Internet like larger employers. Are you concerned that
a work verification system might not only discriminate against the
workers, but also against potential small employers?

I should ask you, what about the situation where a potential
worker is caught in a tentative nonconfirmation problem, and the
need for communications between Social Security and the employer
become critical?

Mr. FRAGOMEN. Once again, that is a big issue. I think, in fact,
most situations are going to require the employee to actually go to
the Social Security office or whatever to try to get these problems
resolved. I don’t know how many of them are really going to be suc-
cessfully resolved electronically. But certainly, not having Internet
access would be a big problem, and I think it would require on be-
half of the smaller employers that they may just have to try, as I
say—try to use some of these technologies so that they can get
more in the game.

Now, whether it would be reasonable to exempt them, I think
that becomes difficult when you consider the number of small em-
ployers there are, and the fact that frequently these small employ-
ers are where the undocumented immigrants may be employed. So
I think giving them sort of exemption would probably be a good
idea maybe for a period of time.

Mr. PAULSEN. That was my follow-up. I was curious if you
thought it would be a reasonable option to give them an exemption
for a certification for a business, the smaller ones in particular, if
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they have shown to be good employers or they have had a good-
faith effort to actually abide by the law.

Mr. FRAGOMEN. Yeah, I think it would be very reasonable to
do that for, as I say, a period of time, because as we discussed a
minute ago, it would be important to phase in the program, and
the larger employers could be phased in first before smaller em-
ployers.

Mr. PAULSEN. Thank you.

I yield back, Mr. Chairman.

Chairman JOHNSON. Thank you, sir.

Mr. Berg, you are recognized for 5 minutes.

Mr. BERG. Thank you, Mr. Chairman.

My question, Ms. LaCanfora, concerns some new hires are au-
thorized to work. We heard a little bit about receiving an erroneous
tentative nonconfirmation from the E—Verify system. It seems like
we have got too much bureaucracy in here that is really creating
a problem for people that are obviously getting kicked or flagged
with the system. So I guess my question is, we know Social Secu-
rity can extend the deadline, and we have field office employees
that can make the entry into the electronic system, the EV-STAR.
What is SSA doing to try to improve this and keeping people from
falling through the cracks?

Ms. LACANFORA. Thank you for the question. Over the past 2
years, we have worked closely with DHS to decrease the number
of tentative nonconfirmations. It used to be somewhere, I think, as
my colleague said, up around 8 percent. Right now tentative non-
confirmations are around 1.7 percent of the total, and less than 1
percent actually come to Social Security. So the other tentative
nonconfirmations may be resolved through DHS. So we get less
than 1 visit for every 100 queries coming through the system. That
is far lower than it has been in previous years.

In terms of the EV-STAR System, we have, as a matter of fact,
next week an enhancement to the system coming in where if some-
one walks into one of our offices as a result of a tentative noncon-
firmation, they don’t have to tell our employee that. They can say,
listen, I have some sort of discrepancy I need to resolve. And what
will happen is when our employee goes into the system, an alert
will pop up saying, check EV-STAR, so we can assure that we
catch every one of these cases and then document it properly in the
system. We expect that that enhancement will significantly in-
crease our use of EV-STAR.

Mr. BERG. Thank you.

I yield back, Mr. Chairman.

Chairman JOHNSON. Thank you, sir.

Mr. Smith, you are recognized for 5 minutes.

Mr. SMITH. Thank you, Mr. Chairman.

Mr. Fragomen, would you talk about the impact of the patchwork
of laws on employers? If you could emphasize that, and then about
the challenges this creates for Homeland Security in determining
the volume of E—Verify workloads.

Mr. FRAGOMEN. Well, impact is very significant. The State
laws basically differ from each other. They frequently differ from
the Federal law. States sometimes struggle with issues that would
seem very simple, but in a modern economy, it becomes les obvious.
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For instance, what is the place of employment; if you physically
work in one location, but you report into and you are paid by an
employer or an office that is in the State; or perhaps there is no
office at all in the State, but you actually, in fact, render services
that benefit, for instance, a company with whom you have a con-
tract in that State. So they have a lot of difficulty identifying what
the different standards are. And then, of course, you have your vir-
tual employees who are just working at home.

So the bottom line is that it is a very, very expensive proposition
for corporations to try to track all of these different rules and try
to comply with them on a State-by-State basis.

Mr. SMITH. And, Ms. LaCanfora, everything is fully reimbursed
at Social Security, right?

Ms. LACANFORA. Yes. DHS reimburses us for all of our costs.

Mr. SMITH. Can you elaborate how that reimbursement takes
place?

Ms. LACANFORA. Sure. What happens is at the beginning of
the year, DHS will estimate the number of queries that they ex-
pect. We at Social Security estimate the amount of the fallout that
we expect to happen; in other words, the number of people that will
actually walk into a field office. And with those two numbers, we
then estimate the amount of money that DHS should reimburse us
for the year, and they pay us that money up front, and then at the
end of the year, after we know how many queries we actually got
and how many field office visits we actually got, then we reconcile
those numbers and we sort out the change.

Mr. SMITH. Thank you.

Thank you, Mr. Chairman. I yield back.

Chairman JOHNSON. Thank you.

Mr. Tiberi.

Mr. TIBERI. Thank you, Mr. Chairman.

As T left, I told Mr. Fragomen—just to let everybody else know
before I ask the question—just this morning I had an employer talk
to me about this issue. A family-owned business, participating vol-
untarily in the E-Verify system, has been very frustrated with the
lack of continuous continuity in the system. Sometimes it takes up
to 7 days for verification. At that point, usually if it takes that
long, the applicant that he is going to hire is gone and goes to an-
other employer who doesn’t have an E-Verify system. So he is frus-
trated from that perspective.

He is frustrated that this small business owner who owns 12 res-
taurants in Ohio was audited in a voluntary manner by ICE and
found that 83 of his employees in total that were E—Verified had
given him incorrect information on the I-9 form, so he got fined.
He fired the 83 employees, and they are probably working some-
where else. And here is an employer who is actually trying to par-
ticipate in the system.

So I have grave concerns about how a mandatory system would
work when clearly the voluntary system is not working for employ-
ers—some employers today. So I would like to ask each of you—
and we can start at the end here, what do I tell my constituents
about why I should support a mandatory system when clearly the
voluntary system is not working?
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Mr. STANA. When we did our work that resulted in the report
that was issued a few months ago, we went out to the State of Ari-
zona and North Carolina and a few other places and talked to em-
ployers and employer groups, and asked them what they wanted in
an E—Verify system. Some of the issues you are bringing up today
really weren’t on their radar screen. They said they want some-
thing that is reliable, fast and not burdensome. And they are wor-
ried about other employers having a competitive advantage because
they misuse the system. They fear they could lose an employee who
later goes down the street to another employer who misuses the
system and gets hired.

So I think what I would say to your constituent is that to the
extent that this system is reliable, fast and not burdensome, it
would be ready for prime time, in our estimation.

Mr. TIBERI. But today he would argue—I am not sure it is not
reliable—the E—Verify system is not reliable, sometimes takes up
to 7 days, and in this case not very timely or accurate.

Mr. STANA. Without knowing the facts and circumstances of
that case, maybe he described it differently. He shouldn’t have sent
the information into the E—Verify system until he actually hired
the individual. You shouldn’t use it for screening. That is a no-no.
But if it takes 7 days to get a response, that is an exception. If
such delays happen a lot, then that is of concern.

Mr. TIBERI. It happens a lot, he said.

Ms. LACANFORA. I would say SSA has a very limited role in
E—Verify. We obviously have a database, as was mentioned earlier,
with over 450 million records of Social Security numbers, which in-
clude dates of birth and some citizenship information. But DHS is
responsible for all other aspects of the E—Verify system. I have to
defer to them largely to respond to your question.

Mr. TIBERI. Ms. Moran.

Ms. MORAN. I am not going to convince you to support a manda-
tory system. In fact, I don’t think that you should. What we need
to do 1s find a solution to the broken immigration system. The em-
ployer in your state wants those 83 employees. They need employ-
ment. We need to just find a solution so that employer in good faith
isn’t liable for immigration violations, and he or she can get the
workers that they need.

Mr. TIBERI. Thanks.

Ms. ANTON. I would just like to point out there is another issue
that has been raised that affects small employers, which is the fact
that small employers generally don’t have the resources to properly
secure their systems. And so in addition to being fined for that
kind of thing, they are going to have data breaches, they are going
to have databases which contain information that identifies other
people, and they are going to be easy targets for people to hack into
their systems, insider or out. So that is another consideration is
they don’t have the resources; not just Internet access, but the fact
that their systems are vulnerable to botnets they don’t even know
that are on there, viruses, et cetera.

Mr. TIBERI. Great point. Thank you, sir.

Mr. FRAGOMEN. Well, it seems to me that if the government
mandates that you go through this process, that they then have to
assure that as a trade-off, that the system will be certain, and you
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will be given a safe haven if you do what you are supposed to do.
So before the system, in my mind, is ready for prime time, it has
to be—it has to be improved to the point where that is possible.
And it has to address this whole issue of identity fraud. And until
it addresses identity fraud, has adequate resources, fully electronic,
et cetera, it should not be mandated because it is not reliable.

Mr. TIBERI. Thank you. I yield back.

Chairman JOHNSON. Thank you.

Mr. Brady, you are up.

Mr. BRADY. Chairman, thank you for holding this hearing.

I really appreciate the comments of all of the witnesses today. I
am convinced in the broader issue that we have to close the back
door of illegal immigration so that we can keep open the front door
of legal immigration. Workforce verification being timely and accu-
rate is the key to that, to do it successfully and fairly.

Dr. Antén, you had an interesting comment in your testimony
about mission creep and how databases start to tie into one an-
other, and before you know it, you are going to have a dangerous
situation. Some have suggested that Social Security, IRS and
Homeland Security share taxpayer data in the workforce hires. We
hear that often. We, the committee, have been very apprehensive
about any sharing of taxpayer data. Now, our jurisdiction regard-
ing Section 6103 in the IRS Code prevents it. In fact, our staff
asked the Joint Committee on Taxation to prepare a report on
these provisions in preparation for this hearing, and, Mr. Chair-
man, I request that this report be entered into the hearing record.

Chairman JOHNSON. Without objection.

Mr. BRADY. So, Doctor, can you speak to the taxpayer data
issue and mjssion creep and workforce issues.

Ms. ANTON. Certainly. So from a privacy point of view, clearly
when you start commingling IRS data with other databases in the
United States, that raises a lot of red flags.

As a technologist, I can say that requiring, for instance, authen-
tication—for authentication, let us say that you had to provide
what was the figure on line 19 of your IRS statement from tax re-
turns from last year. That is something that no one else can get.
That is something that only I can look at. So, from that perspective
as an authenticator, it is pretty strong. But the concern, then, is
that that raises a lot of risks once you start providing that kind
of access between systems, and every time you start piggy-backing
databases, then you are ultimately increasing the risk of security
problems, transmission of information, data leaks, data peeping,
like when there is celebrity peeping, et cetera. So it raises a lot of
the different risks that have to be considered, and how do you se-
cure all of those transactions as well.

Mr. BRADY. In laymen’s terms, businesses and agencies today
focus on keeping their data secure. How much greater does the risk
incrgase when you start sharing those types of data across agen-
cies? 3

Ms. ANTON. Ultimately the more data that you have about
someone in a database, the easier it is to access a lot more informa-
tion and cobble together new identities, and so it becomes a very
rich target for attack. So that is something the government has to
think about is what do we really—there is no such thing as a se-
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cure system. We have centuries of experience with war to show
that there is no such thing as a secure system or country, et cetera.
And so with that knowledge, we have to think about do we really
want a system that will eventually be broken into, that will make
it easier for people to propagate identity fraud.

Ms. ANTON. So there are just different risks that we have to do.
And we need to consider how do you design the system in such a
way that we address the real problem at hand instead of patching
things on in the hopes that we keep putting Band-Aids on—okay,
well, maybe if we just check people to see whether or not they are
eligible to work—and then we have all of these other problems.
And the real problem, I think, is an immigration problem. So I will
just throw that there.

Mr. BRADY. Got it. Chairman, thank you.

Chairman JOHNSON. Thank you, Mr. Brady. That is inter-
esting. You know your line 19 on your IRS form?

Ms. ANTON. I don’t. I just threw that out there. But the point
is that I would have to look it up. And if I have to look it up, then
someone else can’t use it.

Chairman JOHNSON. I am not sure I could find mine 10 days
after I file the form.

You know, all of you, use of biometric data is always another pro-
posal for ID and authentication. We have been talking about that
for a long time, and, of course, it is not perfect either. But can each
of you comment on biometrics and what you think of this?

Mr. STANA. Let me answer that two ways. First off, it could be
very expensive to do it right. And to do it right might be something
other than putting a chip in a card and sliding it into a reader, be-
cause those kinds of systems have been hacked in a matter of
hours. So that is not good. You have to have a separate data set.
So that could be very expensive, but maybe in some form necessary
to make this thing work.

Second, biometrics raise all kinds of privacy concerns. How much
of your identity should the government have? That is a question
that I am not ready to answer. Should the government have my
retina scan? Should the government have my fingerprint? Well,
they already have my fingerprints, but how much information do
you want the government to have? And then you get into the data
privacy and security issues.

Chairman JOHNSON. I would like to give it to them so I can get
through the airport quicker.

Mr. STANA. Well, that is the other thing. Some people would be
perfectly willing to give it up if they could bypass the system some-
how; they’d like to put their hand on a reader, and instantly be
work-authorized. Others are very sensitive about that.

Ms. LACANFORA. I will preface my comment by saying I am not
an expert in biometrics, but I do agree that incorporating bio-
metrics into E-Verify would be a costly proposition. DHS, it was
mentioned earlier, is allowing employers now to access passport
photos and is working to obtain driver’s license photos. And looking
at photos is one means of identity assurance, although not fool-
proof. I think decision makers need to weigh those options against
the biometric option to see what is cost-effective and what gets the
job done to the extent possible.
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Chairman JOHNSON. Thank you.

Ms. MORAN. So the cost and the accuracy issues have already
been mentioned. And I encourage you to look at some studies of the
Transportation Worker Identification Credential, the TWIC card. It
is like a billion dollars, huge error rate, it is kind of in a mess. So
I would encourage you to look at that. I think it is the closest
thing.

The point is that

Chairman JOHNSON. It worked, though.

Ms. MORAN. I mean, for some it does, but there has also been
some very high error rates, and also the census folks got a 20 per-
cent error rate on fingerprints when they tried to do it for the
workers last time around.

So I think the point is that E—Verify, biometrics, nothing is a
magic bullet. Again, not to repeat myself, but if you still have un-
documented workers in the economy, just like E—Verify, they are
just going to go underground and get around the system.

Chairman JOHNSON. Thank you.

Ms. ANTON. So I would just note that if you also add biometrics
to a database, that becomes a very, very rich, wonderful asset for
anyone who wants to gain access to it.

And another challenge with biometrics is this is another single-
factor authentication approach. And so we really are advocating a
layerled approach where we have multiple ways to authenticate
people.

There are places in which biometrics, I think, work very well.
For instance, to enter in the Olympic Village, there is always hand
geometry, and your hand geometry gets compared to your badge.
That isn’t retained in any database. So I have to have my creden-
tial with me to get in. And so that is a very nice way, approach
to do it because you don’t have the responsibility of having a data-
base with all the biometrics stored in it.

On the other hand, it is extremely expensive because it means
you have to have a reader every single place, and there can be
hardware failure associated with that.

Chairman JOHNSON. Thank you.

Mr. FRAGOMEN. If over half of the unauthorized workers who
undergo E—Verify are erroneously confirmed as work-authorized, it
seems as though we are creating a pretty vast system which im-
pacts on the whole populace, and we are not being very effective
at ferreting out unauthorized workers. So it seems to me that as
problematic as it might be because of the cost, you still must stop
the use of false breeder documents which can lead to issuance of
fraudlulent identification suggesting you are someone different
from who you really are, and which can cause obvious data security
problems. It seems to be that unless we tackle identity fraud and
false breeder document problems, at the end of the day, I dont
know that we are being very effective in keeping unauthorized
workers out of the workforce.

Chairman JOHNSON. It is a cumbersome idea, but it might
work.

Mr. Becerra, do you care to question?

Mr. BECERRA. You actually inspired a question that sort of
stems from something Dr. Anton mentioned earlier. You mentioned
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that trying to expand E—Verify when is prone to errors, prone to
intrusion, and loss of privacy, and at the very end you close by say-
ing it is almost as if we are trying to build a system that hasn’t
been proven to work effectively because we have a decrepit immi-
gration system that is not helping us keep tabs of folks in the first
place we are authorized to work. So it sounds like we are piling on
top of a broken system.

Other systems that we are not quite sure are ready for prime
time may cause difficulties for Americans’ privacy and security and
may lead to a lot of businessmen and women having to go through
some expense and perhaps difficulties with their business if they
must go through a system that doesn’t always give them the check
they need. And so it seems like we would rather than pile on, we
should clear the dust and deal with the foundation of why we are
telllking about coming up with a verification system in the first
place. 3

Ms. ANTON. Yes, I wholeheartedly agree, and as you were
speaking, it reminded me of everything we would read about busi-
ness process for engineering during the late 1980s, early 1990s,
where one of the problems is that people were building systems
that automated existing broken business processes and practices.
And so that is why systems become obsolete.

And so I think it is really good to think out of the box and think
it would be really big, this is a grand challenge, if you will, and
how do we solve a problem; and then build a system that really
supports a well-designed business practice.

Mr. BECERRA. Mr. Fragomen, a question for you. If you could
take control of this, could you devise a system that would work for
verification purposes?

Mr. FRAGOMEN. Well, I think it would be possible. You have
to start with the premise that you have to try to limit the number
of persons that enter the U.S. illegally. That has to be the first
step. You have to have more effective border security. You have to
have better systems to keep persons who enter legally from over-
staying their status and becoming illegal.

You have to then—once you have a more secure entry system
and better control, it seems to me then you definitely have to have
a workplace enforcement system that is driven by bioidentifiers.

Interior enforcement doesn’t work. For instance, the law that Ar-
izona passed and, of course, was just found unconstitutional, it
doesn’t really work, and it never has, because you can’t basically
formulate reasonable suspicion to believe who i1s in the U.S. ille-
gally, which would then arguably give you a right to question that
person; reasonable suspicion to believe that they are an alien un-
lawfully present in the U.S. So you really can’t do that without
using racial appearance as a primary factor. So that is never going
to work.

So really your only shots at this are border enforcement, a legal
immigration system that allows a larger number of people to come
into the country to work legally, and workplace enforcement. I
think you need those three things combined.

Mr. BECERRA. It sounds like you have just read off the litany
of things that most people say we need for comprehensive immigra-
tion reform.
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Mr. FRAGOMEN. It is certainly a number of those pieces.

Mr. BECERRA. Thank you. I appreciate all of your testimony,
and we will probably have you back again soon.

Chairman JOHNSON. Thank you all for being here. I appreciate
you taking the recess with us. We did do two votes, and, you know,
the world is still turning.

Thank you all so much. This meeting is adjourned.

[Submissions for the Record follow:]

Prepared Statement of The Honorable Mr. Dreier

STATEMENT OF THE HONORABLE DAVID DREIER
Before the House Ways and Means Subcommittee on Social Security
April 14, 2011

It is imperative that we improve the security of Social Security cards to safeguard
against identity theft, protect the integrity of the Social Security program and
enhance our employment verification system. My bill, H.R. 98, the Illegal
Immigration Enforcement and Social Security Protection Act, provides a strong
foundation on which to build upon.

The Social Security number (SSN), first issued in 1936, was originally intended to
only keep track of individual contributions to the Social Security program. Yet,
over time, the SSN has become a ubiquitous identifier for government purposes.
For example, individuals must furnish SSNs to be eligible for a variety of federal
programs, such as federal student loans and welfare assistance.

The SSN is also frequently used to verify identity in the private sector. Call your
phone company to check your bill, and you will be asked for the last four digits of
your SSN. Apply for life insurance, and the application may ask for your SSN.
Shop for a new car and the dealership will probably check your credit rating with a
credit agency which has your SSN.

As we also know, the SSN card is one of 26 documents listed on the I-9
Employment Eligibility Verification Form, which individuals can use in 102
different combinations to prove their authorization to legally work in the country.
The ease with which individuals can submit false or stolen SSNs undermines the
employment verification system, forces employers to be de facto identity document
experts and plays right into the hands of those who commit identity theft.

The 1996 Illegal Immigration Reform and Immigrant Responsibility Act sought to
improve the reliability of the employment verification system by creating the Basic
Pilot Program, now known as E-Verify, which allows employers, on a voluntary
basis, to use an online system to verify the work authorization status of new
employees by checking the validity of SSNs with the Social Security
Administration. The implementation of this program has been a step in the right
direction. However, several studies have found that the E-Verity program is
unable to detect identity fraud, allowing those with valid, but stolen documents, to
secure employment.
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For example, a December 2010 Government Accountability Office report stated
that an Immigration and Customs Enforcement (ICE) investigation in December,
2006 found that “...approximately 1,340 employees — all of whom ICE believes
were processed through E-Verify — were not authorized to work in the United
States. Of the 1,340 unauthorized workers, 274 were charged with identity theft,
including the use of valid Social Security numbers belonging to others to get jobs.”

H.R. 98 builds on E-Verify’s successes by creating a secure, tamper-proof Social
Security card, which employers can use to electronically verify the work
authorization status of prospective employees. The new card includes a digitized
photo of the cardholder, as well as an encrypted electronic signature strip, allowing
employers to instantaneously verify a prospective employee's work authorization
status with the Department of Homeland Security’s Employment Eligibility
Database, either through a toll-free number or an electronic card-reader.

A secure, counterfeit-proof Social Security card used in combination with an
electronic employment verification system will enhance the integrity of SSNs and
help to prevent identity fraud. This plan will also provide small business owners
with an easy-to-use system to verify the work authorization status of new
employees and allow them to focus on what they do best: run their businesses. 1
look forward to continuing our work together on this important issue.
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Prepared Statement of AARP

601 E Streat, NW T 3024342277
Washinglon, DC 20049 1-888-OUR-AARP

1-685-687-2277
TTY 18774347598
W BT
April 14, 2011
The Honorable Sam Johnson The Honorable Xavier Becerra
Cornmnme on Ways and Means Cnmmmse on Ways and Means
ittee on Social Security i on Social Security
1102 Longworth House Office Elulldlng 1102 Longworth House Office Bu'lldmg
U.5. House of Represantatives U.5. House of Representatives
Washington, D.C. 20515 Washington, D.C. 20515

Dear Chairman Johnson and Ranking Member Becerra:

On behalf of our members and all older Americans, we write today to voice our
continuing concerns with respect to further jon of SSA's
In light of insufficient funding for the SSA. to perform its core functions now, expanding
the agency’s duties will further diminish the ability of SSA to deliver timely services to
beneficiaries. For this reason, AARP opposes any proposal that would divert Social
Secunfy funds to eupand lha agenc:.fs non-core aclwfﬁas or mandate new ones,

to I beyond current
law, until such time as the C hl has id ‘nilofma q to
perform its core responsibilities.

would significantly increase the
administrative burdens of the SSA without any surety of added personnel or funding —
detracting from the agency's ability to serve Social Security recipients. In 2008, the
Congressional Budget Office analyzed the budgetary impact of H.R. 4088, a bill to
require verification of all employ CBO that the bill would cost the SSA
nearly $9 billion over five years, and over $1 billion in the first year alone. Moreover, the
General Accounting Office reportéd last December that "USCIC's cost estimates do not
reliably depict current E-Verify cost and resource needs or cost and resource needs for
mandatery implementation.”

This extra 'M:wk given to SSJ\ by Cungress would come at a time when the nation is
ge, the coming of
mlh'amenl age of the Baby Boorn generation, which will add nearly 80 million new

the Social Security rolls. At the end of this decade, these Boomers will
reach b‘adlbﬂal retirement age al the rate of one every eight seconds. It is not difficult,
then, to understand the enormity of the task the agency faces in currently foreseeable
work alone.

Wlmlfm‘ lnfundlngf‘ g has ided over the last three years and
in productivity, S5A has been able to make some

in semce L « the long-lasting economic
downtum has caused even more Americans to tum to the Social Security
Administration. Claims for and benefits have risen to record levels.
In FY 2010, SSA received nearly 3,225,000 initial disability claims, the highest in its 75-
year history. SSA ended fiscal year 2010 with just over 700,000 pending hearings
nationwide — the lowest level in five years.

W. Lee Hamemond, Prosident
HEALTH / FINANCES / CONNECTING / GIVING / ENJOYING Addizan Barry Rand, Chief Executive Officer
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As such, AARP Is very concemed about the pending FY 2011 funding level agreemant,
H.R. 1473; we continue to believe thal nothing short of $11.679 billion, with no rescission
of IT funds, would ensure the ability of the SSA to adapt to the many critical challenges
that confront it this year and enable SSA to prepare for the future. Over the past six
manths, the denial of critical funds to SSA has resulted in a hiring freeze and
suspension of overtime — both have been vital to improvement in disability claims
processing. Underfunding of modernization and highly cost-effective program
integrity initiatives will also handicap the agency’s ability to fulfill its public trust
responsibilities today and tomorrow.,

At a time when Social Security recipients and applicants are facing ever-greater delays
in the prompt delivery of needed services and disabled Ameri are enduring long
wails for their eamed benefits, we urge that you not further compromise the agency's
ability to respond to workload issues with tasks that are not fully resourced and unrelated
to its core mission. If you have any further questions, feel free to call me, or please have
your staff contact Cristina Martin-Firvida of our Government Relations staff at 202-434-
3760.

Sincerely,

N . Lmaz__—

David P. Sloane
Senior Vice President
G F i and Ady
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Chairman Johnson, Ranking Member Becerra and members of the Subcommittee

On behalf of the American Civil Liberties Union (*“ACLU”), America’s oldest and largest
civil liberties organization, and its more than half a million members, countless additional
supporters and activists, and 53 affiliates across the country, we write to express our concerns
regarding E-Verify and to oppose any legislative proposal that would expand its use or require a
national ID card with a biometric component. E-Verify has proven to be a flawed and
burdensome ¢lectronic employment eligibility screening system that imposes unacceptable
burdens on America’s workers, businesses and society at large. A biometric 1D system would be
unworkable and impose significant privacy and civil liberties costs. The costs to lawtful workers,
businesses, and taxpayers associated with both these proposals are significant while the benefits
are speculative.

The ACLU opposes a mandatory Electronic Employment Verification System (EEVS)
for five reasons:

(i) it poses unacceptable threats to American workers’ privacy rights by
increasing the risk of data surveillance and identity theft;

(ii) data errors in Social Security Administration (“SSA”) and Department of
Homeland Security (“DHS”) files will wrongly delay or block the start of
employment for lawful American workers and may lead to discrimination;

(iii) it lacks sufficient due process procedures to protect workers injured by such
data errors;

(iv)  neither SSA or DHS are able to implement such a system and SSA’s ability
to continue to fulfill its primary obligatious to the nation’s retirees aud
disabled individuals would deteriorate; and

v) it will lead to rampant employer misuse in both accidental and calculated
ways.

L. Mandating Electronic Employment Eligibility Verification Poses Unacceptable
Threats to American Workers’ Privacy Rights

A nationwide mandatory EEVS would be one of the largest and most widely accessible
databases ever created in the U.S. Its size and openness would be an irresistible target for
identity theft. Additionally, because the system would cover everyone (and be stored in a
searchable format), it could lead to even greater surveillance of Americans by the intelligence
community, law enforcement and private parties.

The current E-Verify system, implemented in a small fraction of the country’s
workplaces, contains an enormous amount of personal information including names, photos (in
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sonie cases), social security numbers, phone numbers, email addresses, workers” employer and
industry, and immigration information like country of birth. It contains links to other databases
such as the Customs and Border Patrol (CBP) TECS database (a vast repository of Americans’
trave] history) and the Bureau of Citizenship and Immigration Services (CIS) BSS database (all
immigration fingerprint information from US VISIT and other sources).

The data in E-Verify, especially if combined with other databases, would be a gold mine
for intelligence agencies, law enforcement, licensing boards, and anyone who wanted to spy on
American workers. Because of its scope, it could form the backbone for surveillance profiles of
every American. [t could be easily combined with other data such as travel, financial, or
communication information. ‘Undesirable’ behaviors — from unpopular speech to gun ownership
to paying for iterns with cash — could be tracked and investigated by the government. Some of
these databases linked to E-Verify are already mined for data. For example, the TECS database
uses the Automated Targeting System (ATS) to search for suspicious travel patterns. Such data
mining would be even further enhanced by the inclusion of E-Verify information

Without proper restrictions, American workers would be signing up for never-ending
digital surveillance involuntarily every time they applied for a job. In order to help protect
Americans’ privacy, we recommend that Congress limit the retention period for queries to the E-
Verify system to three to six months, unless it is retained as part of an ongoing compliance
investigation or as part of an effort to cure a non-confirmation. This is a reasonable retention
limitation for information necessary to verify employment. By comparison, information in the
National Directory of New Hires, which is used on an ongoing basis to allow states to enforce
child support obligations, is deleted after either 12 or 24 months.” The current retention period
for E-Verify (set by regulation) is an astonishing 10 years. Deadbeat dads have greater privacy
protections than American workers.

We also recommend strict limits on the use of information in any employment
verification system. It should only be used to verity employment or to monitor for employment-
related fraud. There should be no other federal, state, or private purpose. However, as a recent
Westat report commissioned by CIS points out, any employer who signs on to a memorandum of
understanding (MOU) can access E-Verify and therefore the data in the system could be used for
other purposes. For example, such data could provide information about whether a mortgage or
credit applicant is likely to be a poor credit risk.’ Data should be bound by strict privacy rules,
such as those that protect census data, which sharply limit both the disclosure and use of that
information.*

Additionally, the system must guard against data breaches and attacks by identity thieves.
Since the first data breach notification law went into effect in California at the beginning of
2004, more than 510 million records have been hacked, lost or disclosed improperly.” In 2007, it

' 73 Fed. Reg. 75449.

> The data retention limitation for the National Directory of New Hires is governed by 42 U.S.C. §653 (i).
® Westat Report, p 201

* Protections for census data can be found at 13 U.S.C. §9.

3 Privacy Rights Clearinghouse Chronology of IData Breaches,

hitp://www. privacyrights org/a/ChronDataB3reaches . htm.
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was reported that the FBI investigated a technology firm with a $1.7 billion DHS contract after it
failed to detect “cyber break-ins”.® The December 2010 GAO Report on E-Verify repeatedly
references the risk of identity theft associated with the system. In one example, Immigration and
Customs Enforcement (1CE) found that 1,340 employees of a meat processing plant were
unauthorized workers even though each had been processed through E-Verity. Of'the 1,340
unauthorized workers, 274 were charged with identity theft, including using valid Social Security
numbers of others in order to work’, Data breaches continue to be a contributing factor to
identity theft and a constant erosion of Americans’ privacy and sense of security. An E-Verify
database must not be subject to such threats.

H. Data Errors Will Injure Lawful Workers by Delaying Start Dates or Denying
Employment Altogether and May Lead to Discrimination

Recent government reports acknowledge that huge numbers of SSA and DHS files
contain erroneous data that would cause “tentative non-confirmation”(TNC) of otherwise work-
eligible employees and, in some cases, denial of their right to work altogether. CIS reported that
2.6%, or over 211,000 workers, received a TNC and, according to the Westate report, about
0.8% of these TNCs are erroncous.” Since only 0.3% of those mistaken TNCs were resolved,
approximately 0.5%, or 80,000 fegal workers, were improperly denied the right to work due to
faults in the system.'® In many of these cases workers simply don’t have the time or don’t know
they have the right to contest their determinations and seek different employment. Finding
another job is a difficult option for many unemployed Americans in this economy and certainly
means countless hours of red tape and (rustration.

In American cities and states where E-Verify has been implemented, the results have
been disastrous. A survey of 376 immigrant workers in Arizona (where use of E-Verify is
required) found that 33.5% were fired immediately after receiving a TNC and never given
chance to correct errors in the system. Furthermore, not one of those workers was notified by the
employer, as required in the MOU, that he or she had the right to appeal the E-Verify finding.
When Los Angeles County audited its use of E-Verify for 2008-09, it found that 87% of its E-
Verify findings were erroneous. Implementing a system this flawed nationwide would be a train
wreck for American workers.

These error rates are caused by a variety of factors. First, women or men who changed
their names at marriage, divorce or re-marriage may have inconsistent files or may never have
informed either SSA or DHS of name changes. Second, simple key stroke or misspelling errors
contribute to the volume of erroneous data. Third, individuals with naming conventions that
differ from those in the Western world may have had their names anglicized, transcribed
improperly, or inverted. The GAO predicted that it E-Verify were made mandatory for new

© Ellen Nakashima and Brian Krebs, Contractor Blamed in DHS Data Breaches, WASHINGTON POST, Sept. 24,
2007.

" GAO, Federal Agencies Have Taken Steps to Improve E-Verify, but Significant Challenges Remain, p. 24

# The breech last week at the Dallas based marketing (irm Epsilon which revealed millions of Americans names and
email addresscs was only the most recent exampte of this trend.

® Westat Repott, Findings of the E-Verify Program Evaluation, can be found at: hitpy/fwww.uscis.cov/USCIS/E-
Verify/E-Verily/Final%20E-Veri{ly%20Report%2012-16-09 2.pdl

" GAQ, Federal Agencies Have Taken Steps 1o Improve E-Verify, but Significant Challenges Remain, p.19.
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hires nationwide, approximately 164,000 citizens per year would receive a TNC just for name
change related issues. ' 1t would be even more damaging if applied not just to new hires, hut to
existing workers as well.

The high number of error rates occurring among certain cultural groups can lead to an
appearance of discrimination in the employment process. Five out of 25 employers
acknowledged to GAO that TNCs were more likely to occur with Hispanic employees having
hyphenated or multiple surnames. > Additionally the TNC rate for employees who were
eventually authorized to work was approximately 20 times higher for foreign-born employees
than for U.S.-born employees from April through June of 2008."  These striking disparities
could easily lead employees to believe they were being judged on more than just their
credentials. Moreover, employers may shy away from hiring non-native-born individuals or
those with foreign names beeause of a fear they would be harder to clear through the system.

IIl.  Pending Legislative Proposals Lack Meaningful Due Process Protections for Lawful
‘Waorkers Injured by Data Errors

Workers injured by data errors will need a means of quickly and permanently resolving
data errors so they do not become presumptively unemployable. Workers face two distinet
challenges. The first is to learn that there are errors in their record and the second is the lack of
fundamental due process protections in resolving those errors,

Self-Check

We commend the USCIS for beginning the process of creating a self-check system that
allows workers to check on their E-Verify data. It is a fundamental privacy principle that
individuals should have access to their own information in order to assure its completeness and
correctness. However, it is important to note that this self-check process is still in its infancy and
has only heen rolled out on a limited basis.

We have some specific concerns about how the self-check program will be implemented.
First of all, self-check is a tool for allowing workers to correct their records; it must not be used
as a pre-screening tool. If employers were to impose a self-check requirement ~ effectively
serving as an E-Verify pre-screening tool — they would shift the cost from the employer to the
employee — and, in keeping with the statistics cited above, thosc costs would fall
disproportionately on members of minority classes. This would undermine the anti-
discrimination provisions built into the system to ensure that authorized workers are able to
contest TNCs and document their eligibility to work,

Second, to the system must protect the privacy of both employers and employees.
Considering high rates of identity fraud associated with the E-Verify system, it is no surprise that
individuals are very concerned ahout the retention of their personal information in a datahase to

" 4d p.19.
2 1d.p. 20.
B Jd. p. 40
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which more and more people are gaining access. There must be clearly defined limits in regard
to potential sharing of personal information.

Third, there must be an option for self-check access to people without credit histories. If
self-check relies on background check information, then it will be unavailable to populations of
foreign nationals who have only recently arrived in the U.S. and have not yet developed a credit
history. This would include some of those with the most complicated immigration situations
such as refugees, asylum seekers, and people with temporary protected status.*

Due Process Protections

Senior officials in the DHS Privacy Office have said that individuals face formidable
challenges in correcting inaccurate or inconsistent information. The Office of Special Counsel
for Immigration-Related Unfair Employment Practices and DHS Office of Civil Rights and Civil
Liberties have both said that employees have expressed difficuity in understanding the TNC
notification letters and the process by which they have to correct errors. Moreover, as of 2009
the average response time for these Privacy Act requests was a staggering 104 days.ls This is
time that an employee would be unable to work under a mandatory E-Verify system. Congress
must prevent the creation of a new employment blacklist — a “No-Work List™ — that will consist
of would-be employees who are blocked from working because of data errors and government
red tape.

Under current law there are no due process protections for those who lose their jobs due
to government or employer errors. The best current model for due process protections can be
found in Title IT of the *‘Comprehensive Immigration Reform for America’s Security and
Prosperity Act of 2009, H.R. 4321 from the 111™ Congress. This provision would have created
worker protections for both tentative and final non-confirmations, allowed workers to recover
lost wages when a government error cost them a job, limited retention of personal information,
and created accuracy requirements for the system.

IV.  Government Agencies are Unprepared to Implement a Mandatory Employment
Eligibility Prescreening System

As government reports evaluating E-Verify have repeatedly made clear, both SSA and
DHS are woefully unprepared to implement a mandatory employment eligibility pre-screening
system. The most recent GAO report expressed concerns over how CIS has estimated the cost of
E-Verify. It found that the estimates do not reliably depict current E-Verify cost and resource
needs for mandatory implementation and that they fail to fully assess the extent to which their
workload costs could increase in the future.'® In order to implement such a system, both
agencies would need to hire hundreds of new, full-time employces and train staff at every SSA
field office. DHS has an enormous backlog of unanswered Freedom of Information Act (FOIA)
requests from lawful immigrants seeking their immigration files. Those files, many of which are

" The American Immigration Lawyers Association, £-Verify Self Check Program, November 29, 2010

' Department of Homeland Security, 2009 Annual Freedom of Information Act Report to the Attorney General of
the United States

e Peck, Amy, Latest Report on E-Verify: the Good, the Bad, and the Unresolved, January 20, 2011
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decades old, are the original source of numerous data errors. If DHS cannot respond to pending
information requests in a timely fashion now, how much worse will the problem be when lawful
immigrants, including naturalized citizens, lawful permanent residents, and visa holders need the
documents immediately to start their next jobs? Consequently, DHS would need to hire
hundreds more employees to respond to these FOIAs.

Businesses seeking to comply with any newly imposed system would also put additional
strain on these government agencies. Problems can be anticipated in attempting to respond to
employers’ requests and in establishing connectivity for businesses located in remote regions or
that do not have ready access to phones or the internet. These agency deficiencies will surely
wreak havoc on independent contractors and the spot labor market for short-term employment.

Scaling up the existing software platform for E-Verify to respond to the enormous task of
verifying the entire national workforce is likely to be a very difficult task. Tt makes little sense to
adopt a system that is pre-destined to cause chaos within these agencies, not to mention the lives
of the thousands of' Americans wrongfully impacted.

V. CIS has Not Been Able to Achieve a Sufficient Degree of Employer Compliance in
Order to Protect Worker's Rights

Despite the fact that CIS has more than doubled the number of staff tasked with
monitoring employers” use of E-Verify since 2008, it stilf does not have the means to effectively
identify and address employer misuse or abuse of the system. A rccent report from the SSA
Office of the Inspector General (OIG) found that SSA itself had failed to comply with many of
regulations put in place to protect employees. They failed to confirm the employment of 19% of
the 9,311 new employees hired for fiscal year 2008 through March 31, 2009 and, of those who
were processed, they did not comply with the 3-day time requirement for verifying
eligibility. The OIG also found that SSA verified the employment eligibility of 26 employees
who were not new hires but had sought new positions within the agency, 31 volunteers who were
not federal cmployees and 18 job applicants who SSA did not hire."” If the government is unable
to maintain compliance within its own agencies, we cannot expect private businesses to follow
the regulations put in place to protect workers.

Employer misuse has resulted in discrimination and anti-worker behavior in the past and
there is no reason to suggest that pattern will change with a new verification system in place.
From the inception of E-Verify, the Government Accountability Office and DHS studies have
repeatedly documented various types of misuse. The CIS’s Westat report also confirmed the fact
that many employers were engaging in prohibited activity. Of the cmployers they contacted,
they found that 17.1% admitted to restricting work assignments until authorization was
confirmed; 15.4% reported delaying training until employment authorization was confirmed; and
2.4% reported reducing pay during the verification process.

If Congress imposes a mandatory system, it will need to create effective enforcement
mechanisms that prevent the system from being a tool for discrimination in hiring. Such

"7 Social Security Administration, Otfice of the Inspector General. The Social Securitv Administration’s
Implementation of the E-Verify Program for New Hires, A-03-09-29154, January 6, 2010.
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discriminatory actions will be difficult to prevent and even more difficuit to correct. Congress
should ask: how will the government educate employers and prevent misuse of E-Verify or any
similar system?

Biometric National ID System

In response to concerns about the E-Verify system it has been suggested that a possible
solution is the use of biometric identification.'® The ACLU opposes the use of biometric
identification because it effectively creates a national 1D system with enormous negative
implications for privacy, civil liberties and due process.

I A Biometric National ID System Will Create a Hugely Expensive New Federal
Bureaucracy and Will Not Stop Uunauthorized Employment

In order to understand the practical problems with national ID, it is necessary understand
how the system would work. The key to a biometric system is the verification of the individual.
In other words, an individual must visit a government agency and must present documents such
as a birth certificate or other photo ID that prove his or her identity. The agency must then
fingerprint the person (or link to some other biometric) and place the print in a database. The
agency might also place the biometric on an identification card. Such a process would create a
quintessential national 1D system because it would be nationwide, would identify everyone in the
country, and would be necessary to obtain a benefit (in this case the right to work).

The closest current analogy to this system is a trip to the Department of Motor Vehicles
to obtain a drivers’ license. The federalizing of that system (without the addition of a new
biometric) under the Real 1D Act was estimated to cost more than $23 billion if carried out to
completion, though 24 states have rejected the plan, putting its completion in grave doubt."” The
cost to build such a system from scratch would be even more staggering. It would involve new
government offices across the country, tens of thousands of new federal employees and the
construction of huge new information technology systems. Every worker would have to wait in
long lines, secure the documents necessary to prove identity, and deal with the inevitable
government mistakes. Imagine the red tape necessary to provide documentation for 150 million
U.S. workers. 1t is far beyond the capacity of any existing federal agency.

These problems are not hypothetical. After spending billions, the United Kingdom
effectively abandoned its efforts to create a biometric national ID card, making it voluntary.
Dogged by public opposition, data privacy concerns, and extensive technical problems, the
program has been an embarrassment for the British government.

1L A Biometric National ID System Will Not Prevent Unauthorized Employment

Despite a popular assumption to the contrary, a biometric national ID system would
largely fail to solve the problem of undocumented immigration. Security systems must be

'8 A biometric is a physical characteristic of an individual that can be used to uniquely identify them. Common
examples include fingerprints, DNA and facial characteristics.
' 72 Fed. Reg. 10820,
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judged not by their successes, but rather by their failures. After enduring a host of bureaucratic
hassles and costs, most Americans would likely be able to enroll in the biometric system. But
that does not make the system a success — those workers were already working lawfully. The
system only succeeds if it keeps the undocumented workers in this country from securing
employment and a biometric national ID system is unlikely to do that.

The first and most obvious failure is that this system would do nothing about employers
who opt out of the system altogether (work “off the books™). Already, by some reports, more
than 12 million undocumented immigrants are working in the United States. Many of these
workers are part of the black market, cash wage economy. Unscrupulous employers who rely on
below-market labor costs will continue to flout the imposition of a mandatory employment
eligibility pre-screening system and biometric national ID. These unscrupulous employers will
game the system by running only a small percentage of employees through the system or by
ignoring the system altogether. In the absence of enforcement by agencies that lack resources to
do so, employers will learn there is little risk to gaming the system and breaking the law.

Law abiding employers, however, will be forced to deal with the hassle and
inconvenience of signing up for E-Verify and a biometric system. Then they’ll be forced to
watch and wait when they are blocked from putting lawful employees to work on the planned
date due to system inaccuracies or other malfunctions. The inevitable result will be more, not
fewer, employers deciding to pay cash wages to undocumented workers. Similarly, cash wage
jobs will become attractive to workers who have seemingly intractable data errors. Instead of
reducing the number of employed undocumented workers, this system will create a new subclass
of employee — the lawful yet undocumented worker.

Additional failures will come when the worker is initially processed through the system.
Crooked insiders will always exist and be willing to sell authentic documents with fraudulent
information.” Undocumented immigrants will be able to contact these crooked insiders though
the same criminals whom they hired to sneak them into the United States. Securing
identification will simply be added to the cost of the border crossing.

Worse, since 2004, more than 260 million records containing the personal information of
Americans have been wrongly disclosed.”’ Many individuals’ personal information, including
social security numbers, are already in the hands of thieves. There is nothing to prevent a
criminal from obtaining fraudulent access to E-Verify (pretending to be a legitimate employer),
verifying that a worker is not already registered in the system and sending an undocumented
worker to get a valid biometric using someone else’s information.

Additional problems inherent in any biometric will materialize both when an individual is
enrolled, and at the worksite. For example, according to independent experts there are a number
of problems that prevent proper collection and reading of fingerprints, including:

* Cold finger

* Center for Democracy and Technology, “Unlicensed Fraud.” January 2004
(www.cdtorg/privacy/20040200dmy.pd1).
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» Dry/oily finger

» High or low humidity

¢ Angle of placement

»  Pressure of placement

» Location of finger on platen (poorly placed core)

» Cuts to fingerprint; and

« Manual activity that would mar or affect fingerprints (construction, gardening).22

‘When these failures occur it will be difficult and time consuming to re-verify the employee.
Running the print through the system again may not be effective, especially if the print has been
worn or marred. Returning to the biometric office for confirmation of the print is not likely to be
a viable solution because it creates another potential for fraud; the person who goes to the
biometric office may not be the person who is actually applying for the job. These are complex
security problems without casy solutions.

There would also be mounting pressure to “fix” many of these problems with more
databases filled with identifying information such as birth certificates or DNA in an attempt to
identify individuals earlier and more completely. This would mean more cost, more bureaucracy
and less privacy. From a practical point of view a biometric system is the worst of both worlds.
It puts enormous burdens on those already obeying the law while leaving enough loopholes so
that lawbreakers will slip through.

HI. A Biometric National 1D System Will Trammel Privacy and Civil Liberties

The creation of a biometric national ID would irreparably damage the fabric of American
life. Our society is built on privacy, the assumption that as long as we obey the law, we are all
free to go where we want and do what we want — embrace any type of political, social or
economic behavior we choose. Historically, national ID systems have been a primary tool of
social control. It is with good reason that the catchphrase “your papers please” is strongly
associated with dictatorships and other repressive regimes. As Americans, we have the right to
pursue our personal choices all without the government (or the private sector) looking over our
shoulders monitoring our behavior. This degree of personal freedom is one of the keys to
America’s success as a nation. It allows us to be creative, enables us to pursue our
entrepreneurial interests, and validates our democratic instincts to challenge any authority that
may be unjust.

A biometric national ID system would turn those assumptions upside down. A person’s
ability to participate in a fundamental aspect of Amierican life — the right to work — would
become contingent upon government approval. Moreover, such a system will almost certainly
be expanded. In the most recent attempt to create a national 1D though a state driver’s license
system called Real TD, at the outset the law only controlled access to federal facilities and air
travel. Congressional proposals quickly circulated to expand its use to such sweeping purposes
as voting, obtaining Medicaid and other benefits, and traveling on interstate buses and trains.”

1? International Biometrics Group, http://www.biometricgroup.com/reports/public/reports/biometric_failure.html
* See, e, H.R. 1645, the Security Through Regularized Immigration and a Vibrant Economy Act ol 2007 (110"
Congress).

10
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Under a national 1D system, every American would need a permission slip simply to take part in
the civic and economic life of the country.

The danger of a national 1D system is greatly exacerbated by the huge strides that
information technology (“IT") has made in recent decades. There is an enormous and ever-
increasing amount of data being collected about Americans today. Grocery stores, for example,
use “loyalty cards” to keep detailed records of purchases, while Amazon keeps records of the
books Americans read and airlines keep track of where they fly. Congress has acknowledged
these practices and has held numerous hearings to discuss the issues of online privacy.”' A
biometric national ID system would add to these problems by helping to consolidate this data.

The sordid history of national ID systems combined with the possibilities of modern IT
paint a chilling picture. These problems cannot be solved by regulation or by tinkering around
with different types of biometrics. Instead, the entire unworkable system must be rejected so that
it does not intolerably impinge on American’s rights and freedoms.

VI.  Conclusion: Congress Must Not Enact a Mandatory Employment Eligibility Pre-
Screening System

The goal of E-Verify is to reduce the number of unauthorized workers in the United
States. Unfortunately, its success rate is extremely low. According to the CIS’s Westat report
the inaccuracy rate for unauthorized workers is approximately 54 percent.® According to the
government’s own reports, E-Verify is fulfilling its intended purpose less than half the time.
In addition, experience in Arizona shows that many employers are failing to comply in spite of it
being a state mandate. Therefore, while E-Verify continues to burden employers, cost the
government billions of taxpayer dollars, and deny Americans’ their right to work—ali the while
potentially subjecting them to discrimination—it is not even adequately performing its core
function.

The ACLU urges the Subcommittee to reject imposition of a mandatory electronic
employment eligibility pre-screening system and the use of any biometric system. Each would
cause great harm to employers across the country and to lawful workers and their families while
doing little to dissuade undocumented workers. The likelihood for harm is great and the prospect
for gain has so far proved illusory.

** Behavioral A dvertising: Industry Practices and Consumers’ Expectations: Hearing before the H. Subcomm. on
Communications, Technology and the Internet of the H. Comm. on Energy and Commerce, and the H. Subcomm. on
Commerce. Trade, and Consumer Protection of the H. Comm. on Energy and Commerce, 111th Cong. (2009); The
State of Online Consumer Privacy: Hearing before the S. Commerce, Science and Transportation Committee, 1 12"
Cong. (2011).

*2009 Westat Report at 118.



109

Prepared Statement of American Federation
of State County and Municipal Employees

Statement For The Record
of the American Federation of State, County and Municipal Employces (AFSCME)
For the
Hearing on the Social Security Administration’s Role in Verifying Employment Eligibility
Before the
Subcommittee on Social Security
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U.S. House of Representatives

April 14, 2011

This statement is submitted on behalf of the 1.6 million members of the American Federation of
State, County and Municipal Employees (AFSCME), urging all members of the Subcommittee on Social
Security of the Committee on Ways and Means to oppose any legislation that would require all
employers to use the E-Verify electronic employment verification system. A mandatory E-Verify
program would place enormous additional responsibilities on the Social Security Administration; would
cause hundreds of thousands of U.S. citizen workers and work-authorized immigrants to lose their jobs
due to data errors; and cause our economy to suffer, Comprehensive immigration reform that includes
an earned path to citizenship is the only realistic and humane approach to stopping unauthorized work.

The Social Security Administration must focus its limited resources on its core mission of
providiug beuefits to millions of seniors, people with disabilities and childreu.

Each month, nearly 60 million Americans receive benefits from the Social Security
Administration (SSA). Eligihility determinations/redeterminations and benefits processing require
millions of tield office visits and phone contacts, and well as hundreds of thousands of full medical
continuing disability reviews and hearings each year. With its current caseload, 30 percent of SSA’s
beneficiaries must wait more than 270 days. As of February 2011, SSA had 774,000 pending initial
disability cases. Due to funding shortfalls, SSA discontinued service in over 300 remote service sites
throughout the United States and may have to consolidate field offices. And, this does not take into
account the nearly 80 million baby boomers who will soon be eligible for Social Security retirement
benefits. Every day for the next 19 years, 10,000 baby boomers will turn 65 years old.

Expansion of E-Verify would place an enormous added burden on SSA. Currently, only 250,000
of the nation’s 7.4 million employers have registered for E-Verify — or three percent. A mandatory
program would require SSA to register and serve millions more employers than it does now. And, SSA
would be faced with processing 50-60 million additional queries a year for new hires.

E-Verify as it exists already experiences very high error rates which primarily affect U.S. citizen
workers,

Even with its small participation rate, E-Verify’s database has a 4.1 percent error rate, resulting
in 17.8 million discrepancies. The vast majority of these errors — 12.7 million - relate to native-born
U.S. citizens. It is not surprising that workers who change their immigration status, marry, divorce,
and/or have hyphenated surnames could falsely be accused of lacking authorization to work. Due to
these technological and paperwork errors, millions of both incumbent and newly-hired workers have to
go to an SSA field office to correct the mistake.
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Another problem with the current system, which would be compounded by a mandatory E-
Verify program, is a significant number of E-Verify inquiries result in erroneous “tentative
nonconfirmation” notices. This means that the databases cannot immediately confirm that the employee
is work-authorized. It is estimated that for every one million workers queried, 8,000 employees who are
in fact work-authorized are informed they are not authorized to work. Further, it is estimated that in
fiscal year 2010, 80,000 workers lost their jobs due to E-Verify. Under mandatory E-Verify, the
Department of Homeland Security conservatively estimates that 1.2 million workers would have to visit
a government agency or lose their job, and 770,000 would Tikely lose their jobs.

E-Verify expansion does not create American jobs, and instead would cause unnecessary harm to
our economy.

‘While many in Congress assert that if we deport all undocumented workers U.S. citizens would
move into these jobs, the job market is not so simple. Immigrants and native-born workers are not
interchangeable. In reality, our economy is highly dependent on the low-wage, low-skill labor that
undocumented workers provide. In the agriculture industry, most policymakers estimate that more than
75 percent of the labor force is undocumented. Deporting all undocumented workers — even assuming
that would be possible — would be catastrophic for agricutture and our food supply.

The E-Verify program is having negative consequences on other aspects of our economy as well,
In a time of mounting budget deficits, the federal government is spending $23 billion on a program that
is of dubious value at best. Besides mistakenly flagging workers who are in fact authorized to work in
the U.S., it was unable to detect over half of undocumented workers in FY 2010. The Congressional
Budget Office (CBO) estimates that the cost of implementing mandatory E-Verify would be $3 billion
in the first five years.

Moreover, most of the workers that E-Verify correctly identifies as undocumented are not
leaving the country. Instead, they are going into the underground economy and no longer paying taxes.
According to the CBO, implementation of a mandatory E-Verify program without fixing our broken
immigration system will result in the loss of $17 billion in tax revenue.

Comprehensive immigration reform is the best course for U.S. workers, immigrants and our
nation’s struggling economy.

E-Verify is expensive and unworkable in its current form, and will become exponentially more
so under a mandatory program. Our seniors, persons with disabilities and children will suffer even
greater delays in receiving the benefits they so desperately need and deserve; millions more work-
authorized employees will get caught in the net of system errors and our economy will suffer. Instead,
AFSCME urges Congress to enact immigration legislation that builds on the economic contributions
immigrants provide to our economy and offers an earned path to legalized status.
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Statement of the American Immigration Lawyers Association

The American Immigration Lawyers Association (AILA) is a voluntary bar
association of more than 11,000 attorneys and law professors practicing,
researching, and teaching in the field of immigration and nationality law.
Our mission includes the advancement of the law pertaining to
immigration and nationality, and the facilitation of justice in the field. AILA
appreciates the opportunity to offer a statement for the Subcommittee on
Social Security of the Committee on Ways and Means’ hearing addressing
the “Social Security Administration’'s Role in Verifying Employment
Eligibility”. Our members’ collective expertise and experience makes us
particularly well-qualified to offer views that we believe will benefit the
public and the government.

AILA members regularly advise and represent American companies, U.S.
citizens, lawful permanent residents, and foreign nationals in seeking
immigration benefits, including lawful admission to the United States, and
in complying with U.S. immigration laws and regulations. Additionally,
AILA members are very familiar with E-Verify, the internet-based
employment eligibility verification system administered by the U.S.
Citizenship and Immigration Services (USCIS) in partnership with the
Social Security Administration (SSA). AILA members have worked closely
with E-Verify employers and have advised them on evaluation of the
system, implementation, management and oversight of accounts. AILA
members also have experience with E-Verify employers that have been
the subject of government investigations utilizing E-Verify data.

AlLA supports governmental efforts to provide employers with effective
means to verify that newly hired employees are authorized to work in the
United States. AILA likewise concurs with DHS’ overall policy goal that
tools to verify employment authorization, such as E-Verify, should not be
misused, abused, utilized to discriminate, breach privacy or facilitate
fraudulent use of the USCIS’ Verification Division information. However,
any substantial expansion of E-Verify or any other employment verification
system cannot take place without some form of legalizing the currently
undocumented workforce.
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Credible worksite enforcement is a logical component of any practical effort to fix our nation's
broken immigration system. However, expansion of any employment verification system built
on an inadequate platform and populated by flawed databases will create hardships for U.S.
businesses, especially small businesses, in a time of economic challenge. It is misguided to
think that any proposal, whether an expansion of E-verify or a new employment verification
system, could work without providing a path to legal status for undocumented workers and
their families who are already contributing to this economy, and suggests a failure to
comprehend the scope and complexity of the situation.

AlLA supports American workers and the integrity of our workforce. SSA has a clear,
straightforward and vital mission that is to, “Deliver Social Security services that meet the
changing needs of the public.” Employment eligibility verification is not part of SSA’s mission
and only serves to divert resources away from its mission.

Enforcement-only policies will not fix our broken immigration system. What we need are
solutions, not half measures that will only make the situation worse. Congress should consider
a broad approach to immigration reform. Smart immigration policies that include a pathway to
compliance for the millions of undocumented immigrants currently living and working in the
U.S. would add billions of dollars to the economy and raise the wages of all American workers.
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AMERICAN MEAT INSTITUTE, WASHINGTON, D.C.

The Social Security Administration’s Rele in Verifying Employment Eligibility

The American Meat Institute is the largest and oldest meat and poultry trade association in the
United States. AMIT represents America’s meatpackers and processors and their suppliers. Our
member companies process 95 percent of red meat and 70 percent of turkey in the U.S.
Headquartered in Washington, D.C., AMI monitors legislation, regulations and media activity
that impacts the meat and poultry industry and provides rapid updates and analyses to its
mermbers to help them stay informed. In addition, AM! conducts scientific research through its
Foundation, a 501(c) (3) organization, designed to help meat and poultry companies improve
their plants and ensure the safety of their products.

The U.S. meat and poultry industry generates over $832 billion in our nation’s economy
representing 6 percent of GDP and employs more than 500,000 workers. The industry strongly
supports efforts to achieve a practical and functional worksite electronic employment veritication
system and necessary tools to secure our nation’s borders.

The U.S. meat and poultry industry is a strong advocate for the E-Verity program and supports
its mandatory application, as long as it provides mechanisms for improvement as recommended
below. Such a mandate should be phased in with universal participation over several years to
better enable the government to administer the program, and launch a biometric component
directed at eliminating identity theft on a pilot voluntary basis.

AMI’s Members Have an Extensive History of Voluntary Use of E-Verify and [ts Predecessor
Basic Pilot Program

AM]I’s members have been in the forefront of the efforts to bring integrity to employment
authorization verification process enacted by Congress in the Immigration Reform and Control
Act IRCA) in 1986. After it became apparent that the paper-based employment authorization
process was woefully inadequate to screen out fraudutent employment documents, Congress
enacted the Illegal Immigration Reform and Immigrant Responsibility Act (IIRIRA) in 1996,
establishing the Basic Pilot telephonic and electronic employment verification program. This
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program was voluntary and was intended to screen out fraudulent social security numbers and
alien work authorization documents provided by job applicants to employers at the time of hire.

In the mid-1990’s, AMI members in the Midwest had their meatpacking operations
disrupted when they were audited by the Immigration and Naturalization Service (INS) and
informed that many of their experienced employces who were vital to their operations had
provided fraudulent documents. These employers, in compliance with the paper-based
employment verification procedures enforced by INS, were unable to screen out those who
provided invalid work authorization documents. While AMI members typically were not cited
by INS for violating the immigration laws, they had to terminate large numbers of employeces in
whom they had invested substantial training costs, they also suffered economic Josses due to
worker shortages.

Given these enforcement efforts, many AMI members took steps to more carefully
scrutinize employment authorization documents and, ironically, faced discrimination charges
under the unfair immigration-related employment praetice provisions of IRCA for being too
vigilant in seeking to employ legally authorized workers. Needless to say, AMI members were
and continue to be frustrated by the vise in which they find themselves in trying to comply with
IRCA’s inherently contradictory provisions. Employers are required to walk an impossible legal
tightrope due to the law’s failure to provide "bright lines" for compliance.

AMI and its members took the initiative to address this problem by successfully urging
Congress in 1999 to extend the scope of the Basic Pilot program beyond the original five pilot
states to include the State of Nebraska, where many AMI members are Jocated. This enabled a
number of meatpacking companies to enter into agreements with INS to participate in the Basic
Pilot program.

E-Verify Is Only Partially Effective, It Does Not Effectively Address the Problem of Identity
Theft Involving Social Security Card Information Stolen from Others.

The experience of AMI members participating in the Basic Pilot and E-Verify programs
has been mixed. The electronic verification mechanisms of the E-Verity have screened out a
number of unauthorized workers at the point of hire and the mere fact that a company is
participating in the program deters many individuals from even applying for work. The program,
nonetheless, is only partially effective. It does not effectively solve the problem of identity theft,
through which individuals who have stolen the name and social security or alien document
numbers from their rightful owners who are authorized to work use the stolen information to
gain employment. The system cannot deterimine whether the person presenting the name and
document number is the person to whom they relate.

In addition, there are delays by DHS in updating its databases to include the most recent
change in status of aliens. These delays can result in an employer receiving false information
regarding whether an individual is or is not authorized to work. “Real time” updating of alien
status information is critical to the effective functioning of the E-Verify program. It is costly and
administratively burdensome for employers to hire and train an individual whom it believes is
authorized to work, only to be fater informed that a mistake was made and to have to terminate
the individual.

Moreover, the E-Verify program does not have the ability to determine through its access
to the Social Security Administration’s (SSA) database when an individual’s name and social
security number are being reported by several employers at the same time, especially when the
employers are not tocated in close proximity to each other. Such information should be more
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effectively acquired and used to target individuals seeking employment who are engaged in
identity fraud.

Unfortunately, the problem of identity theft is widespread and, notwithstanding the
extensive use of the E-Verify program by meat and pouliry processing companies, it has resulted
in the continued disruption of AMI member companies.! There have been a number of highly
publicized raids of well-known meat packing companies, including AMI member companies,
that are participating in the E-Verify program and that have worked closely with DHS in
attempting to comply with the law. DHS apparently targeted these companies upon receipt of
information that a number of employees had engaged in identity theft. The raids of these
companies have been devastating, resulting in significant disruptions of their operations and
losses on the millions of dollars. The use of the E-Verify program by law-abiding companies
that went the extra mile to seek a legal workforce has not served them well. Tt will continue as
an inadequate system until Congress takes steps to correct its deficiencies.

Industry Position/Recommendations

The U.S. meat and poultry industry strongly supports a practical and functional worksite
electronic employment verification system and necessary tools to secure our nation’s borders.
Inclusive or exclusive of broader immigration reform, the industry supports modifications and a
phased in mandate of E-Verify. Several changes can be made to the current E-Verify system to
improve the accuracy of results and lessen the burden on employers and employees.

First, employers must be given the tools to determine employee work eligibility. To combat
true-identity theft, SSA and DHS must be required to inform employers if an employee’s name
and SSN are not only legitimate but — whether they are being used in multiple places of
employment by persons who have stolen the identity of others.

Employers must also be given the tools to determine to the best of their ability the autbenticity of
documents provided to them to determine work eligibility of their employees. The number of
documents that are currently allowed for submission to determine work eligibility must be
reduced to avoid confusion and document fraud. Ideally, a unitary card or only several cards that
can be used 1o establish empioyment authorization and identity are desirable. The verification
system also should utilize or be required to move toward usage of biometric technology that can
detect whether the person presenting a document that relates to a real person with a valid Social
Security number or alien registration card is in fact the person to whom the card relates.

To lessen the burden on employers and employees, users of the E-Verify system must be given
the tools to determine in real time or near real time the legal status of a prospective employee or
applieant to work. DHS and the SSA must be given the resources to ensure that work
authorization status changes are current and avoid the costs and disruption that stems from
employers baving to employ, train, and pay an applicant prior to receiving final confirmation
regarding the applicant’s legal status.

" In past testimony before this Subcommittee, Richard Stana, Director of Homeland Security and Justice,
Government Accountability Office, testified that the prevalence of identity fraud is increasing, “a development that
may affect employers ability to reliably verify employment eligibility in a mandatory EEV program, The large
number and variety of acceptable work authorization documents...along with inherent vulnerabilities to
counterfeiting of some of these documents may complicate efforts to address identity fraud.” “Hearing on
Employment Eligibility Veritication System,” Subcommittee on Social Security, House Committee on Ways and
Means, fune 7, 2007.
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To protect employers and encourage participation in the system, employers that comply with
electronic employment eligibility verification requirements must be provided protection from
discrimination lawsuits resultant from such compliance. This will require that the legislation
establish clear-cut standards for use of the verification system and protection for employers from
discrimination charges if applicants or employees are not hired or terminated after compliance
with such standards.

Finally, Congress should mandate E-Verify for employers once these changes are addressed,
phasing in universal participation over several years to better enable the government to
administer the program, and launch a pilot biometric component directed at eliminating identity
theft on a voluntary, fee for service basis,

Finally, we strongly urge that mandatory federal E-Verify legislation preempt state and local

laws. There should be one clear-cut standard of compliance. Many AMI members operate in

many states, The costs and difficulty of complying with multiple and differing state and local
“E-Verity type laws” is frustrating for AMI’s members.

We appreciate the opportunity to submit AMI’s views on this subject, and your efforts to
improve the electronic employment verification system. A practical and functional worksite
electronic employment verification system is vital to achieving a stable, legal workforce and
necessary to secure our nation’s borders. The meat and poultry industry strongly supports your
efforts to develop such a system. Thank you again for your time.
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House Committee on Ways and Means
Subcommittee on Sociai Security

Hearing on Social Security Administration’s
Role in Verifying Employment Eligibility

Aprit 14,2011

Today, the U.S. House of Representatives’ Subcommittee on Social Security will hold a hearing
on the Social Security Administration’s {SSA) role in verifying employment eligibility. The Asian
American Center for Advancing Justice {“Center for Advancing Justice”) would like to express
deep concern and opposition to implementing a mandatory E-Verify program nationwide.
imposing mandatory E-Verify will have a destructive impact on workers, employers, and
ultimately our economy.

Collectively, the members of the Center for Advancing Justice are non-profit, non-partisan
organizations that enrich and empower the Asian American and Pacific Islander (AAPI)
community and other underserved populations through public policy, advocacy, litigation,
research and community education. Our mission is to promote a fair and equitable society for alf
by working for civil and human rights and empowering AAPIs and other underserved
communities.

E-Verify will have a particularly devastating impact on AAPI workers and small business owners.
A 2009 Westat report found the error rate for foreign-born workers was 20 times higher than
that of U.5.-born workers. For our community, this is particularly troublesome because more
than 8 million AAPIs are foreign born. If E-Verify is made mandatory, a disproportionate number
of AAPIs will be wrongly identified and have their jobs jeopardized. The E-Verify program is of
particular concern for the Limited English Proficient members of our community. The already
confusing E-Verify program will be impossible to navigate for the nearly 50% of the AAPI
community who speak English less than very well — where citizen and {egal resident workers
alike will be unduly burdened by constant misidentifications in the system.

E-Verify promotes discrimination against AAPIs, as under-trained employers may assume a
worker is undocumented and unduly fire the worker or simply not hire them at all. Many AAPIs,
both citizens and non-citizens, may experience tentative non-confirmations (TNCs) simply
because of name mismatches if employers are confused by complex names or name order.
Government employees unfamiliar with foreign names and different naming conventions might
also incorrectly enter information into the databases that E-Verify uses to confirm work
authorization, which also leads to errors in the confirmation process. According to USCIS,
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22,512 TNCs {76% of which were for citizens) resulted from name mismatches in 2009. Other
TNCs can arise when government files are not updated, like in the case of Fane:

Fane is a Tongan woman, and a naturalized U.S. citizen since 1993. When Fane started a new
position at a security company, her emplayer told her that there was a problem with her I-9 work
authorization where she received a compony letter asking her to verify her eligibility to work.
Fane went immediately to the Sociol Security Administration (SSA), where she received written
verification that her social security number matched her identity. But despite showing her
company the SSA verification, her U.S. passport and her Certificate of Naturalization, her
company informed her that she was not allowed to return to work because her nome wos
flagged os still having prablems. As a result, Fone lost her job. This has caused extreme hardship
for ker, as she is a single mother. Fane was flagged simply because when she naturalized the
Deportment of Homeland Security (DHS) did not tell SSA that she hod become a U.S. citizen, This
is a prablem that many AAPI immigrants face, as they do not know to inform SSA of their change
in citizenship status themselves.

A U.S. Department of Homeland Security study found that employer noncompliance with the E-
Verify pilot program’s rutes was “substantial,” where: 1) employers engaged in prohibited
practices such as pre-employment screening, 2) took adverse employment actions based on
tentative non-confirmation notices, and 3) failed to inform employees of their rights. A recent
report by the U.S. General Accountability Office also indicates that USCIS remains limited in its
ability to identify and prevent employer misuse of the E-Verify program, with no authority to
impose penalties against employers misusing the system. Making E-Verify mandatory gives
advantage to unscrupulous employers that find ways around the system.

The GAO report also stated that resolving tentative and false non-confirmations, as well as
combating discrimination, remains challenging for employees. Responding to TNCs can be very
time-consuming and confusing for workers. When workers have an error in their records, they
often have to take unpaid time off from work to follow up with $SA, which may take more than
one trip. In fiscal year 2009, 22% of workers spent more than $50 to correct database errors
and 13% spent more than $100. Moreover, in 2009, the wait times for SSA office visits were 61%
longer than they were in 2002. American Council on International Personnel members report
that corrections at SSA usually take in excess of 90 days, and that employees must wait four or
more hours per trip, with repeated trips to SSA frequently required to get their records
corrected.

E-Verify will also increase the regulatory burden on employers, particutarly small business
owners, and siphon off already scarce governmental and financial resources. E-Verify would
require all employers to spend money on compliance training, employee verification, and
capable infrastructure for electronic submission and verification. These compliance costs will
disproportionately affect small businesses, which have fewer resources to spare. Throughout
the U.S., AAPIs own more than 1.1 million small businesses, the majority of which have small
workforces and cannot afford to lose any employees actually qualified to work. According to the
U.S. Census Bureau, these businesses have provided jobs to 2.2 million employees, had receipts
of $326.4 billion, and generated payroli of $56 billion. With the flagging economy, we cannot
afford to burden AAPI businesses any further.

Lastly, the U.S. cannot afford to divert scarce governmental and financial resources towards
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funding this deeply flawed program. According to the U.S. Congressional Budget Office (CBO),
implementation of a mandatory program (without legalizing the current undocumented
population} would increase the number of employers and workers who resort to the black
market, outside of the tax system. This would decrease federal revenue by more than $17.3
billion over ten years. Making E-Verify mandatory will worsen our deficit in the long run.
Mandating use of E-verify for all employers will tax the resources of an already overburdened
SSA. During the period March 1, 2009 through April 30, 2010, about 3.1 million visitors waited
more than 1 hour for service, and of thase visitors, over 330,000 waited more than 2 hours.
Further, in fiscal year 2009, about 3.3 million visitors left a field office without receiving service.

Therefore, for the reasons aforementioned, we oppose a mandatory E-Verify program. Instead
of layering E-Verify on top of a broken immigration system, we need to fix the system. We need
broad reform of our immigration system that includes a path to legal status for unauthorized
immigrants. This would result in a large economic benefit—a cumulative $1.5 trillion in added
U.S. gross domestic product over 10 years. Thank you.
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Statement of Jessica St. Pierre
U.S. Citizen, Negatively Impacted by E-Verify
House Committee on Ways and Means
Subcommittee on Social Security
Hearing on the Social Security Administration’s Role in Verifying Employment Eligibility

April 14, 2011

My name is Jessica St. Pierre and I am a U.S. citizen, born and raised in Florida. On
November 09, 2010, my life changed forever because I was fired due to an error in the
employment verification system called E-Verify. I was wrongly identified as not having
employment authorization. After my firing, I remained unemployed for months. This is my
story.

[ was fired from my job despite providing supporting documents to government agencies
and my employer and explaining over and over again that I was authorized to work in the
United States. At first, my employer indicated that there was problem with my work
authorization and suggested | visit the Social Security Administration (SSA) office, My
father and | went to my local SSA office and they told us everything was correct in their
system. This office gave me a print-out indicating that my information matched, but the
print-out did not indicate that [ was work-authorized. After my first trip to the SSA office,
told my employer about the document and they said it wasn’t enough, noting that “Well
that’s not what it says in our system.” It was only then that my employer told me that they
were using E-Verify and that the program indicated that there was an error.

As the days and weeks passed, I tried to correct this error, in vain, in numerous ways. For
example, the following week, I went down to a legal services organization and they referred
me to the Equal Employment Opportunity Commission (EEOC). When I talked with my
local EEOC office, they told me that I didn’t really have case but advised me to call E-Verify
and find out what was going on. I took the advice and immediately researched the number
to E-Verify. I called the hotline and waited almost an hour just to hear the representative
say that after running my name in the system that everything is okay. I felt relieved and I
asked if she could send that documentation in the mail so that I could take it back to my
employer. She said that she could not send me this information, but could contact my
employer. | said okay and asked her to do so. Again, I could not receive any information
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confirming E-Verify’s error. Despite the call from the E-Verify program, my employer still
could not straighten out this mess. I thought a call from E-Verify to my employer would get
my job back, but [ contacted the employer and was told there was nothing I could do to get
my job back. In desperation, [ went back to my local SSA office and received the same print-
out—the document that had failed me before—from SSA staff.

Angry and frustrated, I thought knew this wasn’t right. I have done everything right,
including going to all the proper agencies to get this situation resolved. What else is a
worker supposed to do? I was hurt and because I felt helpless and like there was nothing
that [ could do even though I followed all the right steps. I had decided to just give up but
then decided to Google exactly what I got fired for “failure to provide employment
eligibility”. I was shocked to find an article on what I was going through and with that
article were other stories of people who are US citizens going through the exact same thing!
I was not alone and now [ knew there was a number that I could call to share my story and |
did. In the month of December I contacted the National Immigration Law Center and they
were ready to help free of charge. They did everything in their power to get me the answer
that [ was Jooking for. As it turns out, the employer had placed two spaces after my tast
name which prompted and SSA tentative nonconfirmation (TNC). Four months later in
February 2011, I met with the employer and they claimed I could come back to my position.
However, after being out of work over 3 months, I have since moved on to another
company. Though my current position has significantly lower pay, I realized that the money
wasn’t what motivates me. This employer didn’t put me through the E-Verify rollercoaster
ride, so I decided to stay with my new job. I would like to take this time out to thank the
NILC for all of their time, patience, and hard work. For I know without them [ probably
would have never known that there was an answer to my problem.
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INTRODUCTION

The House Committee on Ways and Means Subcommittee on Social Security has
scheduled a public hearing on the Social Security Administration’s role in verifying employment
eligibility on April 14, 2011. The hearing will focus on the progress made, and challenges
created, by E-Verify, an internet-based system designed to electronically verify work eligibility
and operated by the Department of Homeland Security (“DHS”) and the Social Security
Administration (“SSA™). The Subcommittee will examine ways to improve the system and, in
that context, review various proposals to expand employment eligibility verification, including
increasing enforcement through the sharing of taxpayer wage information and taxpayer identity
information.

The proposals that provide for increase enforcement through sharing of taxpayer wage
information and taxpayer identity information require amendments to the Internal Revenue
Code' which classifies this information as confidential return information protected by section
6103 and prohibits its disclosure except under specifically identified circumstances.

This document,” prepared by the staft of the Joint Committee on Taxation and submitted
to the House Committee on Ways and Means Subcommittee on Social Sccurity, provides a brief
overview of section 6103 of the Code which prohibits disclosure of tax returns and tax return
information except in specific circumstances, such as disclosure of certain tax return information
to the SSA.

! Unless otherwise stated, all section references and reference to the “Code” are to the Internal Revenue
Code of 1986, as amended.

2 This document may be cited as follows: Joint Committee on Taxation, The Social Security
Administration’s Role in Verifving Employment Eligibility: Background and Present Law Relating to
Section 6103 and Employment Verification (JCX-25-11), April 12, 2011. This document is availablc on the
internet at www.jet.gov.



126

OVERVIEW OF SECTION 6103 AND TAX RELATED PENALTIES

Background

Congress reviewed the tax information disclosure rules in depth in 1976.% At that time,
the rules had not been reviewed by Congress for 40 years and a growing number of rules
allowing disclosure of tax information had been established by executive order. Prior to 1976,
tax returns were considered public records, and were suhject to disclosure pursuant to executive
order. There was substantial controversy over the extent of actual and potential disclosure of
returns and return informatjon to other Federal and State agencies for nontax purposes and
whether such disclosures hreached a reasonable expectation of privacy on the part of the
American citizen with respect to such information. This controversy led to the concern as to
whether the public’s reaction to such an abuse of privacy would impair compliance with the
Federal voluntary tax assessment system. In addition, questions were raised about whether tax
returns and tax information should be used for any purpose other than tax administration.*

Due to concerns regarding the possible misuse of returns and return information, section
6103 was amended in the Tax Reform Act of 1976. In reviewing each of the areas in which
returns and return information were subject to disclosure, Congress sought to balance a particular
office’s or agency’s need for the information with the citizen’s right to privacy and the related
impact of the disclosure upon the necessary continuation of voluntary compliance witb the
country’s tax assessment system. Legislation at that time clarified the rules governing disclosure
of taxpayer return information, providing that returns and return information are confidential and
not subject to disclosure except in those limited circumstances set forth in section 6103 in which
Cougress determined that disclosure was warranted.

General rule and scope of information protected by section 6103

Under present law, section 6103 provides that returns and return information are
confidential and may not be disclosed by the IRS, other Federal employees, State employees, and
certain others having access to such information except as provided by specified exceptions.

* For further detail, see Joint Committee on Taxation, General Explanation of the Tax Reform Act of 1976
(JCS-33-76) December 29, 1976 at 314; 1976-3 C.B. 314 (Vol. 2) at 326.

* As the Senate Finance Committee noted: “It has been stated that the TRS probably has more information
about more people than any other agency in this country. Consequently, almost every other agency that has a need
for information about U.S. citizens, therefore logically seeks it [rom the IRS. However, in many cases, the Congress
has not specifically considered whether the agencies which have access to tax information should have that
aceess. . . Questions have been raised and substantial controversy created as to whether the present extent of actuat
and potential disclosure of retum and return information to other Federal and State agencies for nontax purposes
breaches a reasonable expectation of privacy on the part of the American citizen with respect to such information. . .
In a more general sense, questions have been raised with respect to whether tax returns and tax information should
be used for any purposcs other than tax administration...[R]eturns and return information should generally be treated
as confidential and not subject to disclosure except in those limited situations delineated in the newly amended
section 6103 where the committee decided that disclosure was warranted.” S. Rep. No. 94-938 at 317, 1976-3 CB
355.
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Returns and information returns (including Forms W-2)

A “return” means any tax or information return, declaration of estimated tax, or claim for
refund which, under the Code, is required (or permitted) to be filed on behalf of, or with respect
to, any person. It also includes any amendment, supplemental schedule or attachment filed with
the tax return, information return, declaration of estimated tax or claim for refund. For example,
Form W-2, Wage and Tax Statement, is an information return, and is the return of both the
employer who filed it with the IRS and the employee with respect to whom it was filed.

Return information

The Code defines “return information” broadly. Tt includes a taxpayer’s identity (the
name of the person with respect to whom a return is filed, his or her mailing address, his or her
taxpayer identifying number (“TIN™), social security number (“SSN™) or a combination thereof).
In addition to taxpayer identity, return information includes any information gathered by the IRS
with regard to a taxpayer’s liability under the Code, including the following data:

e the nature, source or amount of income, payments, receipts, deductions, exemptions,
credits, assets, liabilities, net worth, tax liability, tax withheld, deficiencies,
overassessments, or tax payments;

e whether the taxpayer’s return was, is being, or will be examined or subject to other
investigation or processing;

* any other data, received by, recorded by, prepared by, furnished to, or collected by
the Secretary with respect to a return or with respect to the determination of the
existence, or possible existence, of liability (or the amount thereof) of any person
under this title for any tax, penalty, interest, fine, forfeiture, or other imposition, or
offense;

* any part of any written determination or any background file document relating to
such written determination which is not open to public inspection under section 6110;

e any advance pricing agreement entered into by a taxpayer and the Secretary and any
background information related to the agreement or any application for an advance
pricing agreement; and

e any agreement under section 7121 (relating to closing agreements), and any similar
agreement, and any background information related to such agreement or request for
such agreement (sec. 6103(b)(2)).

The term “return information” does not include data in a form that cannot be associated
with or otherwise identify, directly or indirectly, a particular taxpayer. However, return
information with the identifiers (name, address, SSN) simply removed is still protected by
section 6103.

Taxpayer return information

“Taxpayer return information” is another defined term for purposes of section 6103 and
is a subset of return information. Taxpayer return information means return information that is
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filed with, or furnished to, the IRS by or on behalf of the taxpayer to whom such return
information relates. For example, information filed with the IRS by a taxpayer’s attorney or
accountant is taxpayer return information. Information transcribed directly from a taxpayer’s
return is taxpayer return information. Thus, identity information taken from a return or
information return is taxpayer return information. The distinction between return information
and taxpayer return information is significant for the disclosures of nontax criminal matters for
which a court order generally is required to obtain taxpayer return information.

Exceptions to the general rule of confidentiality

Section 6103 contains a number of exceptions to the general rule of confidentiality that
permit disclosure in specifically identified circumstances when certain conditions are satistied.’
The primary use of tax information is for tax administration purposes, which is addressed in
several broadly drawn exceptions.’ For nontax civil matters, section 6103 provides narrowly
tailored exceptions that generally provide the minimum amount of information necessary to
achieve the requesting agency’s purpose. As discussed above, the tailoring of the exceptions
reflects the balance between a taxpayer’s legitimate expectation of privacy in their
communications with the IRS and an agency’s nontax program need, and is based on the notion
that maintenance of an expectation of privacy promotes tax compliance.

Nontax criminal matters (section 6103(i})

In the case of criminal matters unrelated to tax administration, Congress has indicated
that a taxpayer’s communications with the IRS, which are compelled by the Internal Revenue
Code, should be atforded the same degree of privacy as those private papers maintained in a
taxpayer’s home:

The Committee decided that the information that the American citizen is compelled by
our tax laws to disclose to the Internal Revenue Service was entitled to essentially the
same degree of privacy as those private papers maintained in his or her home. Present
law and practice does not afford him that protection ~ the Justice Department and
other Federal agencies, as a practical matter, being able to obtain that information for
nontax purposes almost at their sole discretion.’

¥ See section 6103(c) (disclosure by taxpayer consent): 6103(d) (disclosure to State tax officials); 6103(e)
(disclosure to persons having material interest); 6103(f) (disclosure to committees of Congress); 6103(g) (disclosure
to the President and certain other persons); 6103(h) (disclosure to Federal officers and employees for tax
administration purposcs); 6103(i) disclosure to Federal officer and employees for administration of Federal laws not
relating to tax administration); 6103(j) (statistical usc); 6103(k) {disctosure of certain returns and return information
for tax administration purposes); 6103(1) (disclosure for purposes other than tax administration); 6103(m)
(disclosure of taxpayer identity information); 6103(n) (tax administration contractors); and 6103(0) (disclosure of
return and return information with respect to certain taxes).

$ For example, see secs. 6103(0)(1) and (2), 6103¢h), and 6103(k).

7 8. Rep. No. 94-938 at 328,
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For criminal matters unrelated to tax administration, present law section 6103(i) draws a
distinction between returns and information provided by the taxpayer or his or her representative
to the IRS (“taxpayer return information”) and all other return information. Retumn information
that is not also within the subset of data known as taxpayer return information includes witness
statements or records gathered by the TRS from third party sources (e.g., witnesses and banks).
Stricter requirements must be met to obtain returns and taxpayer return information.

To obtain a return or return information that was provided to the IRS by the taxpayer or
his or her representative (taxpayer return information), an ex parte court order must be obtained.
Such order is made only if the court finds that the application for the court order meets certain
specificity and relevancy requirements,"

In contrast, for return information (other than taxpayer return information) a court order
is not required and may be disclosed upon receipt of a written request, meeting the statutory
content requirements, from the head of a Federal agency and certain other statutorily identified
persons. In addition, on its own accord and without a written request, the IRS may disclose
return information (other than taxpayer return information) in writing which may constitute
evidence of a violation of nontax Federal criminal law to the head of a Federal agency
responsible for administering such law.'® The IRS may also disclose return information to
Federal and State law enforcement agencies in cases of imminent danger of death or physical

injury.""
Exception for disclosures to the Social Security Administration

For purposes of administering the Social Security Act, present law authorizes disclosure
to the Social Security Administration (“SSA”), upon wrilten request, of returns and return
information relating to self-employment taxes (Chapter 2 of the Code); Federal Insurance

Contributions Act (“FICA”) taxes (Chapter 21 of the Code); and taxes withheld at the source on
wages (Chapter 24 of the Code)."

Documents which may be disclosed to the SSA under this provision include but are not
limited to:

e Schedule C, Form 1040, Profit (or Loss) from Business or Profession,

¥ Sec. 6103(i)(1)(A).

¥ See sec. 6103(i)(1). While less restrictive standards apply to disclosures related to terrorism
investigations, an ex parte court order is still required to obtain returns and taxpayer return information. See.
6103(i)(7)(C).

1 Sec. 6103()(3)(A).

|

Sec. 6103(1)}3)(B).

2 See. 6103(1)(1)(A).
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e Schedule E, Form 1040, Supplemental Income Schedule-Part IIT, Income or Loss
from Partnerships,

e Schedule F, Form 1040, Farm Income and Expenses,

e Schedule SE, Form 1040, Computation of Social Security Self-Employment Tax,
o Form 1065, U.S. Partnership Return of Income,

e Form 941, Employer’s Quarterly Federal Tax Return,

« Form 942, Employer’s Quarterly Tax Return for Household Employees or portions
Schedule H, Form 1040,

e Form 943, Employer’s Annual Tax Return for Agricultural Employees,

e Form W-2, Wage and Tax Statement (limited to those portions of the W-2 relating to
Chapters 21 and 24), and

® Return information related to the bullets above."

For administering section 1131 of the Social Security Act, Code section 6103(1)(1)(B)
authorizes disclosure to the SSA of return information described in section 6057(d) pertaining to
pension, profit-sharing, stock bonus plans, etc. to which part I of subchapter D of Chapter | of
the Code applies.'

Section 6103(1)(S) authorizes disclosure of information returns to the SSA for: (1)
carrying out an effective retumns processing program; (2) the Combined Annual Wage Reporting
(“CAWR™) Program; and (3) certain disclosures for epidemiological and similar research. The
information returns which may be disclosed under section 6103(1)(5) are those filed under Part
I, Subchapter A, Chapter 61 of the Internal Revenue Code. These include primarily Form W-2;
Form W-3 (Transmittal of Wage and Tax Statements); and Form 1099-R (Distributions from
Pensions, Annuities, Retirement or Profit Sharing Plans, IRAs, Insurance Contracts, etc).l’

Safegnards against and penalties for unauthorized disclosure or inspection of returns and
information

Safeguards

Section 6103 requires as a condition for receiving tax information, that recipient agencies
establish, to the satisfaction of the IRS, physical, administrative and technical safeguards to the

% Internal Revenue Service, Internal Revenue Manual, Disclosure of Official Information: Administration
of the Social Security Act - Social Security Administration, Ch. 11.3, sec. 11.3.29.3 (9-1-2009).

" Section 6057(d) covers statements, notifications, reports and other information received by the IRS
pursuant to the annual plan registration requirements of section 6057. Section 1131 of the Social Security Act
relates to notification of Social Security claimant with respect to deferred vested benefits.

5 Internal Revenue Service, Internal Revenue Manual, Disclosure of Official Information: Disclosure of
Information Returns to Social Security Administration, Ch. 11.3, sec. 11.3.29.3.2 (9-1-2009).



131

protect the confidentiality of the information received.'® Such safeguards include a standardized
system of records with respect to requests for disclosure of tax information and the reason for
such disclosure, secure storage for the tax information, restrictions which limit access to the tax
information to persons whose duties and responsibilities require access, and other safeguards as
the IRS deems appropriate. The IRS is to review the safeguards established by such agencies
and is permitted to terminate access if the safeguards are found unsatisfactory.

Civil and criminal penalties for unauthorized disclosure or inspection

The Code provides for criminal penalties and civil damages in the event of an
unauthorized disclosure. The willful unauthorized disclosure of tax information is a felony
punishable by a $5,000 fine, up to five years imprisonment, or both."” Willful unauthorized
inspection of tax information is a misdemeanor punishable by a $1,000 fine, up to one-year
imprisonment or both." Federal employees and officers are required to be discharged from
employment upon conviction of willful unauthorized disclosure or inspection.

An action for damages against the United States is permitted when any Federal officer or
employee knowingly or by reason of negligence inspects or discloses tax information in violation
of any provision of section 6103." A plaintiff is entitled to: (1) actual damages sustained as a
result of unauthorized disclosure (including punitive damages for willful or grossly negligent
disclosures), or (2) liquidated damages of $1,000 per disclosure, whichever is greater, as well as
costs of the action and in certain cases, attorney fees. No lability arises from a good faith but
erroneous interpretation of section 6103 or a disclosure made at the request of the taxpayer.

' Sec. 6103(p)(4). Sec also Internal Revenue Service, Publication 1075, Tax Information Security
Guidelines for Federal, State and Local Agencies: Safeguards for Protecting Federal Tax Returns and Return
Information (Rev. 6/2000).

17 Sec. 7213(a)1).

% Sec. 7213A(a)(2)(b).

' Sec. 7431.
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Prepared Statement of National Committee
to Preserve Social Security and Medicare

NCPSSM Natio"al Commi“ee to Pl‘eser\/e Barbara B. Kennelly
Social Se()urlty and Medicare President & CEO

Statement for the Record by Barbara B. Kennelly, President and CEO
National Committee to Preserve Social Security and Medicare
10 G Street, N.E. Suite 600
Washington, DC 20002

House Committee on Ways and Means
Subcommittee on Social Security

Hearing on the Social Security Administration’s Role in Verifying
Employment Eligibility

April 13,2011

As President and Chief Executive Officer of the National Committee to Preserve
Social Security and Medicare, 1 appreciate the opportunity to submit this statement for
the record. With millions of members and supporters across America, the National
Committee is a grassroots advocacy and education organization devoted to the retirement
security of all citizens.

Chairman Johnson, Ranking Member Becerra and members of the Subcommittee
on Social Security, the National Committee appreciates your holding this hearing to
examine the impact of a national employment verification system on the Social Security
Administration’s ability to serve retirees, people with disabilities, and workers of all ages.

Mr. Chairman, the members and supporters of the National Committee are very
concerned about the negative consequences of expanding the E-Verify program, which
would assign new immigration-related workloads to an already overburdened Social
Security Administration (SSA). Creating a national employment verification system,
using SSA databases and employees, to confirm the employment status of every
American worker would divert crucial resources from an already overburdened agency
thus impeding its central mission of serving its own beneficiaries. As the President and
CEO of an organization that has worked tirelessly to enhance the financial resources of
the Social Security Administration, I am deeply troubled by the effect this new,
mandatory workload would have on the agency’s ability to continue providing services to
its core beneficiaries — the American workers who contribute their Social Security payroll
taxes year after year to this program and who have earned a right to collect Social
Security benefits in a timely manner.
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Our Primary concern with proposals to expand the E-Verify program is the high
cost imposed on SSA at a time when it is struggling to maintain adequate service
delivery, reduce backlogs, and adjust to recent cuts to its already underfunded budget.
According to a 2008 Congressional Budget Office report, the cost to SSA of extending
and expanding the E-Verify program would be more than $1 billion — nearly 10 percent
of the agency’s administrative budget — in just the first year of implementation. Over 10
years, the plan would cost over $9 billion. Even though the authors of such legislation
have the highest expectations that sufficient appropriations will be provided to cover
these costs, recent experience with legislators implementing and demanding more cuts to
SSA leads us to belicve that the agency would not be provided with sufticient resources
to handle this massive new workload.

As you arc well aware, the Social Security Administration is already facing
several significant challenges. Over the last few years, SSA has experienced a dramatic
increase in retirement, survivor, disability, and Supplementary Security Income claims.
The additional claims receipts are driven by the initial wave of the nearly 80 million baby
boomers who will be filing for Social Security benefits by 2030 — an average of 10,000
per day. Concurrently, the recent economic downturn has caused new disability claims to
skyrocket.

Nationwide, over 3.2 million new disability claims were filed and sent to the
Disability Determination Services in FY 2010. This surge of increased claims has created
backlogs of pending initial disability claims. Despite these unprecedented challenges,
SSA continues to utilize the modest additional resources received in the last three fiscal
years to clear more disability claims and hearings cases. Unfortunately, the numher of
claims and hearings pending is still not acceptable to Americans who need Social
Security or Supplemental Security Income for their basic income, health care costs, and
support of their families.

The increased number of claims has imposed a significant strain on SSA field
offices charged with processing the additional claims and providing other vital services to
the American public. Nationally, visitors to Field Offices increased from 41.9 million in
FY 2007 to 45.4 million in FY 2010. SSA is also experiencing unprecedented telephone
call volumes, and in FY 2010, SSA completed 67 million transactions over the 800-
Number telephone network.

Currently, the agency is attempting to address the FY 2011 workload demands
with FY 2010 resource levels. As a consequence of operating at this inadequate funding
level, the agency has had to institute a number of cutbacks that further threaten its ability
to deliver quality service to the public, including a hiring freeze and termination of most
employee overtime. Most recently, SSA has had to suspend the mailing of annual
earnings and benefits statements to millions of tax payers. These statements play a vital
role in communicating to American workers important information about the Social
Security program: estimates of the amount of benefits they will receive in retirement or if
they become disabled so they may properly prepare for a secure retirement.
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Given the strain on the workload SSA currently faces and the likelihood of
continued uncertainty in funding, the National Committee is sympathetic to the situation
the agency faces in determining what activities can be funded and what activities must be
suspended due to lack of administrative resources. Therefore, we arc very concerned
about the impact of expanding the E-Verify program and accompanying inerease in
workloads on an already overburdened agency. Any increase in SSA’s workload without
a comparable increase in funding would further divert SSA from its central mission of
serving its own beneficiaries — the elderly, people with disabilities, and workers of all
ages who have contributed and eamed the right to collect Social Security benefits in a
timely manner. SSA’s resources are already being stretched thin by a dramatic increase in
claims and a disability backlog challenge while at the same time, the agency is being
asked to operate at reduced funding levels. As a result, strains are being placed on other
agency services, especially those in local offices wbere customers are experiencing long
waits and unanswered phones. As always, SSA employees are making a strong effort to
maintain their high level of productivity and quality service, but it is becoming
increasingly difficult.

The National Committee is not taking a position on the underlying goals of any of
the immigration bills before the Congress. However, we believe it would be a significant
mistake to require SSA to take on the burden of veritying the work status of every
American for immigration-related purposes. Given the limited resources that SSA
currently has— and the possibility of even further reductions— to carry out its
obligations to America’s seniors and people with disabilities, we believe it would be
unwise to encumber SSA with these costly and unrelated responsibilities and would
frustrate the agency’s ability to carry out its core responsibilities to America’s seniors and
people with disabilities.



135

Prepared Statement of National Council
of Social Security Management Associations

United States House of Representatives
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Joe Dirago
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Oversight Hearing on the Social Security Administration’s
Role in Verifying Employment Eligibility
April 14, 2011

Chairman Johnson, Ranking Member Becerra, and Members of the Subcommittee, my name is
Joe Dirago and T am President of the National Council of Social Security Management
Associations (NCSSMA). | have been the manager of the Social Security office in Newburgh,
New York for ten years and have worked for the Social Security Administration for 31 years,
with 27 years in management. On behalf of our membership, I am pleased for the opportunity to
submit this statement to the Subcommittee regarding our concerns on Employment Eligibility
Verification and the potential impact on the Social Security Administration (SSA).

NCSSMA is a membership organization of nearly 3,400 SSA managers and supervisors who
provide leadership in 1,299 community based Field Offices and Teleservice Centers throughout
the country. We are the front-line service providers for SSA in communities all over the nation.
We are also the federal employees many of your staff members work with to resolve problems
and issues for your constituents who receive Social Security retirement benefits, survivors,
disability benefits, and Supplemental Security Income. Since the founding of our organization
over forty-one years ago, NCSSMA has considered our top priority to be a strong and stable
SSA, one that delivers quality and prompt locally delivered service to the American public. We
also consider it a top priority to be good stewards of the taxpayers’ moneys.

In May 2008, our organization testified before this Subcommittee on issues related to a
mandatory employment eligibility verification system and the potential impact on the Social
Security Administration. This statement for the record provides current information and
challenges for SSA with the current E-Verify system, key issues confronting our agency, a
review of SSA’s funding situation, and an assessment of what increasing SSA’s role in
immigration verification would mean to service delivery.

NCSSMA has critical concerns about the dramatic growth in our workloads and receiving the
necessary funding to maintain service levels vital to millions of people. Despite agency strategic
planning, expansion of online services, significant productivity gains, and the best efforts of
management and employees, SSA still faces many challenges to providing the service that the
American public has earned and deserves.
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The Social Security Number for Employment Eligibility & Identity Purposes

When the Social Security Act was enacted in 1935, Social Security Numbers (SSN) were
established to credit workers with eamings accumulated that eventually entitled them to benefits.
The SSN was never intended to be a national identifier. Use of the Social Security Card to assist
in determining eligibility for employment was first authorized in 1986, more than 50 years after
the first SSN was issued. At that time, employers were required to confirm the eligibility of their
new employees by reviewing the original Social Security Card. 1f the card was not available, the
employer was allowed to contact SSA to verify that the SSN matched the new employee’s name
and age. A voluntary Employer Enumeration Verification System (EEVS) was created to allow
employers with a large volume of new hires to check their status quickly.

Because of the prevalence of undocumented workers in certain areas of the country, an electronic
verification system known as “Basic Pilot” was established as a joint venture between the U.S.
Citizenship and Immigration Service (USCIS) in the Department of Homeland Security (DHS)
and SSA’s EEVS, as part of the THegal Immigration Reform and Immigrant Responsibility Act
of 1996. The pilot was originally limited to five states: California, Illinois, Florida, New York,
and Texas, as these were the states with the largest estimated populations of non-citizens not
lawfully present in the United States. Nebraska was added to the Basic Pilot in 1999 due to the
prevalence of undocumented workers in the meat packing industry in that state. Employers in
these six states were then allowed to expand the program to their locations in other states.
National use of the Basic Pilot was authorized in 2003.

DHS introduced the E-Verify system in 2007, which is an updated version of Basic Pilot and in
current use. E-Verify is an easy to use web-based system that allows participating employers to
determine whether newly hired employees are authorized to work in the United States under
immigration law. While DHS is responsible for enforcing the prohibitions on unauthorized
employment, SSA plays a key role in the voluntary verifieation process.

The E-Verify program allows employers to verify employee information taken from the
Employment Eligibility Verification Form (Form [-9) against more than 455 million SSA
records, more than 122 million Department of State passport records, and morc than 80 million
DHS immigration records. Employers may use the program once a hiring commitment is made
to an employee to verity employment eligibility. If information on the records is discrepant, the
employer receives a “tentative non-confirmation notice” (TNC). The notice indicates the source
of the discrepancy, and issues a notice to the employee giving them eight days to contact DHS or
SSA as appropriale to correct the discrepancy and to keep his/her job. Tf SSA requires additional
information from the employee, more time is provided to correct the discrepant record.

E-Verify is available in all 50 states, the District of Columbia, Puerto Rico, Guam, and the U.S.
Virgin Islands. Under federal law, the program is voluntary for employers except for
participation by federal agencies, the legislative branch, and federal contract holders. State and
local governments in 19 states and 25 localities have also required some level of E-Verify usage.
Four states, Arizona, Mississippi, South Carolina, and Utah, and seven localities in California
and Nebraska have made the use of E-Verify mandatory for most or all employers in their
Jjurisdictions. The U.S. Citizenship and Immigration Services (USCIS) reports more than

"
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246,000 employers are enrolled in E-Verify, representing more than 850,000 [ocations. In FY
2010, 16.5 million queries of the E-Verify system were processed. USCIS figures show that
98.3% of employees submitted for verification through E-Verify were automatically confirmed
as work authorized. Another 0.3% were confirmed after resolution of the mismatch, and only
1.43% of employeces submitted were found not authorized to work.

On March 21, 2011, the Secretary of Homeland Security announced the launch of E-Verify Self
Check, allowing prospective employees to access their own information from DHS and SSA
systems. This service allows job applicants to check their work-authorized status and correct any
discrepancies on federal databases before applying for a job. It is currently available in five
states and the District of Columbia, and will be expanded to the rest of the country on a rolling
basis.

A number of immigration reform proposals include provisions mandating verification for all 7.7
million private and public sector employers throughout the country. Some proposals, such as
H.R. 693, would make the use of E-Verify permanent and mandatory. The majority of
employment veritication proposals would rely on SSA to play a major role because the agency
has a database with information about the entire American workforce, including information on
citizenship status.

Challenges for SSA with the Current E-Verify System

Although usage of E-Verify has increased in recent years, it is only used by 11% of the nation’s
current employers. In a “mandatory use” state such as Arizona, only one-third of its employers
use E-Verify. This makes it difficult to project exactly how great an impact E-Verify would
have on SSA’s workloads if it were mandated nationally, as proposed in H.R. 693. According to
USCIS statistics, 1.7% of E-Verify cases are discrepant and almost always require at least one
visit to a local SSA office. Information provided by SSA’s Office of Budget for an OIG report
on E-Verify indicates SSA may see between 210,000 and 700,000 additional visitors at Field
Oftfices over a five-year period. This number constitutes a 5% to 16% increase in visitor traffic
to Social Security Field Offices. SSA Field Offices that would be most affected by the
mandatory use of E-Verify are already struggling with large volumes of visitors and extensive
waiting times. Given the reality of the federal budget process, TNC cases would create still
longer waiting times, and negatively affect the ability of Field Office employees to complete
core Social Security business.

Not only would the universal use of E-Verify generate a significant number of additional
contacts with SSA, there are also problems and limitations related to the process that must be
acknowledged regarding use of the program as an employment eligibility verification system.

* Employer Input Error: While DHS has added an alert to the employer to reduce the
number of input errors made by employers, these errors still occur. The accuracy of the
Numident check is only as good as the information input by the employer using the system.
Sometimes the difference of a letter in a name (i.c. “Gregg” instead of “Greg”) can create a
tentative non-confirmation message. Date of birth and SSN input errors can also create this
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problem. These errors can cause workers to make unnecessary trips to Social Security Field
Offices in order to correct problems that do not exist.

* Discrepancies in Names Due to Marriage or Language: While newly married individuals
who take their spouse’s name should change their records with the Social Security
Administration, there is often a delay in doing so. This discrepancy can cause a tentative
non-confirmation message. In addition, differences in language customs can causc
discrepancies between DHS and SSA records. In either case, eligible employees would
receive a TNC notice and require a visit to an SSA Field Office.

* Repeat Visits to SSA Field Offices to Resolve Discrepancies: When an employee receives
a tentative non-confirmation notice from E-Verify, it is not clear to either the employer or
employee what discrepancy caused the problem. The message, “SSN Does Not Match”
could relate to any of four discrepancies between the information input into the system and
the SSA Numident database. The employee does not learn the real reason behind the
discrepancy until he or she reports to the SSA Field Office and a representative reviews the
case and informs the employee of the evidence needed. If the problem is due to a date of
birth discrepancy, the employee must return with a birth certificate. If a name discrepancy
exists due to marriage, a marriage certificate is needed. If the problem is because the
citizenship status is discrepant, then immigration documents may need to be submitted. If
any of these documents are not in the employee’s possession, the employee would need to
order a replacement document from the source, which may take weeks to obtain.
Meanwhile, the employee’s employment status remains unresolved. At the very least, the
employee must make muitiple trips to the local SSA Field Oftice to resolve the issue.

¢ Ineffectiveness of E-Verify in Identity Theft Cases: Recent incidents in Nebraska,
Minnesota, Texas, lowa, and Utah communities showed that concerns about the effectiveness
of E-Verify checks are well placed. Swift & Company meat packing plants were raided by
ICE officers in December 2006, resulting in the detainment of 1,282 employees, many later
found to be ineligible to work in the United States. At the time of the raid, Swift was
exonerated of any wrongdoing as they were using the Basic Pilot as prescribed by DHS.
Identity theft was cited as the cause of undocumented worker employment in this case. Tn
this instance, it was found that Basic Pilot or E-Verify was useless in stolen identity cases.
Then DHS Secretary Michael Chertotf said at the time of the raids that Basic Pilot was, “not
a magic bullet for every kind of problem.”

The Current State of SSA Operations

Over the last seven years, SSA has experienced a dramatic increase in Retirement, Survivor,
Dependent, Disability, and Supplementary Security Income (SST) claims. The additional claims
receipts are driven by the initial wave of the nearly 80 million baby boomers who will file for
Social Security benefits by 2030 -- an average of 10,000 per day! Concurrently, there has been a
surge in claims filed due to worsening economic conditions and rising unemployment levels.

The need for resources in SSA Field Offices is also critical to process these additional claims and
provide vital services to the American public. Field Offices are responsible for processing 2.4
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million SST redeterminations in FY 2011, a 100 percent increase over FY 2008. Nationally,
visitors to Field Offices increased from 41.9 million in FY 2007 to 45.4 million in FY 2010.

SSA is also experiencing unprecedented telephone call volumes. In FY 2010, SSA completed 67
million transactions over the 800 Number telephone network -- the most ever. NCSSMA
estimates that Field Offices received an additional 32 million public telephone contacts.

Nationwide, over 3.2 million new disability claims werc filed and sent to state Disability
Determination Services in FY 2010. This surge of incrcased claims has created backlogs. At the
end of FY 2010, the number of pending initial disability claims was at an all-time high of
824,192 cases -- a 46 percent increase from the end of FY 2008. SSA’s largest backlogs are
hearings appealing initial disability decisions, processed by the Office of Disability Adjudication
and Review. Hearing receipts continue to rise, and as of March 2011, 728,013 hearings were
pending which is nearly 23,000 more hearings than at the end of FY 2010.

Social Security Administration Funding

Appropriations to the Social Security Administration are an excellent investment and return on
taxpayer dollars. We greatly appreciate the increased funding that SSA received for Fiscal Years
2008 through 2010. Had SSA not received this funding, the service we provide would be much
worse and the disability backlog would be unconscionable. With the support of Congress and
significant increases in employee productivity, tremendous progress has been made to enhance
puhlic service, reduce the hearings hacklog, and to process additional workloads.

SSA Funding for FY2011

NCSSMA supported the President’s FY 2011 budget request of $12.379 billion for SSA’s
administrative expenses. As NCSSMA President, in March 2011, I testified at a hearing before
the Senate Committee on Appropriations, Subcommittee on Labor, Health and Human Services,
Education, and Related Agencies, and wrote directly to President Obama and Congressional
leaders about SSA’s need to receive adequate funding to maintain service levels vital to 60
million Americans. NCSSMA requested that during negotiations on final spending levels for FY
2011, SSA be provided with funding to cover inflationary increases because it was critically
necessary to kecp up with our growing claims receipts, maintain the progress achieved on
reducing the disability hearings backlog, process program integrity workloads, and meet
customer service expectations. Despite SSA’s enormous challenges, with the federal deficit
concerns, attaining this level of funding in FY 2011 was not possible.

Inadequate funding of SSA in FY 2011 and rescissions have already had major repercussions
including a hiring freeze, elimination of overtime, and postponements of efficiency initiatives.
Reducing resources at the same time SSA workloads are increasing is not prudent and is a
prescription for making a very productive agency that efficiently uses the taxpayers’ moneys into
one with significant service delays and mounting backlogs. Service deterioration resulting from
inadequate FY 2011 funding levels will have a collateral negative impact on FY 2012.

Presidernt's Proposed FY'2012 SSA Budget
NCSSMA strongly supports the President’s FY 2012 budget request for SSA and requests that
Congress provides full funding to sustain the momentum achieved to allow the agency to:
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*  Reduce the initial disability claims backlog to 632,000 by processing over 3 million claims;

¢ Conduct disability hearings for 822,500 cases and reduce the waiting time for a hearing
decision below a year for the first time in a decade;

¢ Reduce pending hearings to 597,000 from the FY 2010 level of 705,367; and

e Complete additional program integrity workloads yielding nearly $9.3 billion in savings
over 10 years, including Medicare and Medicaid savings by processing 592,000 medical
Continuing Disability Reviews (CDRs) and 2.6 million SSI redeterminations.

Assessment of SSA Challenges

Field Office Service Delivery Challenges

SSA Field Offices vary in size, demographics, and location. However, all types of Field Offices
are experiencing tremendous pressure because of our increased workloads and additional visitor

traffic. The effect of funding Social Security in FY 2011 at FY 2010 levels or below exacerbates
the situation and has already had a significant impact on local Field Offices around the country.

Frontline feedback from our busiest urban offices indicates that some have seen their visitor
traffic explode with overflowing reception areas and increased waiting times. A manager of a
busy SSA Field Office recently provided this comment:

*  We handle close to 2000 visitors a week. Recent losses due to retirement are affecting the
service we provide, as we cannot interview the public fast enough. If we cannot hire to fill
losses, the public will wait longer and be disadvantaged. In addition, the safety of the
employees becomes at risk as the public becomes frustrated at the long waits. (California)

Most of SSA has been under a hiring freeze because of the current funding situation. A hiring

Sreeze for all of FY 2011 could result in a loss of over 2,500 SSA federal employees and up to

1,000 state employees in the Disability Determination Services. A SSA Field Office manager

recently provided the following feedback about the effect of the current SSA hiring freeze:

* A hiring freeze will be detrimental, especially to the processing of our disability workloads.
In the past 6 months alone, our office staff has been reduced from 57 to 53 employees. We
are anticipating a minimum of four more losses and will be down 1o 49 by the end of the year
—a 14% decline in staff. SSA employees take pride in their work knowing that the American
public depends on us. Not having the resources to process workloads in a timely manner
undermines the positive morale of the staff as well as the public’s trust in our agency. (Texas)

As in-office visitors increase in already busy offices, there has also been an increase in reported
security incidents. A November 2010, Office of the Inspector General (OIG) Report, “Threats
against SS4 employees or Property, " indicates, “SSA has experienced a dramatic increase in
the number of reported threats against its employees or property. The number of threats ...
increased by more than 50% in FY 2009 and by more than 60% FY2010.” This SSA manager
expresses the connection between staff Josses and security concerns:
¢ A hiring freeze for all of FY 2011 would be devastating. We lost bwo emplayees and could
not replace them. We are already seeing much more stress on staff members assuming the
workloads of the employees we lost, and higher frustration levels from callers and visitors.
The American public does not care that we are short on staff, they want to he seen quickly,

6
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have their calls answered and get their issues resolved. 1 am concerned that this type of
Jfrustration will lead to more threats and acts of violence toward staff members. (Kentucky)

SSA has a highly skilled but aging workforce with about two-thirds of its over 60,000 employees
involved in delivering direct service to the public. S84 projects 50 percent of its employees,
including 66 percent of supervisors, will be eligible to retire by FY 2018. Serious concerns
exist about the agency’s ability to sustain service levels with the tremendous lToss of institutional
knowledge from SSA’s front-line service personnel.

Geographical staffing disparities will occur with attrition leaving some offices significantly
understaffed. This is especially problematic for rural SSA Field Offices that serve customers
who often live vast distances away, may have no Internet service, and lack access to public
transportation. In many rural areas, SSA is the face of the federal government.

SSA workloads are expected to grow exponentially as the baby boomers retire. Reducing
resources while work is significantly increasing will result in substantial service delays and
inefficiencics as SSA tries to cope with the mounting backlogs. SSA is a very productive agency
that efficiently uses the taxpayers’ moneys and must be maintained as such.

SSA takes its stewardship responsibilities seriously and makes every effort possible to ensure the

accuracy of benefit payments. SSA issues $800 billion in benefit payments annually to 60

million people and takes its stewardship responsibilities seriously. Tf SSA is able to fulfill its FY

2011 program integrity targets the estimated program savings over the next ten years is ncarly $7

billion! The President’s FY 2012 budget request includes $938 million dedicated to program

integrity, which saves taxpayer dollars and is fiscally prudent in reducing the federal budget and

deficit.

* (CDRs determine whether disability benefits should be ceased because of medical
improvement. Medical CDRs yield 310 in lifetime program savings for every 81 spent.

¢ SSI redeterminations review nonmedical factors of eligibility, such as income and resources,
to identify payment errors. SSI redeterminations yield a return on investment of 87 in
prograin savings over 10 years for each §1 spent, including Medicaid savings accruals.

SSA budgetary constraints have caused the shortfall between the number of CDRs due and the
number conducted each year. A SSA Office of Inspector General (OIG) report in Decemher
2010, titled “Top Issues Facing Social Security Administration Management—Fiscal Year
2011 provides O1G's perspectives on the most serious SSA management challenges. The report
indicates there is a significant need to increase the number of CDRs conducted by SSA because
there is a backlog of approximately 1.5 million cases. If S84 completes all of the 1.5 million
medical CDRs, the lifetime program savings would be over $15 billion!

NCSSMA strongly encourages Congress to provide SSA with the necessary funding to reduce
the medical CDR backlog and to conduct additional SSI redeterminations. Investment in
program integrity workloads ensures accurate payments, saves taxpayer dollars and is fiscally
prudent with regard to the federal budget and the ongoing administration of SSA programs.
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Challenges

The expansion of services available to the American public via the Internet has helped to
alleviate the number of visitors and telephone calls to SSA. However, the Internet is not keeping
pace with the increasing demand for service, and high-volume transactions, such as Social
Security Cards and benefit veritications are not available on the Internet, or are only being used
to a limited degree. This represents over 40% of the 45.4 million visitors to SSA Field Offices.

NCSSMA believes that SSA must be properly funded in FY 2012 and beyond so that it may
continue to invest in improved user-friendly online services to allow more online transactions. Tf
individuals were able to successfully transact their request for services online, this would result
in fewer contacts with Field Offices, improved efficiencies, and better public service.

has made a major resource investment to improve this situation. The agency’s goal is to
eliminate the backlog by 2013 and to improve processing time to 270 days. Commissioner
Astrue has implemented several initiatives to achieve this goal, but this will depend on the
available resources provided by SSA funding and the volume of new hearings received.

Annual appropriated funding levels for SSA have a critical impact on the hearings backlog. The
increase in the disability hearings backlog is partially attributable to the significant undertunding
of SSA. From FY 2004 to FY 2007, the final appropriated funding levels approved by Congress
totaled 3854 million less than the President’s requests. However, from FY 2008 to FY 2010, the
cumulative final appropriation level was $203 million more than the President’s requests. In
addition, SSA received nearly $1.0 billion in American Recovery and Reinvestment Act funding,
which was utilized to help address the hearings backlog. The increased resources for SSA were
even more essential as the agency’s workloads grew at a rapid pace following the economic
downturn. With the increased funding SSA has received in the last three fiscal years, the agency
has opened or expanded 19 Hearing Offices, including a fifth National Hearing Center, hired 228
Administrative Law Judges and additional support staff.

SSA’s efforts have resulted in significant progress in reducing both the number of pending
hearings and the amount of time a claimant must wait for a hearing decision. Atthe end of FY
2010, the pending hearings were reduced to 705,367 cases nationwide, the lowest level in five
years. In March 2011, the average processing time for a hearing was 359 days, the lowest level
since December 2003. Even though this is positive news, the Hearing Offices are facing a
significant wave of new hearings with approximately 400,000 additional hearings filed from FY
2009 through FY 2011 (projected) than were filed in FY 2008. This is attributable to the
increased number of disability claims filed since the cconomic downturn beginning in 2008.

The Congressional Budget Office (CBO) released a report July 22, 2010: “Social Security
Disability Insurance: Participation Trends and Fiscal Implications.” According to this report,
disability beneficiaries tripled from 2.7 million to 9.7 million people from 1970 to 2009. The
CBO projects the number of disability beneficiaries will grow to 11.4 million by 2015. InFY
2011, SSA anticipates receiving 629,000 more initiai disability claims than in FY 2008.
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It is essential to provide adequate funding to SSA to maintain the momentum achieved in
reducing the number of disability cases pending and the processing time for these cases.
Unfortunately, the number of claims and hearings pending is still not acceptable to Americans
who need Social Security for support of their families. Progress was undermined by the FY
20117 budget impasse, resulting in the suspension of opening eight pl I Hearing Offices in
Alabama, California, Indi Michigan, Mi ta, M New York, and Texas. This
significantly weakens SSA’s efforts to eliminate the hearings backlog by FY 2013.

estmen(s
SSA is confronted with significant challenges in managing its Information Technology (IT)
programs to keep up with rapidly expanding workloads. NCSSMA believes it is critical that
SSA receive adequate funding to allow for much-needed IT investments. This is vitally
necessary for SSA to replace the aging National Computer Center, to maintain systems
continuity and availability, upgrade the agency’s telephone system, and to improve IT service
delivery. SSA’s initiatives to implement automation and technological efficiencies are vitally
important to the success of the agency.

Considerations Relevant to Increased Use of E-Verify and SSA Service Delivery

Regardless of your perspective on the expansion of E-Verify, one of the key questions before this
Subcommittee is the potential impact of mandatory employment eligibility verification on SSA’s
service delivery. While NCSSMA is not taking a position on the underlying goal of any of the
immigration bills before Congress, we believe it would not be prudent to require SSA to assume
the burden of verifying the work status of every employee without full consideration of all
issues, including the need for adequate funding.

A December 2010 Government Accountability Office (GAO) Report on Employment
Verification (Federal Agencies Have Taken Steps to Improve E-Verify, but Challenges Remain,
GAO-11-146) found that USCIS and SSA have taken actions to prepare for possible mandatory
national implementation of E-Verify. However, USCIS’s estimates do not include all costs
associated with maintaining and operating E-Verify and SSA’s estimates do not consider the risk
associated with changes in SSA’s E-Verify workload. This leaves the agencies at increased risk
of not securing sufficient resources to effectively execute program plans in the future.

As noted above, SSA’s service delivery system is under extreme pressure! While SSA is
attempting to improve service by means of Internet service expansion, the need for trained and
knowledgeable employees to assist the American public will continue to be required. The SSA
Field Office is the face of the federal government. and the agency takes great pride in providing a
high level of public service. Yet, even the dedication of SSA employees and management would
be sorcly tested if legislation is enacted requiring SSA to verify employment eligibility for all
employees. Increases of even 5% to 16%, in SSA visitors because of mandated E-Verify
workloads will further delay already strained services to vulnerable populations. SSA
managers are already making difficult service delivery decisions because of insufficient staff,
which either extend waiting times or cause Field Office phones to go unanswered. Any addition
of a workload that is outside of SSA’s core responsibilities will only exacerbate those problems.
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In addition, the infrastructure required to increase the staff and systems capacity and capability to
provide increased immigration verification services requires time. A minimum two-year training
period is needed to properly prepare a Claims Representative to perform their duties. This
training also requires removing some of our most productive employees from the front lines to
provide mentoring. Efforts to improve SSA computer systems to deal with already increasing
internal and external demands would also be delayed to implement these proposed programs.

NCSSMA understands the need for Congress to consider legislation that would expand or
mandate an effective employment verification system to ensure a legal workforce and protect
workers’ identities, but the Social Security Administration must be safeguarded to achieve its
primary mission. Establishing a national employment verification system, using SSA systems
and employees, to confirm the employment status of every American worker would have a major
impact on the financial resources of the Social Security Administration. This additional
workload would hamper the agency’s ability to provide services to its core beneficiaries -- the
American workers who have paid their Social Security payroll taxes and earned the right to have
their Social Security matters handled in a timely manner.

Conclusion

NCSSMA believes that the American public demands and deserves to receive good and timely
service for the tax dollars they have paid to receive Social Security. We believe the adoption of
the provisions being discussed in current immigration legislation could jeopardize SSA’s
ability t il services. Any exp n of SSA’s resp. uld require a
commensurate increas

‘unding to support

Social Security is one of the most successful government programs in the world and touches the
lives of nearly every American family. We are a very productive agency and a key component
of the nation’s economic safety net for the aged and disabled, but sufficient resources are
necessary. A strong Social Security program equates to a strong America and it must be
maintained as such for future generations.

NCSSMA sincerely appreciates the Subcommittee’s interest in the vital services Social Security
provides, and your ongoing support to ensure SSA has the resources necessary to serve the
American public. On behalf of the members of NCSSMA, I thank you for the opportunity to
submit this written statement for the record and to state our viewpoints. NCSSMA members are
not only dedicated SSA employees, but are also personally committed to the mission of the
agency and to public service. We respectfully ask that you consider our comments, and would
appreciate any assistance you can provide in ensuring the American public receives the
necessary service they deserve from the Social Security Administration.
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Contact Information

Joseph Dirago, President

National Council of Social Security Management Associations (NCSSMA)
418 C Street, NE, Washington, DC 20002

202-547-8530

Jjoedirago(@yahoo.com or rachele(@greystone-group.com
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Prepared Statement of National Immigration Law Center

How Errors in E-Verify Databases Impact
U.S. Citizens and Lawfully Present Immigrants

FEBRUARY 2011

he E-Verify emplo)'mn ehybi‘l.l:y mfcanm pmgram is being sold as an easy fix that
would curb and protect American jobs. But
proposals to expand the program entirely ignore the effect the program will have on
U.S. citizens and lawfully present noncitizens. At a time when the country is focused

on jncreasing job growth, we should not enact policies that will increase unemployment and
ieopardize the job security of American workers.

wDatabase errors incorrectly identify U.S. cilizens as not authorized for employment.

® A US, citizen bomn in Florida was hm‘.d fior a well pnylng bele\mumunmuons posmon in
October 2010. After she was hired, i from she
through E- \"enl')' but the syslun :ssued a "mmu\-e nmmﬁmnon {'1'NCJ nmoe lo hcr
f

Her employer did not sit down witl NE
her rights. The worker wsuedhﬁlocnl Socml Secumy Admms‘.raum (SSA)oiE:ero try and
resolve the situation, but, she wasn't able to. She tried 1o

this to the emp ‘but ulti; ly the E-Verify system issued her a “final

nonconfirmation™ (FNC} notice, and the employer fired her. Since then, she has gone to great
lengths to correct this error but has been unsuccessful. She was

months, mclud.mg over the year-end holidays, but recently accepted a new, lower-paid
position.'

A U.S. citizen and former captain in the U.S. Navy with 34 vears of service and a history of
having maintained high security clearance was flagged by E-Verify as not eligible for
employment. It took him and his wife, an attorney, two months to resolve the discrepancy.

A ULS, citizen was hired for a job at a pouliry company in Georgia but received a TNC notice.
The employee wanted to contest the TNC, but the company did nmmlhﬂumeoﬂ'lodoso
As a result, the employee had no time to contest the TNC and was fired.*

Juan Carlos Ochoa became a citizen in 2000, When he was offered a job at 2 car dealership in
2008, his employer used E. Vm[y to verify his employment eligibility. The employer received
a TNC notice due to an emror in 35A°s database; S5A did not have any record of Ochoa’s
naturalization. Upen receiving the notice, Ochoa’s employer fired him, a violation of E-Verify
rules. Because he is out of work, he is late on his rent and his electricity has been shut off.
Though Ochoa has a U.S. passport, the local SSA office told him he must bring in his
naturalization certificate to prove his U5, citizenship. Ochaoa, however, lost his naturalization
certificate years ago and will now have to pay close to 3400 and wait up to ten months for a

replacement certificate.’
m (Pt oc
NATIONAL 3435 Wilshirs Boulovard 1444 Eye Stroat, NW
Sus 2850 Sute 1110
= = IMMIGRATION Los Angedes, CA 80010 Washinglon, DC
ML TER 213 639-3800 202 216-0261

3
www.nilc.org 213 639-3011 fax 202 218-0206 fax
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* A naturalized U.S. aumwmhuedbym&vsunwiwmmmmanybmmwd

a TNC because SSA records did not reflect his status. He
contested the TNC at an S8A office, but the $5A I ﬂ"'nowonmhmmeurd.
E-Verify then mummca]lyuwedm FNC, at wlm:h point tbeﬁnployens required to dismiss
the firmed worker. The empl, did not i dii the worker, however,

but ran another query in E-Verify and got another TNC. The employee went back to S88A, and
this time a representative updated his record but still failed to post the change to E-Verify,
Dmxnmmemmlummmvedmmc Finally, he called the Office of Special Counsel
for ion-Related Unfair Empl Practices (OSC), which called the SSA fi feld
office to explain proper E-Verify procedures so that the empl Id keep his job.” -

A ULS. citizen residing in Florida was terminated by a national department store chain as a
result of an erroneous E-Verify finding. The worker recently remarried and changed her
name, After she received the TNC notice, she attempted to resolve the matter directly with the
local S5A office and was informed by SSA that the matter was resolved. When she returned
lowoﬂc.shemmfammﬂaeus Dept. u[HcmelmdSecmly(DHS}hnddtmadme

pany to terminate her emy and was told, “[Y]ou are suspected as a terrorist.™

» Francisco Romero, a U.S, citizen from Arizona, has been fired twice from jobs as
construction wnrlnu—alla—F,—ery failed to confirm his employment eligibility. He has been a
1U.5. citizen since 1996, but in 2008 he spent months shuttling between SSA and human
resource offices trying to obtain confirmation that he is cligible to work. Romero was only
able to retam to work after & community advocate took on his case and located the error that
was keeping him from being able to secure employment.”

A 16-year-old U S, citizen received a TNC because his mother’s maiden name was listed in
his S5A records but he used his father's last name on his application. Instead of letting him
fill in the application with the comect name, the employer told his mother that his name would
have to be legally changed.®

= [In December 2008, a U.S. nummhmdbyaspoﬂm,ggoodsmml\-hsmmpm E-Verify
issued a TNC, but the store manager The
corporate office then fired her due to her failure to contest the THNC,

* Ken Nagel, a restaurant owner in Phoenix, Arizona, expressed scom regarding E-Verify after
he hired one of his daughters, a native-born U.S. citizen, and, upon feeding her information
into the system, received a nonconfirmation of her eligibility to be employed in the U.8."

A U.8. citizen applied for a job at an Oklahoma City nursing home and was offered the
position. The job offer was rescinded, however, and the nursing home notified her that it had
decided to hire someone clse. Later, it sent the wurkeu notice that she had received a TNC
and that, as a result, someone else had been hired."!

A U.8. citizen used the services of an empl services company in San F

California, to look for a job. After applying online, she was given an appointment and told
that there were a number of employers that would be interested in her based on her extensive
work history. The next day, the employment agency told her that she could not be offered a
iob because the agency could not verify her U.S. citizenship. The employment services
comanywumm]lede-Ven[ymdmwdnWCnbeutﬂlewormbeenuselheswem
could not make a d ination about her work suthori The agency
\rmlnledhVenfyrulesbymugwgmhancupyerummune.ﬂnuylshemqmmdme
in order to seck legal advice, The agency demanded that she sign the notice right away so it

How Emors in E-Verlfy Databases Impact U, 5. Citizens and Lawfully Present Immigeants | Pace 2ol 4
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could destroy copies of her documents. When she refused, the empluymmt agency told her
that it could not place her because she was ineligible to work in the U.S."”

A U.S. citizen with specialized engincering skills went to a staffing agency in Colorado and
obtained a high-paying job. He received an erroneous TNC, however, and, against program
rules, the agency did not allow him to continue working until he had corrected the error with
the 88A. Afier the crror was corrected, the agency was unable to find a comparable job for the
employes. "

= Database errors incorrectly identify lawfully present immigrants and refugees as not
authorized for employment.

* A lawful permanent resident was hired by a Colorado children's learning center, but she
received an ermoneous TNC. She called DHS to contest the TNC, but DHS made no record of
her call. E-Verify then automatically issued a final nonconfirmation, and the
fired. Shﬁdiﬂ not get her job back until she called OSC, which worked with DHS to correct
the error.

« Anempl thorized immigrant was hired by a laundry facility in Minneapolis,
Minnesota. When the employee’s name was entered into E-Verify, his employer received 2
TNC because of an error in S5A"s database. nemhn‘wasablemmlvﬂhmmmlhmc
local 8SA field office; however, when the empl d his infi ion into the sysiem,
the employer received an FNC. Although nnemplwermmed to keep the worker, under
E venfyrvlu.m,ggu[g}gj&d_w_ﬁth_Murnd( being found liable for viclating
immigration laws."

* A Burmese refugee was hired at a job in Texas, but he received a TNC when his employer
entered an incorrect date of birth in E-Verify. The emplayer then wrongly suspended him
until he could resolve the TNC. In addition, the employer failed to provide him with the
referral letter advising him to contact DHS by phone, so the refugee visited a DHS office
instead. Once he got there, the office could not help him because he did not have the referral
letter with his case number. Finally, he contacted OSC for help, and OSC corrected the error
and arranged to reinstate the employee with full back pay.'*

A refugee attempted to obtain ajob with aTcxuaml ducti but the
d the refugee’s i through E-Verify bel‘m'mnngh.\m and
remuedaTNC Therefuguewmluhuslm] SSA office that same day and comected the
L & the unitil the refugee contacted

A lawfully present immigrant worker was offered a job by a construction, fabrication, and
maintenance company in Texas. The employer was enrolled in E-Verify and received a TNC
about the worker. Violating program rules, the employer did not give the worker the
opportunity to contest the notice. Despite this, the worker went to the local SSA office and
received the appropriate confirmation that he was, in fact, autherized to work. Even with
clarification from SSA, the employer refused to take the worker back. The worker even
enlisted the help of an attomey, who sent a letler to the employer outlining its obligations
under E-Verify. The employer failed to respond. '

FOR MORE INFORMATION, CONTACT
Tyler Moran, employment policy director | moran@nile.org | 208.333.1424

How Ermors in E-Vendy Databases Impact U.5. Cilizens and Lawfully Present Immigranis | | PaGE 3ol 4
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Prepared Statement of Secure ID Coalition

coatiiow | [

Pratecting Identity with Technology

May 5, 2011

Honorable Sam Johnson

Chairman

Committee on Ways & Means, Subcommittee on Social Security
House of Representatives

Washington, DC 20515

Dear Chairman Johnson:

On behalf of the Secure ID Coalition (SIDC), | am pleased to submit the following comments as follow-up
to the Subcommittee Hearing held on April 14, 2011 titled Social Security Administration’s Role in
Verifying Employment Eligibility.

During the course of the hearing, you asked witnesses about the use of biometric data for ID
authentication in systems deployments. it was clear from the responses the witness provided that they
had limited experience with the deployment and operations of biometric based programs and how
expertise of such programs could be applied to the area of E-Verify. The SIDC submits these comments
in an effort to dispel the misconceptions held by the panelists and provide factual information about
how biometrics can be used for identity authentication as part of the E-Verify program.

First, it is important that we address the question of security of biometric and card-based systems.
Statements made at the hearing with respect to biometric card deployments that questioned the
security of chip-based identity card systems, also known as ‘smart cards’, suggesting they were easily
hacked “in a matter of hours.” This statement is not factual and our industry would like to see the data
from the hacking incident referenced by Director Stana of the General Accounting Office.

The truth is that smart card technologies combined with biometrics are considered the ‘gold standard’
of identity management security, and are used both here and globally to provide the utmost in security,
privacy and system performance. The U.S. government has already implemented biometric smart cards
in numerous applications requiring the highest security, including the Department of Defense Common
Access Card (CAC), the U.S. FIPS 201 Personal Identity Verification (PIV) Card, the U.S. Transportation
Worker |dentification Credential (TWIC), and the Electronic Passport. Other examples include the
Singapore Immigration Automated Clearance System, the Canadian Airport Restricted Area
{dentification Card, Amsterdam’s Schipho! Airport, and the University of Arizona Keyless Access System

919 18" Street, NW, Suite 925 | Washington, DC 20006 | £.202.464.4000 f.202.464.4001
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Card. All of these applications reference above have been used for years with the highest degree of
system integrity and success.

Cost concerns were also raised in the hearing regarding the implementation of biometrics into the E-
Verify system, based on anecdotal evidence from the TWIC program. it should be noted that the
deficiencies found in the TWIC program are the results of poor oversight and insufficient program
planning and management, not failures in the technology. The SIDC would like to refer to the Committee
the GAO’s September 2006 and November 20097 reports on the TWIC program as a chronicle to this
point.

If the U.S. government were to implement a worker 1D and authentication credential that incorporates
biometrics, the actual costs would most likely be modest. In the existing applications mentioned above,
the lion’s share of costs incurred has not to do with the technology itself, but with the vetting process
required by the issuing organizations. As one would imagine, the Department of Defense’s Common
Access Card requires an extremely high level of assurance that the person being issued the card is who
they claim — a level that requires numerous background and security checks. Because of the secure
nature of what the card would grant access to ~ our most sensitive national defense systems — there are
a number of additional security measures built into the card, such as anti-tamper technologies,
microprinting, and holograms, to name a few. Understandably, these precautions increase the cost of
the card, but through a risk-based analysis, the costs are well worth being borne,

Applying the same risk-based analysis to a proposed worker credential, the level of vetting and anti-
tamper precautions would be significantly lower because the risk is lower. A worker identification card
would certainly have to incorporate technologies to ensure against tampering or counterfeiting, but
these would be inexpensive as the security would be built into the smart card’s microcontroller and the
card form itself can take advantage of existing off-the-shelf anti-counterfeiting measures currently used
by those who issue drivers’ licenses.

Further cost reductions can be achieved through the architecture of the system. Deploying a biometric
card based process for E-Verify would allow the employer to verify the employee without having to be
linked to back-end database — the source of a large amount of costs due to the security required. For the
purposes of creating a secure, reliable and scalable E-Verify program, SIDC would propose a contact
based card solution that would contain a secure chip; these smart cards have been proven secure and
cannot be duplicated, skimmed or spoofed. Information stored on the secure chip could include name,
account reference information and biometric template. Such an approach would allow the biometric to
be compared with the template stored on the card without using an online database.

' U.S. Government Accountability Office. (September 2006). Transportation Security: DHS Shauld Address Key
Challenges before implementing the Transportation Worker tdentification Credential Program. {Publication No.
GAOD-06-982).

2U.5. Government Accountability Office. (November 2008). Transportation Worker Identification Credential:
Progress Made in Enrofling Workers and Activating Credentials but Evaluation Plan Needed to Help inform the
Implementation of Card Readers. {Publication No. GAQ-10-43).
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Additional concerns were raised about the collection and storage of worker information, both from a
civil liberties and a privacy vantage point. By operating without a back-end database as mentioned
above, civil liberty and privacy concerns can be addressed. In the SIDC’s proposed system outlined
below, only the federal government would collect and store a worker’s biometric — as would be
necessary for maintaining a reference data set and ensure no one has enrolled twice. This database
would be secure and encrypted, and to further protect worker privacy in case of breach, personal
information should be held in a database separate from the actual biometrics. Further, these databases
should not be allowed to be accessed by the public, and only to those government officials authorized to
by law. Citizen concern over the use of the biometric by the government for unintended uses (i.e., those
not linked to worker authentication) can be ameliorated by implementing strong civil and criminal
prohibitions in the authorizing legisiation.

Personal privacy is further protected because the employer would not have access to the government
database. Since the worker’s biometric would be turned into a template (a computational
representation of the biometric) which is then placed on the smart card’s chip, the actual biometric is
never at risk of being lost. Further the card, and as such the biometric, is carried and controlied by the
cardholder not the employer. The employer’s card reader would compare the biometric template on
the card with the live biometric presented by the worker. If the biometric matches the tempiate on the
card that was presented at enroliment, then the worker is approved. At no time would the E-Verify
software allow the employer to collect or store the employee’s biometric. The only information that
would be sent back to the E-Verify program would be whether or not the employee’s biometrics
matched.

Below is an overview of how such a system might be deployed for E-Verify

* The process would start with a letter from the Social Security Administration to the address of
record for the individual (much like the annual Social Security statement previously sent to
workers each year).

¢ The letter would include an individual code which would NOT be the Social Security number
(SSN). This code would be a ‘cryptographic hash’, a mathematical cipher of data inctuding name,
address or region, and SSN.

* Each individual’s code would be unique and associated with a Social Security record. The letter
could only be validated with the correct Social Security number which would need to be
provided by the individual. Therefore if the letter was intercepted, the interceptor would also
need to also know the SSN associated with the letter and record.

* The letter would offer a reasonable time frame {maybe two weeks to a month) for the individual
to come to an enrollment center convenient to them {i.e. their focal post office or nearest
federal building ) to upgrade their Social Security card. The letter would also include the address
of the enrollment center facility.

* The individual would be required to bring the letter (with the code) and other supporting
documents to facilitate the Social Security card upgrade. At the enrofiment center, the individual
would provide the letter (something they have) and the associated SSN {something they know)
and other documentation (maybe two forms of ID, with one having a photo). The Social Security
record would be inaccessible to the enroliment center unless the letter with the correct code is
presented.
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Atthe time of enrollment, the individual would have their biometric {such as a fingerprint, iris
pattern, or hand geometry} scanned and enrolied in the system

The system would then check the newly scanned biometric against the enrollment database. If
the biometric has not been seen before by the system, then the individual account is updated
with the newly enrolled biometric. The biometric would then be associated with that individual
record. If the biometric is already in the system, then the individual would be sent through a
redress process,

The individual would be issued a new chip-enabled electranic Social Security card that would
incorporate the necessary security features and be tamper resistant. The chip would store the
information usually found on the front of the legacy Social Security card {name and SSN) as well
a5 a template of the individual's biometric. This ensures the individual's personal privacy as their
actual biometric is never stored on the card, just a computational representation of the
biometric,

Upon hire the worker would present the new electronic Social Security card to the employer.
The employer would insert the card into the reader and ask the new hire for their corresponding
biometric. The reader would determine if the biometric presented by the new hire matches the
one presented at the time of enrollment. The employer would immediately receive a green light
for 'YES" or a red light for ‘N0, 35 well as a receipt for both the employer and the employee,

If the system responds YES, the employer is then free to engage the employee as they are now
able to show they successfully completed the process. If the system responds NO, the
prospective new hire would need to go through a secondary confirmation process.

This outline is merely a rudimentary sketch of how such a system could work for E-Verify, but should
give the Subcommittee ideas of where privacy and security can be architected into the system, and how
costs can be maintained at an acceptable level.

Thank you for the opportunity to submit comments to the Subcommittee regarding the April 14, 2011
hearing on E-Verify. The Secure ID Coalition would be pleased to serve as a resource to the
Subcommittee as they evaluate how to further secure the E-Verify system. Please feel free to contact
me directly at kemerick@sccureidcoafition arg or 202-464-4000.

Respectfully Submitted,

/

Kelli A. Emerick
Executive Director
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June 3, 2011

Kim Hildred

Staft Director

Subcormmittee on Social Security
Committee on Ways and Means
U.S. House of Representatives
B-317 Rayburmn Building
Washington, D.C. 20515

Dear Ms. Hildred:

Thank you again for the opportunity to have Dr. Antén testify before the Social Security
Subcommittee on April 14, 2011. In response to the questions in the Subcommittee’s letter of
May 17, 2011, we include the following responses. The questions are in beld text. Should you
have any additional questions, please contact me at 202-659-9711.

1) In your testimony you advise against relying on single factor authentication, such as
hiometric, to identify a person because it makes the factor a target for theft and
manipulation. The Department of Homeland Security is beginning a pilot project with the
State of Mississippi that will allow an employer to match an employee's driver’s license
against the state’s database. Is this a promising idea if used with another authenticator,
and if not, why?

If "another authenticator" means another verified form of ID, then the Mississippi pilot seems to
be a promising idea, because it would increase the effort required to commit identity fraud, and it
would also increase the chances of such fraud being caught. However, there are still a number of
potential problems with the proposal.

The driver’s license is only as strong as the system a state uses to verify identity when granting
drivers licenses. If a "good enough™ false ID is used successtully to obtain a driver’s license and
that ticense is then used as the "another authenticator" then the system will be no more effective
at veritying identity than it would be if only the single false ID was presented. A false driver's
license coupled with knowledge of a matching Social Security number is often sufficient to
obtain any number of otherwise legitimate secondary authentication documents. This has
happened in other states, so it could be a problem in Mississippi, but we are unfamiliar with the
specifics of their particular system.

Besides the possibility of issuing false licenses based on "breeder” documents that are suspect or
obviously forged, the driver’s license system in Mississippi (and in other states) may be subject
to insider misuse. Employees who have access to the system might insert tfraudulent records or
grant licenses that are entered into the system hy mistake or because of hribes. Several years ago
there was one instance where the staff of a driver’s license bureau in Virginia was making
falsitied licenses and entering them into the state computer system, no questions asked, in return
for payment of (rather paltry) bribe.

1828 L Street Northwest, Suite 800 nlpfusacm asm o 202-659-9711 o/
Washington, D.C. 20036 202-667-1086 7ax
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Another potential problem with this system is that not everyone who is a resident in Mississippi
and who will need to have their employment verified will have a driver’s liccnse in Mississippi,
or a valid 2nd authenticator. Individuals who are unable to drive for reasons of health, disability,
economic necessity or simply choice may not have a drivers license or state-issued alternative.
The pilot project should not exclude them.

On a related note, there is the possibility that someone may not be able to present his or her
documents for verification because of exigent circumstances: consider the many people in
southern states, including Mississippi, who have lost all their records recently in tornados and
floods. This would not only make it difficult for them to verity their employment, but it might
make it difficult or impossible for them be (re)issued a drivers license if the system is not
designed with these possibilities in mind. In some states a person must show some ID to obtain a
duplicate of an issued driver’s license - a clear problem for people in disaster zones.

Of course, employers who falsify E-verify results in some way or fail to closely cxamine the
presented documents will also continue to be a potential weakness.

Although a program connecting a driver’s license match with a 2nd authenticator is a promising
idea, and may well be more accurate than current practice, weaknesses in the implementation of
the system will likely continue. There are clear opportunities for fraud in use of E-Verify even
with such a program, but too strict a set of restrictions on proper authenticating documents may
well deny employment access to some people with legitimate authority to work. How frequent
those instances will be in practice is impossible for us to quantify in advance.

2) Please outline the security of state driver’'s license systems and the degree to which the
risk of document fraud for REAL ID compliant licenses has been reduced.

There are many different systems for driver’s licenses, and we have not studied the specifics of
their security features and mechanisms. However, many of the REAL-ID features are intended
to reduce document fraud by making the physical licenses more difficult to modify or forge,
providing mechanisms that may be used to more strongly authenticate the identity of the holder,
and to require uniform documentation for obtaining licenses.

To the best of our knowledge, REAL-ID compliant licenses are more difficult to forge or alter
than their predecessors. However, this is simply a matter of cost and technology, and eventually
forgeries will appear (if they have not already).

The machine-readable features intended to more strongly authenticate the identity of the holder
are only as good as the entity conducting the authentication. If someone does not have a 2-D
barcode reader, or does not carefully match picture against person, then the extra features in the
license are of no extra value than most older licenses.

The process of applying for licenses continues to be a weakness because of significant amounts
of identity theft, forgery and other identity-related crime. Individuals are likely still able to

1828 L Street Northwest, Suite 800 Mipviusac acim orgivsacny 202-659-9711
Washington, D.C. 20036 202-6G67-1066 fax
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present false documents with valid Social Security numbers and other data to obtain a license
that is not a match to their real identity. [na REAL-ID compliant state the documents will be
imaged and stored, but that will not prevent the license from being issued, Given the pressure for
these licenses, the market for valid forged documents to use in applying for a license will
undoubtedly develop. If license personnel are careless or criminally complicit that will onty
compound the problem.

As noted above, there may be people who will have difficulty obtaining a REAL-ID compliant
license because of the loss of documents. A mechanism must be in place for these people to
obtain 1Ds. However, that same system will be ripe for abuse by some individuals wishing to do
s0. We have seen stories of criminals who joined displaced people from Hurricane Katrina
claiming to have lost all their possessions so as to establish new identity documents with no
criminal record.

In 2007, the Data Privacy and Integrity Advisory Committee to the Secretary and the Chief
Privacy Officer of the Department of Homeland Security issued 12 recommendations for
enhanced privacy and security of REAL-ID cards (DPIAC Report 2007-01) to be included in the
final rule for REAL-ID. None of them were adopted. USACM has provided comments and
briefs over the last 6 years on REAL-ID on the privacy and security challenges of the program.
These challenges go beyond issues related to fraud.

3) To obtain a passport or other authentication, one needs a certified birth certificate.
However, is the system for obtaining copies of a valid birth certificate protected from
fraud within most states?

This is not a topic we have studied. However, from the personal experience of committee
members both obtaining a birth certificate and successfully forging one are not difticult tasks in
several states, and we suspect that forging or altering a birth certificate from most states are also
not difficult. Many birth certificates were, historically, forms that were simply filled in by hand
or typewriter. Certified copies were either retyped, or later, photocopied, then stamped or
embosed (or both). These kinds of documents are not difticult to forge or alter.

For example, a certified birth certificate one of our members used to obtain his passport had an
official stamp and a hand-embossed seal, which was the standard up until recently in many
states. The stamp could be recreated on a computer printer in a matter of a few hours, and then
run off onto a manual stamp tor use with an inkpad. The embossed seal is of the same size and
shape as those used by notaries or for marking library books. A little work with carving tools,
wax, and pewter would result in a new embosser good for making several hundred counterfeit
certificates using aged paper.

Obtaining birth certificates is not difficult in many places. Clerks are often busy and may not be
required to ask why a copy is requested. In others, presenting a fake driver’s license or other ID
in the name of certificate (or a relative) is sufficient justification; when ordering by mail a
photocopy of those false IDs may be all that is necessary. As an cxample, documentation at
<http://www state.nj.us/health/vital/jerseycity.shtml> indicates a case where existing birth

1828 L Street Northwest, Suite 800 hripiiusac I 202-658-971
Washington, D.C. 20036 202-667-106
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certificates are no longer accepted (likely because of fraud), and a link is provided describing
how to order a certified birth certificate by mail.

1f you have any additional questions, please do not hesitate to contact me.

Regards,

(o P

Cameron Wilson
Director of Public Policy
Association for Computing Machinery

1828 L Street Northwest, Suite 800 httprirasacm asm orgiusacm 202-659-9711 i
Washington, D.C. 20036 202-667-1086 feaix
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ATTORNEYS AT LAW

Austin T, Fragomen, Jr. Fragomen, Del Rey, Bernsen & Loowy, LLP
Partner of the Firm 7 Hanover Square

Mew York, NY 10004-2756
Direct: +1 212 891 7501

afragomeni@fragomen.com

wwew fragemen com

May 31, 2011

Via electronic mail

Steve.Degrow(@mail.house.gov

Hon. Sam Johnson, Chairman

1.8, House of Representatives
Committee on Ways and Means
Subcommittee on Social Security

1102 Longworth House Office Building
Washington D.C. 20515

Re: Response to post hearing questions
Dear Chairman Johnson:

Thank you for the honor of testifying before the Subcommittee on April 14, 2011, and for this
opportunity to answer follow-up questions in your May 17 letter. I respectfully submit the
following response in the same order in which you posed the questions.

1. What is a solution for having a good employment verification system, one that does not
pur individual jobs in jeopardy due to its shortcomings, like failing fo detect identity
fraud and pr ing an unscrupul; ployer from lying to the system and certifying
an unauthorized worker?

Protecting American jobs and ensuring integrity of our immigration system can be achieved
through a reliable verification system that prevents identity fraud. Indeed, a reliable electronic
verification system is a comerstone to preventing unauthorized employment in the United States.
Furthermore, we need a system that minimizes burdens on honest empl so that
can go to research, job creation, and not just compliance with paperwork requirements.

Employers need a verification system that tells them two things: 1) whether the person is who he
or she says she is; and, 2) whether the person is authorized to work. U.S. workers need the
government to help them quickly remedy any mistakes in the databases so they can get back to
work. There also must be a true safe harbor for employers, not just from prosecution, but also

Bangalore® + Beijing® « Boston + Brisbane’ « Brussels » Canberra’ » Chicago » Coral Gabies « Dallas « Dubai « Frankfurt « Hong Kong® « Irvine
channesburg” » Kochi® * Londan = Los Angeles » Matawan « Melbourne® + New York + Paris™* « Perth® « Philadelpivia « Phoanis » San Diego
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“ali#ated through Fragomen Global Immigralicn Seivices. LLC + **Correspendent Office



159

2 FRAGGMEN

from the adverse consequences of unknowingly having unauthorized personnel. Instability in the

workforce results in loss of productivity and revenue which ulti hurts the A
workers.

The time is ripe for the Dep of Homeland Security (DHS) to pursue aggressively pilot
programs to eliminate identity fraud and protect empl . Last Thursday, the U.S. Sup
Court ruled in C v. Whiting that Arizona's eligibility verification and E-
Verify requi were not | pted by federal law. This decision realistically will lead to
one of two results — either Congress enacts ger federal | ion | ge as part of E-

Verify expansion legislation, or states will rely on the Supreme Court’s holding to pass E-Verify
and verification legislation even more aggressively than they do today. In either scenario, there
will be greater E-Verify mandates, and DHS must address the identity fraud loophole in order for
E-Verify to have any credibility among its participants. We believe the federal government, and
not the states, is best positioned to test ideas and determine what is the most effective and
efficient system to meet our national priorities on immigrati

We believe that the technology exists to greatly reduce the identity theft in the employment
verification system. As explained in my testimony and as the chairman of this subcommittee
envisioned in his New Employee Verification Act (NEVA), biometric technology is one good
way to achieve this objective and is worth pursuing. Regardless of what tect logy DHS
chooses, the bottom line is that the system and technology must prevent identity fraud and
provide employers with certainty.

Finally, the Supreme Court’s ruling last week underscores the need for the strongest possible
federal preemption statute. Many job creators in the United States do business in several states.
It can be very burdensome and confusing to them when states impose additional immigration

li i ially when these state laws are inconsistent with one-another and

with federal law.

2. You pointed out that there are 60 million new hires annually. and that given Job
turnovers, most individuals would be verified within three to four years. What are the
concerns employers have regarding E-Verifving their entire workforce?

American employers understand they have an important role to play in securing our nation’s
borders and worksites. Yet, the government must acknowledge that there are substantial costs to
employers when they assume this role. Busi ly have to bal the costs and
benefits of undertaking any task. Reverification of the existing workforce is one area where the
costs are likely to outweigh greatly the benefits, both to the nation and to most employers.

E-Verify as it exists currently can be an effective tool for matching a name with a Social Security
number (SSN). It is not yet effective in uncovering identity fraud. Therefore, requiring
employers to reverify their current employees through E-Verify would not guarantee the legality
of the workfc Also, as empl follow up on SSN no-match letters, a large number of
currently unauthorized workers using false numbers will be discovered, and anyone who cannot
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be detected through the SSN no-match letter process will not be detected through E-Verify
anyway. Furthermore, there are many sectors that attract very few, if any, unauthorized workers
so mandatory reverification yields no benefit to them at all. As many federal contractors have
discovered in complying with the E-Verify amendments to the Federal Acquisition Regulation
(FAR), the cost of using E-Verify on an existing workforce can be considerable, sometimes

reaching into millions of dollars for the largest empl . Alternatively, if Congress does
mandate reverification of the current workforce, the scope should be limited. At the very least,
those hired prior to the of the Immigration Reform and Control Act (IRCA) in

November of 1986 should be exempt.

Moreover, as I testified on April 14, there is always a concern about “scalability,” meaning
whether the system can accommodate a tremendous surge in usage. Currently, only about 3% of
the U.S. employers are enrolled in E-Verify and, except for certain federal contractors, they may
use it only for new hires. The surge in usage will be astronomical if all employers are required to
use it for the entire workforce. DHS must not only assure the public that the system will be
ready for the surge, but explain to Congress and the employ ity exactly how it will
accommodate the surge. Otherwise, the administrative cost associated with trying to deal with
system errors and inefficiencies also will have an ad effect on productivity and job i

In sum, while industries that frequently struggle with SSN mismatch issues among its workers
may welcome the opportunity to use E-Verify on existing workers, many other sectors derive
little or no benefit at all, It would not be good public policy to compel all employers to spend
resources on reverification that otherwise can be used to grow their businesses and hire more
workers. Reverifying the entire workforce, therefore, should be an option, but not a mandate, for
employers.

3. The Department of Homeland Security (DHS) has just implemented a third party
authentication system called Self Check. What is your assessment of the system?

Self Check is a great concept and was included in NEVA. It gives potential job seekers the
opportunity to discover errors before they have to undergo E-Verify when reporting to a new job.
This reduces or eliminates the burden on compliant employers and legal employees of having to
resolve erroneous E-Verify non-confirmations. Of course, Self Check is only useful to
compliant employers and legal workers. It is not intended as an enforcement tool against

unscruf ployers or horized workers perpetrating identity fraud. Employers also are
not permitted to require the use of Self Check.

Self Check is only available in Colorado, Idaho, Mississippi, Arizona, Virginia and the District
of Columbia p ly. Only empl logging on from an internet protocol (IP) address in one

of these jurisdictions can use it. It is far too early to say whether the program will have
significant impact on the overall verification process. More observation and analyses also are
needed before assessing whether and how Self Check can be improved. DHS also should
evaluate further the Self Check program and determine where it can be enhanced and developed
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into a tool that is even more helpful to U.S. workers and employers, not just to residents of the
above six jurisdictions.

4. DHS has also just entered in a pilot program with the State of Mississippi where an
emplayer could match an employee's driver's license photo against the state's database.
As the driver’s license is the one photo ID most peaple can present, does this idea hold
any promise for better authentication? While the project has not yet begun, after afnj
acceptable time period for testing, how would you define a successful pilot?

The photo screening tool should be among the pilots that DHS aggressively pursues. It is an
important first step but is not enough. Until Mississippi’s ag to particip
sereening tool's coverage had been limited to DHS-issued employment authorization documents
(EAD), “green cards,” and U.S. passports.

Undeniably, it makes perpetrating identity fraud more difficult. H , the photo

tool currently has two major limitations. First, its scope is not wide enough. To avoid triggering
the photo screening function on E-Verify, an unauthorized worker can present a fraudulently
obtained document other than a passport, green card or EAD. [f a fake driver's license is needed,
the unauthorized worker would obtain one purporting to be from any jurisdiction other than
Mississippi.

Second, the photo screening tool is only effective in detecting illegal photograph substi i
The screening” is limited to comparing the photograph on the F screen with the
photograph on the d P 1. An horized worker still may defraud a state 10
issue a document under a stolen identity and pass the photographi ing. Furth
employers still remain vulnerable as they have to exercise diseretion and decide whether the
images on the photographs match the p physically before them.

This is not to say that the photo screening tool can never be effective. After the Chamber of
Commerce v. Whiting decision, one would expect the states to become even more engaged in
preventing identity fraud and ensuring data accuracy for verification purposes. Thus, whether E-
Verify's photo screening tool can become a credible option will depend on DHS's ability to
expand the program to all states and territories, and the state government’s willingness to meet
certain standards (e.g. Real ID compliance) to ensure the integrity of the documents they issue.
In addition to just the photographs, E-Verify should authenticate driver's license numbers as
well. Though this will not be as reliable as using biometric features, it is an idea worth pursuing
if we lack the political will to explore a biometric pilot. The program also must extend to all
identity d ptable for 1-9 purp so one cannot circumvent the screening. In
addition, its function cannot stop at merely matching two photographs, but must ascertain
whether the photograph is in fact the likeness of the person being verified. To serve the ultimate
purpose of ensuring integrity at the worksite and protecting American jobs, the photo screening
tool (or any other DHS pilot) must provide employers a safe harbor from government penalties
and ad i
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Once again, I thank you and your subcommittee staff for your kind invitation and for all your
diligent efforts to improve the employment eligibility verification system.

Respectfully submitted,

Austin T. Fragomen, Jr.
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SOCIAL SECURITY

Office of Retirement and Disability Policy

June 14, 2011

The Honorable Sam Johnson

Chairman, Subcommittee on Social Security
Committee on Ways and Means

House of Representatives

Washington, D.C. 20515

Dear Mr, Johnson:
Thank you for your letter of May 17, 2011 requesting additional infi ion in order to

complete the record for the hearing on the Social Security Administration’s role in verifying
employment eligibility. Enclosed you will find the answers to your questions.

I hope this information is helpful. 1f I may be of further assistance, please do not hesitate to
contact me or your staff may contact Scott Frey, Deputy Commissioner for Legislation and
Congressional AfTairs, at (202) 358-6030, who is available to meet with your staff if requested.

Sincerely,

Hosanfltoe,

Marianna LaCanfora

Enclosure

SOCIAL SECURITY ADMINISTRATION ~ BALTIMORE, MD 21235-0001
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Questions For the Record
April 14,2011 Hearing on E-Verify

Question #1

a)

b)

Do you have updated estimates for the cost of a mandatory E-Verify system for new
hires and for using E-Verify for all current workers?

To verify all new workers, we estimate that it would cost about $80 million and require more
than 500 workyears over 5 years. To verify all current workers, it would cost approximately
$160 million and require 1,175 workyears over 5 years.

We based our esti on a straight expansion of the current E-Verify program.
Maodifications to the current progr quil could i our costs significantly.
Our estimates include costs to process the fallout work that will come to our field offices,
Social Security card centers, and toll-free number, and is based on the assumption that we
will phase in these additional verifications over a 5-year period.

Do you have an estimate of the visits to the field offices a mandatory system would
generate?

A fully implemented mandatory system for pew hires would require us to verify more than
100 million individuals over 5 years. Based on the current fall-out rate, this work would
generate more than 800,000 additional contacts, resulting in approximately 675,000 field
office visits and 130,000 calls. A fully implemented mandatory system for all workers would
require us to verify more than 240 million individuals over 5 years. Based on the current
fall-out rate, this work would generate almost 2 million additional contacts, resulting in
approximately 1.6 million field office visits and 300,000 calls. Field offices in border States
like California, Arizona, and Texas handle a disproportionate volume of E-Verify fall-out.
Under a mandatory system, this pattern would likely continue.

IfC makes the progi y, it is critical that we receive adequate funding and
lead-time to increase not only our systems capacity but our field office capacity as well.
Equally important, any mandatory program must be phased-in over a multi-year period to
ensure that we effectively support the E-Verify program without compromising our ability to
handle our increasing workloads. Without an appropriate phase-in period, field offices
across the country could be overwhelmed, and border offices would be disproportionately
affected.
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Question #2

a) If a mandatory system was put into place and you had a large influx of field office visits,
would the SSA have to hire more people?

Yes. The increase in our work would require us to hire additional employees. Over a 5-year
period, we would need 125 new employees for the new hire proposal and approximately
250 new employees for the proposal to verify all workers,

b) Would you hire temporary staff for that purpose to hold down SSA's long-term costs?
No, doing so would not be practical, t the lexity of

our
employees to have in-depth knowledge of Social S:cunly number (SSN)- related policies,
procedures, and statutory requirements.

We cannot absorb this work with our current staffing. Our budget has forced us into a hiring
freeze and we are continuing to lose staff. We lose about 3,000 employees each year.

ues #3

Various immi Is have proposed that SSA send letters to individuals who
have muillplc wages repomd on the annusl W-2 statement to alert them for possible
identity theft.

a) Tell us how many individuals have multiple wages each year and your estimate of how
many of these might be fraudulent.

Each year employers send us 240 million wage reports for approximately 150 million
workers. Based on the most recently available data, in tax year (TY) 2009, we estimate that
about 38 million workers held more than one job during the year. Almost | million worked
in five or more jobs. We estimate that more than 37,000 individuals worked in 10 or more
Jjobs that year.

There are many legitimate reasons for a worker to have multiple W-2s for a given year. For
example, he or she may work in more than one job at a time during the year, have a job
change, or work in an empl field that routinely involves multiple employers. We do
not automatically suspect fraud simply because a worker has multiple employers nor can we
estimate how frequently fraud may be involved. We process W-2s for the Internal Revenue
Service, which may have information on this topic.

b) What would be the cost of mailing such letters and what would be the increased time
and financial burden on the field offices?

It is important to note that eamings infi ion may be d by section 6103(1)(5) of the
Internal Revenue Code, which allows us to disclose return infi ion only for purp of
administrating the Social Security Act. Discl of W2 eamnings i ion by us for any
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other purpose is currently a violation of federal law. We conlinue to believe that the Intemal
Revenue Service is better equipped to detect these instances of identity fraud and to contact
individuals with multiple W2s in a calendar year.

The proposals’ specific costs and the effect on field offices depend upon the details of a
specific proposal. 1f we were required, and the law allowed us, to send notices to the

38 million workers for whom we received more than one wage report in TY 2009, we
estimate that the 5-year cost would be more than $340 million and appmximal.cly 2,400
workyears. Itis impurta.nl. to note that these esti assume the proposal would not require
individuals who rccelve 2l Ienet to contact us. Our costs and related field office workloads
would i ially if the proposal required all individuals who receive a letter to
contact us.

‘Would those costs be reimbursed by the Department of Homeland Security (DHS)?

We are prohibited from using trust fund money to support immigration enforcement
activities. Therefore, we require reimt for any E-Verify work we do for DHS, and
DHS regularly reimburses us for that work.

Would such a process result in better protection of the SSN and help individuals protect
their identities?
The E-Verify program is designed to provide an i diate front-end confirmation of a new

hire's employment ehg\b]hty. del.emng SSN misuse. By contrast, because of when we get
W-2 information, we cannot notify an individual that multiple employers reported wages
under his or her name and SSN until 12 to 18 months after the potential SSN misuse
occurred. This delay occurs because employers report wages to us during the year following
the year in which the wages were earned.

Is there some way DHS could help SSA in identifying those SSNs that are being used
for fraudulent work authorization purposes?

DHS's United States Citizenship and Immigration Service has staff devoted to monitoring

employer use of the E-Verify program. Should DHS identify patterns of possible SSN
misuse, it could refer these cases to our Office of Inspector General for further investigation.
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Questions from Richard M. Stana

i

£ GAO

Accountatility * Infegrity * Mallabillty

United States Government Accountability Office
Washington, DC 20548

June 14, 2011

The Honorable Sam Johnson
Chairman

Subcommittee on Social Security
Committee on Ways and Means
House of Representatives

Subject: E-Verify: Responses to Posthearing Questions for the Record

On April 14, 2011, [ testified before your subcommittee on E-Verify, an Internet-based
system that is operated by the Verification Division of the Department of Homeland
Security’s ULS, CIllZ{.‘l’IShlp and Immigration Services (USCIS) and the Social Security
Administration (SSA)". This letter responds to four questions for the record that you
requested that we address on May 17, 2UI 1. The responses are based on work associated with

our December 2010 report on E-Verify” and on updated infi ling questions 3
and 4 that we oblained from USCIS on May 27, 2011. Your questions and my responses
follow.

1. Under E-Verify, law-abiding Americans’ personal information is being
checked through the Department of Homeland Security (DHS). What is DHS
doing with the personal data? Can this information be mined for other
purposes? Can we assure Americans that their personal information may not
be used for any other purpose?

According to privacy impact assessments published in connection with the E-Verify
program, DHS has committed to using E-Verify only to respond to employment
verification inquiries and for other specific and limited purposes, such as to ensure
that fraud is not being committed in the system. While it is true that the data collected
in the systems that support the E-Verify program could potentially be “mined” for
olher purposes, DHS has committed not to do so within the E-Verify program. The

1 ting the Rece dations of the 9/11 Commission Act of 2007 requires
DHS to report annually on activities currently deployed or under development that
meet the act’s definition of data mining. DHS has not reported any E-Verify actions as
data-mining activities under its reporting requirements.

' GAO, Empl A ies Have fmp I E-Verify, but Significant Challenges
Remain, GAO-11-552T (\'.rushmgra.. D.C.: April 14, 2011},

GAQ, Employment Verification: Federal Agencies Heve Taken Steps to Improve E-Verify, but Significant
Challenges Remain, GAO-11-146 (Washington, D.C.: Dec. 17, 2010).
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DHS has taken actions to minimize risks to the privacy of personal information of
employees who are processed through E-Verify. For example, the privacy impact
assessment and other published privacy notices set limits on the collection and use of
personal information for the E-Verify program. Further, DHS has designed E-Verify to
collect and share little personal information about individual employees. Specifically,
E-Verify does not require employers to collect any more information on employees
than has already been recorded on the Form 1-9,” and controls have been established
within E-Verify's automated system that limit the extent to which management
program analysts at DHS can access and use personal information when searching
Lhe ilable datat to confirm citi hip or work authorization status. For

le, manag; t program analysts' access is limited to information applicable
lu the cases that are assigned to them. Controls such as these are intended to provide
assurance that the personal information collected by E-Verify will not be used for
other purposes, such as data mining,

2. What is the solution for having a good employment verification system,
one that does not put individual jobs in jeopardy due to its shortcomings,
like failing to detect identity fraud and preventing an unscrupulous employer
from lying to the system and certifying an unauthorized worker?

A good employment verification system relies ona bination of factors, including
(1) information technology systems that are reliable and have sufficient capacity to
notify employers of employment verification results without interruptions in service,
and that have quality control procedures to screen for data entry errors; (2)
government databases and employee documents that contain accurate and consistent
personal information on employees; (3) the ability of employees to access personal
information and correct inac ies or inconsistent personal information in DHS
databases; (4) employers who act in good faith to implement the rules of E-Verify; (5)
mechanisms that can determine if employees are presenting genuine identity and
employment eligibility documents that are borrowed or stolen; and (6) a credible
waorksite enforcement program.

With respect to ensuring that individual jobs are not jeopardized because of E-Verily
data i acies and willful employer noncompliance, USCIS has taken steps to
improve the accuracy of E-Verify, and USCIS's abml.y to monitor employer
compliance should expand further with the planned fiscal year 2012 implementation
of a data analysis system for analyzing complex patterns in the E-Verify data that
could be indicative of employer misuse. This is a step in the right direction, although
USCIS still has a ways to go to staff its E-Verify Monitoring and Compliance Branch
up to its authorized level' and is generally not in the position to determine whether
employers carry out activities required by E-Verify because interactions between

? The Immigration Reform and Control Act of 1986 established an employ ification process—the Form
1-9 process—that required empl to review d d by new empl to establish their
identity and employment eligibility.

* We noted in our December 2010 report that USCIS's Verification Division Deputy Division Chief told us that
USCIS had hired 22 of 44 itoring and compli analyst stalf budgeted in fiscal year 2010 and planned to

hire the additional 22 staff in fiscal year 2011,
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employers and employees generally oceur privately in workplaces where USCIS has
limited capability to monitor employer compliance with E-Verify requirements.

With respect to detecting identity fraud and whether unserupulous employers hire
unauthorized workers, a challenge is that it is difficult to positively link identity
documents with the persons who present them. In this regard, thought has been given
to the use of biometrics that would provide for such a linkage. While this could
resolve some of the weaknesses of the E-Verify system, the use of biometrics could
be costly and generate privacy concerns. Further, to investigate, sanction, and
prosecute unscrupulous employers, USCIS must rely on U.S. Immigration and
Customs Enforcement (ICE). Although USCIS and ICE signed a memorandum of
agreement in December 2008 that outlined the processes that the agencies are to use
for sharing E-Verify program information, ICE has reported that it has limited
resources for investigating and sanctioning employers that knowingly hire
unauthorized workers or those that knowingly violate E-Verify program rules, and
overall, ICE has expended relatively few resources on carrying out such activities.”
Policy decisions about how to effect a eredible worksite enforcement program using
E-Verify have yet to be made. The success of the E-Verify program will ultimately be
affected by these decisions.

3. Do you have updated estimates for the cost of a mandatory E-Verify
system for new hires and for using E-Verify for all current workers? Do you
have an estimate of the visits to the field offices a mandatory system would
generate?

With respect to the cost of a mandatory E-Verify system, USCIS said it is currently
working on estimating costs. According to USCIS, it has a formula for calculating the
funding and resources needed if legislation mandating E-Verify is passed, If E-Verify
were mandated for all new hires nationwide, USCIS estimates that about 60 million E-
Verify queries would be generated annually. If E-Verify were mandated for all current
workers, USCIS esti that approxi 1y 120 million additional queries would be
generated (in addition to the 60 million for new hires) based on 2008 U.S, Census
Bureau data. According to USCIS, the formula would need to be adjusted accordingly
depending on, among other things, changes in the size of the workforce and the
specifies of the legislation.

With respect to field visits resulting from a mandatory E-Verify system, USCIS said
that under a phased-in approach, it estimates that there will be an annual query

volume of 60 million for new hires. USCIS said this would generate approximately
490,000 visits to S5A field offices, though this estimate would be subject to change.

4. DHS has just implemented a third party authentication system called Self
Check. Do you know if DHS is provided with any personal information about
the individual from the third party authenticator in the Self Check system?

* In fiscal year 2009, ICE spent 5.2 percent of its 10.4 million agent reported workload hours on worksite
enforcement, issued 52 fines s a result of Form 1-9 audits, and made 444 criminal and 1,654 administrative
worksite enforcement amests.
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E-Verify Self Check utilizes a third-party authenticator (independent identity
assurance service) to generate an identity assurance quiz and determine whether
individuals attempting to check their employment eligibility are who they claim to be.
According to USCIS, DHS does not keep any information about the questions asked,
the answer options given, and the answers an individual chose. The only information
DHS retains from the identity assurance portion of the Self Check processis a
transaction identification number and the result of the transaction. USCIS said this
information is retained to determine success and to further improve the Self Check
process. DHS's information retention policy for Self Check is detailed in a published
System of Records Notice and Privacy Impact Assessment.

If you have any questions about this letter or need additional information, please
contact me at (202) 512-8816 or

CReatianet 1. e
Richard M. Stana

Director
Homeland Security and Justice Issues
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