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HEARING ON THE STATE OF SOCIAL
SECURITY’S INFORMATION TECHNOLOGY

WEDNESDAY, MAY 9, 2012

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON WAYS AND MEANS,
Washington, D.C.

The subcommittee met, pursuant to call, at 2:44 p.m., in B-318,
Rayburn Office Building, the Honorable Sam Johnson [chairman of
the subcommittee] presiding.

[The advisory of the hearing follows:]

o))
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HEARING ADVISORY

Chairman Johnson Announces a Hearing on The
State of Social Security’s Information Technology

Wednesday, May 09, 2012

U.S. Congressman Sam Johnson (R-TX), Chairman of the House Committee on
Ways and Means Subcommittee on Social Security, today announced a hearing on
the State of the Social Security Administration’s (SSA’s) Information Technology.
The hearing will take place on Wednesday, May 9, 2012, in B-318 Rayburn
House Office Building, beginning at 2:00 p.m.

In view of the limited time available to hear witnesses, oral testimony at this
hearing will be from invited witnesses only. However, any individual or organization
not scheduled for an oral appearance may submit a written statement for consider-
ation by the Subcommittee and for inclusion in the printed record of the hearing.

BACKGROUND:

Information technology (IT) is critical to the SSA’s ability to serve the public. Ac-
cording to the SSA, in fiscal year 2011, the agency’s IT system supported the pay-
ment of more than $770 billion in benefits to 60 million people and the maintenance
of hundreds of millions of Social Security numbers and related earnings records for
nearly every American. The SSA’s computers also house the electronic medical
records of millions who have filed disability claims and exchange over a billion data
files annually among the SSA, Federal, State, and local government agencies and
businesses in order to administer Social Security benefits and other programs.

As of January 2011, the SSA had 22 internet-based electronic services available
to the public. In Fiscal Year 2011, Social Security processed 15 million personalized
online transactions, including 41 percent of retirement claims and 33 percent of dis-
ability claims. Based on the American Customer Satisfaction Index scores, the SSA
has the three highest-rated online services in all of the Federal Government. Ac-
cording to the SSA, IT investments have helped increase the agency’s productivity
by four percent in each of the last five years.

To deliver services, Social Security relies on a complex and large IT system, in-
cluding sensitive data bases, hundreds of software applications, large computer plat-
forms and thousands of networked computers, printers, phones and other devices.
The information technology is used by nearly 80,000 employees at the SSA and the
state Disability Determination Services.

Until January 2009, the SSA ran its nationwide computer operations from its 30-
year old National Computer Center (NCC). Since then, a second state-of-the-art sup-
port center now runs approximately 35 percent of all its workloads. In February
2009, the American Recovery and Reinvestment Act of 2009 provided $500 million
for the SSA to cover the cost of building a replacement facility for the NCC and part
of the cost of equipping it. After a land acquisition and contractor bidding process
that took longer than was initially projected in 2009, the current projected date for
complete commissioning of the new facility is February 2015, slightly over one year
behind the original schedule. However, the project is currently projected to come in
significantly under budget, due to a lower-than-expected construction contract.

Since 2007, reports by various oversight and advisory groups, including the Na-
tional Research Council, the Government Accountability Office (GAO), the SSA Of-
fice of the Inspector General and the bipartisan Social Security Advisory Board have
called for the SSA to establish a strategic vision for its information technology in-
vestments and develop a long-term plan to improve customer service. The Future
Systems Technology Advisory Panel, a panel of public and private sector industry
experts established by Commissioner Astrue in 2008 to provide independent systems
technology advice, also recommended developing a “comprehensive, agency-wide
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strategic systems development roadmap.” In April 2011, Chairman Johnson re-
quested a report from the GAO to examine the current state of SSA’s modernization
efforts and its plans for the future, which will be released at the hearing.

In announcing the hearing, Social Security Subcommittee Chairman Sam Johnson
(R-TX) said, “Americans of all ages are increasingly using technology for
their everyday needs—from paying their bills to buying their groceries.
Rapid technological innovation defines the times we live in. Social Secu-
rity’s ability to serve an increasingly tech-savvy public depends on its abil-
ity to develop a modernized long-term service delivery plan with the right
investments of today.”

FOCUS OF THE HEARING:

The hearing will focus on the state of SSA’s IT system and the challenges it faces,
IT modernization efforts to date and the return on these investments, IT manage-
ment structure, and the effectiveness of the SSA’s IT strategic planning for IT in-
vestment and measures to track progress.

DETAILS FOR SUBMISSION OF WRITTEN COMMENTS:

Please Note: Any person(s) and/or organization(s) wishing to submit for the hear-
ing record must follow the appropriate link on the hearing page of the Committee
website and complete the informational forms. From the Committee homepage,
http:/ | waysandmeans.house.gov, select “Hearings.” Select the hearing for which you
would like to submit, and click on the link entitled, “Click here to provide a submis-
sion for the record.” Once you have followed the online instructions, submit all re-
quested information. ATTACH your submission as a Word or WordPerfect docu-
ment, in compliance with the formatting requirements listed below, by the close
of business on Wednesday, May 23, 2012. Finally, please note that due to the
change in House mail policy, the U.S. Capitol Police will refuse sealed-package de-
liveries to all House Office Buildings. For questions, or if you encounter technical
problems, please call (202) 225—-1721 or (202) 225-3625.

FORMATTING REQUIREMENTS:

The Committee relies on electronic submissions for printing the official hearing
record. As always, submissions will be included in the record according to the discre-
tion of the Committee. The Committee will not alter the content of your submission,
but we reserve the right to format it according to our guidelines. Any submission
provided to the Committee by a witness, any supplementary materials submitted for
the printed record, and any written comments in response to a request for written
comments must conform to the guidelines listed below. Any submission or supple-
mentary item not in compliance with these guidelines will not be printed, but will
be maintained in the Committee files for review and use by the Committee.

1. All submissions and supplementary materials must be provided in Word or WordPerfect
format and MUST NOT exceed a total of 10 pages, including attachments. Witnesses and sub-
mitters are advised that the Committee relies on electronic submissions for printing the official
hearing record.

2. Copies of whole documents submitted as exhibit material will not be accepted for printing.
Instead, exhibit material should be referenced and quoted or paraphrased. All exhibit material
not meeting these specifications will be maintained in the Committee files for review and use
by the Committee.

3. All submissions must include a list of all clients, persons and/or organizations on whose
behalf the witness appears. A supplemental sheet must accompany each submission listing the
name, company, address, telephone, and fax numbers of each witness.

The Committee seeks to make its facilities accessible to persons with disabilities.
If you are in need of special accommodations, please call 202—-225-1721 or 202-226—
3411 TTD/TTY in advance of the event (four business days notice is requested).
Questions with regard to special accommodation needs in general (including avail-
ability of Committee materials in alternative formats) may be directed to the Com-
mittee as noted above.
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Note: All Committee advisories and news releases are available on the World
Wide Web at http:/ /www.waysandmeans.house.gov /.

Chairman JOHNSON. This hearing will come to order.

As our Nation ages, more Americans are depending on the Social
Security benefits and services they paid for through their hard-
earned wages. According to the recently released 2012 annual re-
port, the Social Security Board of Trustees projects that the num-
ber of people receiving benefits will increase 43 percent between
now and 2025, growing from almost 60 million today to close to 80
million.

This long-predicted workload tsunami is placing an ever-greater
pressure on Social Security’s ability to serve the public, which is
why technology plays such an important role in Social Security’s
ability to deliver services to America.

Social Security’s computers have vast numbers of servers and
databases containing Social Security numbers, earnings, personal
health information, and demographic information on workers, bene-
ficiaries, and their families. Social Security’s employees retrieve
this very personal information through hundreds of software appli-
cations in Social Security’s local offices and teleservice centers via
network computers, printers, phones, and other devices.

As more of the public chooses to conduct business via the Inter-
net, Social Security has seen its online traffic grow. In Fiscal Year
2011, Social Security processed 15 million online transactions, in-
c{uding 41 percent of retirement claims and 33 percent of disability
claims.

Because of their importance, I take the technology needs of So-
cial Security very seriously. I have toured the two facilities that
house Social Security’s technology infrastructure, and, in addition,
my subcommittee continues to keep close tabs on the progress of
the new data center that will replace the aging National Computer
Center at Social Security headquarters. At present, the completion
date for the new facility is February 2015, a year behind schedule.

In March 2011, the bipartisan Social Security Advisory Board
issued a report, “A Vision for the Future,” in which it said, “The
Social Security Administration, like all of government, is under ex-
traordinary strain to accomplish its core mission with smaller
budgets and a smaller workforce, the immediate pressure to attend
only to today’s tasks, and focus less on the future is understand-
able, but not acceptable.” I could not agree more.

That is why I asked the Government Accountability Office, or
GAO, to report on Social Security’s efforts to modernize its tech-
nology. Today our witness from GAO, Ms. Melvin—thank you—will
present GAO’s findings, including the fact that for years experts
have highlighted the importance for Social Security to have a stra-
tegic IT plan. As we will learn today, while some progress has been
made, there is a long way to go.

I am deeply concerned about the Commissioner’s decision to
eliminate the Office of Chief Information Officer and reassign its
responsibilities to the Office of Systems when this office was cre-
ated specifically to develop the agency’s technology vision and man-
age the investment process in the first place.
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Further, I was disappointed to learn that a future systems tech-
nology advisory panel, convened by the Commissioner and made up
of outside experts, was disbanded after two years of work.

Social Security’s Inspector General is now conducting an audit to
tell us what actions Social Security took in response to the panel’s
recommendation. From what I understand, they threw away all the
paperwork.

Americans of all ages are increasingly using technology for their
everyday needs from paying their bills to buying their groceries.
They expect government to keep up technologically. Rapid techno-
logical innovation defines the times we live in, including creative
ways, new ways of doing business.

If Social Security is to effectively meet future service demands,
it must embrace change and design a future service delivery plan
that, at its core, is driven by new technology. The public expects
and deserves nothing less.

I now recognize Mr. Becerra for his opening statement, and wel-
come aboard, sir.

Mr. BECERRA. Mr. Chairman, thank you very much. And to the
witnesses, thank you for your patience in indulging us as we were
on the floor voting.

Mr. Chairman, the Social Security Administration does a difficult
job well, and has had a number of information technology suc-
cesses. At the same time, long-range strategic planning for large-
scale technology modernization, which can be a challenge for a
large enterprise, presents a unique challenge for SSA, which han-
dles over 32,000 new benefit applications, and serves 180,000
Americans in person, and well over 300 Americans by phone each
and every business day.

I hope this hearing will focus on how SSA can best move forward
and what we can do here in Congress to support that.

For 77 years and through 13 recessions, the Social Security Ad-
ministration has paid Americans their earned benefits on time and
in full. In 2012, they paid Social Security benefits to over 55,000
million Americans with an error rate of less than 1 percent. SSA
maintains earning records for nearly 160 million current workers
and handles more than 8 million new benefit applications each
year.

Last year, Social Security field offices served about 45 million
visitors in person and 76 million people called SSA’s 800 number
for help. SSA helped all those Americans while maintaining a cus-
tomer satisfaction rating of about 80 percent.

One of our witnesses today, Mr. Freed, will report that three of
SSA’s most popular online tools outperform Amazon, the highest-
scoring e-retail website they have ever rated. That is why I could
not support the House Republican budget that forced cuts to SSA’s
budget in 2011, or the decision to under fund it again in 2012. We
cannot expect Social Security to keep helping so many people with
so few payment mistakes if they keep losing thousands of experi-
enced employees every year and cannot replace them.

Now 1 in 4 American families receives income from Social Secu-
rity. That day-to-day mission of providing Americans with their
earned benefits is so vital that SSA does not have the option of
shutting down even for a day or two while they install new systems



6

or retrain the nearly 80,000 workers who help deliver Social Secu-
rity every day.

For those who think Social Security could shut down for a day,
what are you going to tell the 32,000 Americans who plan to apply
for Social Security benefits today, the 72,000 Americans who had
to request a Social Security number today, or the 80,000 Americans
who would have gone to Social Security’s offices for help today? Or
what about the 300,000 people who would have called Social Secu-
rity’s 800 number or a local Social Security office today? All in just
one day. That is what Social Security does. Let us know if you
think we can handle that if Social Security has to close.

SSA has other challenges, too. Even though Americans will pay
over $730 billion into the Social Security system in 2012 alone,
SSA has to come to Congress every year to ask for money to oper-
ate Social Security. It is hard to fund long-term investments in
technology or anything else when you do not know what next year’s
budget will be, especially when your last couple of budgets did not
even come close to covering your day-to-day costs.

SSA’s current systems are a complex patchwork quilt of old and
new technologies. Seven hundred different software applications
that generate over 160,000 million computer transactions a day. e-
Government offers great promise for modern customer service and
greater efficiency, but SSA serves a diverse population, and not ev-
eryone has the technology and the skills needed for self-serve gov-
ernment right now. For example, 70 percent of adults in urban
areas have high speed Internet access at home, but only 50 percent
of those in rural areas do.

There is longstanding concern about SSA’s record of strategic
planning and investment for IT modernization. The Government
Accountability Office will tell us this morning that SSA’s methods
for measuring the progress and cost-effectiveness of IT investments
are inadequate.

Finally I want to better understand SSA’s recent change which
merged a separate Office of the Chief Information Officer with the
Office of Systems. Typically a CIO office focuses on long-term stra-
tegic planning and investment, while the systems office has the
challenging job of making sure those 700 software applications and
hardware in thousands of different offices keep functioning every
day.

Deputy Commissioner Kelly Croft, who now wears both of those
hats as the chief information officer and head of systems, is here
today to talk about how he juggles those two critical responsibil-
ities.

When Social Security began in the 1930s, a French industrial ex-
pert hired to advise the U.S. government concluded that the record-
keeping and data management needed for the new Social Security
System was impossible. Just the weight of the original paper
records, for example, would be so massive that no building in
Washington had ever been built with floors sturdy enough to hold
the paper.

But Social Security persevered, and in 1937, IBM invented the
077 collator, a punch card tabulating system that is the ancestor
of modern computers. That was done just for Social Security. More
recently, in 1993 SSA started using predictive modeling software to
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increase the efficiency of their programming integrity work which
is how they prevent fraud and payment error. Reviewing cases tar-
getelg by computer models more than triples the savings from this
work.

Social Security has done other projects that have shown that you
can actually use technology to not just help Americans, but to save
American people money. And I look forward, Mr. Chairman, to
hearing how we can work with the SSA to make sure that using
technology, everyone moves forward with a better SSA.

I yield back, Mr. Chairman.

Chairman JOHNSON. Thank you. As is customary, any member
is welcome to submit a statement for the hearing.

Chairman JOHNSON. Before we move on to our testimony, I
want to remind our witnesses to please try to limit your statement
to 5 minutes. However, without objection, all the written testimony
will be made a part of the hearing record.

We have one witness panel today. Seated at the table is Kelly
Croft, our Deputy Commissioner of Systems and Chief Information
Officer at Social Security, Valerie Melvin, Director of Information
Management and Technology Resource Issues at the Government
Accountability Office, Larry Freed, President and Chief Executive
Officer of ForeSee Results, Inc. in Ann Arbor, Michigan, William
Scherlis, Ph.D., Professor, School of Computer Science at Carnegie
Mellon in Pittsburgh, Max Richtman, President and CEO of the
National Committee to Preserve Social Security and Medicare.
Thank you all for your attendance today.

Welcome, Mr. Croft. You may proceed.

STATEMENT OF G. KELLY CROFT, DEPUTY COMMISSIONER OF
SYSTEMS AND CHIEF INFORMATION OFFICER, SOCIAL SECU-
RITY ADMINISTRATION

Mr. CROFT. Thank you. Chairman Johnson, Ranking Member
Becerra, Members of the Subcommittee, thank you for having me
here today. Appreciate it.

I have worked at Social Security for 30 years and currently do
serve as the Deputy Commissioner for Systems and CIO. In short,
I am responsible for delivering agency-wide IT services and for pro-
tecting the information assets of Social Security.

We are a very large and highly automated organization, and our
systems are available to end users over 99.9 percent of the time.
Our Internet applications for the public are thoughtfully designed,
highly rated, and allow us to maintain high and improving service
levels, even with rising workloads. Just last week we began pro-
viding Social Security statements online. Over 150,000 people have
already successfully used the service.

We have extensive internal controls and continually invest in IT
security. In recent years, our most significant security risk was our
inability to quickly recover IT services with any prolonged disrup-
tion at our Maryland data center. That is no longer the case. Ear-
lier this year, we successfully tested fast and assured recovery if
we ever experience a serious problem at the Maryland center.

We currently have a number of IT projects that are critical for
improving our efficiency and quality of service. Just to name a few,
we are building a new case processing system for State disability
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determination services, building a visitor intake system for our
field offices, adding better systems capabilities in our hearing of-
fices, and building more online services for public use.

Our most important project over the next few years will be to
transition IT operations from our aging Maryland data center to a
new facility. GSA has purchased the land, selected a builder, and
the design phase of the work is underway, and we are grateful to
the subcommittee for your support with this project.

Social Security has a number of IT strengths. For example, we
have a superb technical workforce. We have consolidated most as-
pects of IT to benefit from economies of scale, and we are very good
at technical project management. That said, during an annual proc-
ess where we assess future IT investments, we always have far
more needs and good ideas than expected resources, so we must
prioritize what we work on.

We are in a continual state of IT modernization, and given the
long computing history and size of our enterprise, we always will
be. We have over 700 software applications that combined routinely
generate over 160 million computer transactions a day.

Some of our software is state of the art with graphical user inter-
faces that rival the best systems of their kind in the world. On the
other hand, some of our software is much older with green screen
user interfaces. However, with proven software, old does not nec-
essarily mean dysfunctional. All of our older software works. It is
regularly updated and maintained, and it accurately reflects the in-
tricacies of Title 2 and Title 16 statute and policy. This legacy soft-
ware also represents a multi-billion dollar investment by tax-
payers.

We do want to modernize our older systems, and we do so when-
ever we are rebuilding them because of new business direction, or
if we determine through annual review that an important system
is at increasing risk for technical failure.

Managing a large IT organization does require planning. We rou-
tinely develop detailed multi-year plans in specific technical areas,
for example, to change our storage infrastructure. At a higher level,
we have recently updated our information resources strategic plan,
and we are in the process of updating our enterprise architecture
roadmap.

We assess agency IT in a number of ways. For example, we ana-
lyze cost, schedule, and functionality with all our major invest-
ments, and we post that information on the Federal IT Dashboard.
We also do extensive industry research and benchmarking, and
closely track things such as systems availability and satisfaction
scores.

Finally, because IT enables all aspects of SSA operations, the ul-
timate measure of our success is reflected in the overall perform-
ance and high year over year productivity gains of the agency.

Thanks again for having me here today, and I will do my best
to answer your questions.

[The prepared statement of Mr. Croft follows:]
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Chairman Johnson, Rarking Member Becerra, and Members of the Subcommittee, thank you for
this opportunity to discuss the state of Social Security information techaoclogy.

I have worked at SSA. for 30 years and currently serve as Deputy Commissioner for Systems
(DCSY) and Chief Information Officer (C1O). I am responsible for delivering cost-effective 1T
services, and for protecting the information assets of Social Security.

We are a highly automated, mostly paperless agency, and our enterprise systems are available to
end-users, with good response times, over 99.9 percent of the time. Qur Internet applications for
the public and businesses are thoughtfully designed, highly rated (by the independent American
Customer Satisfaction Index and our own surveys), and allow us to maintain high and improving
service levels even with rising workleads. Just last week we began providing a new service for
the public te get a Sociat Security Statement online. Over 150,000 people have already
success{ully used this service.

Our electronic services are highly rated because we carefully select appropriate transactions for
online development; we think through an entire business process and conduct rigorous user-
centered design; we pay attention to T security; we carefully test our software before placing it
in production; we make our electronic services accessible, including to people with disabilities;
and we closely monitor the performance and satisfaction of each electronic service and regularly
tmprove our software.

Other examples of recent Social Security 1T advancements include an innovative system
designed to reduce improper payments with Supplemental Security Income (SSI); expanded
decision support software for making policy compliant disability decisions; Spanish versions of
our popular online Retirement Estimator and our retirement iClaim application; a completely re-
designed system for processing Social Security card reguests; and many improvements to our
automated notices,

To protect our extensive data stores and all key systems, we have tight internal controls and
continually invest in I'T security where we blend new security technologies with classic concepts
such as continuous monitoring, situationat risk awareness, defense-in-depth, and least-privilege.
In recent decades, our most significant security risk was our inability to quickly recover IT
services with any prolonged disruption at our Maryland data center. That is no longer the case.
Earlier this year we successfully tested and proved fast and assured recovery if we ever
experience a serious problem at the Maryland center.

We currently have a number of in-progress 1T initiatives that are critical for improving our
efficiency and quality of service. Just to name a few, we are building a new case processing
syslem for Stale disability determination services; building a national visitor intake system lor
our field offices; adding more advanced systems capabilities in our hearing offices; converting
our master-files to DB2 databases; increasing the use of video for appeals and operational
workloads; modernizing our earnings record software; building more agile data exchange

1
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programs; and building more online services that will utilize our new “My Social Security”
portal and authentication process.

Recognizing the changing service desires of the American public, we are carefully considering
use of mobile technology. We have done thorough research, considering things such as industry
trends, security, guidelines for mobile suitability, design best practices, and return-on-investment
potential. We plan to build a transactional mobile application for S§1 wage reporting later this
year, Wage reporting is a reoccurring task for a segment of beneficiaries and their families, and
it one of the main causes of improper payments.

Qur most important project over the next few years will be to transition I'T operations from our
aging Maryland data center to a new facility. The General Services Administration has
purchased the land, selected a builder, and the design phase of the work is underway. We expect
to begin installing IT equipment in the new building in 2015 and are doing extensive transition
and budget planning. We are grateful to this Subcommittee for untailing support for this project.

We strive to be good partners with other Federal agencies, and with State and local government
entities—in particular because of the need to collaborate on our ever-growing data exchange and
information verification workloads such as ¢Verify. Another example of our ¢lose collaboration
with agencies is our ongoing work with the Veterans Administration and the Departrient of
Defense to support Wounded Warriors. We fully support all government-wide IT iitiatives
directed by the Office of Management and Budget and sponsored by the Federal Chief
Information Officer Council.

Social Security has a number of IT strengths. For example, we have a superb technical
workforce; we have consolidated most aspects of agency IT in order to benefit from economies
of scale; and we are very good at user-centered design and technical project management. That
said, during an annual process where we assess future 1T investments, we always have far mere
agency needs and good ideas than expected resources, so we must prioritize what we will work
on. All SSA components are active players with the IT departinent in this process because they
recognize the importance of 1T to the agency.

We are in a continual state of I'T modernization—and given the long history and size of our
enterprise, we always will be. For example, we have over 700 software applications that
combined, routinely generate over 160 miilion computer transactions a day. Some of our
software is statc of the art, with medern graphical interfaces that rival the best systems of their
kind in the world. On the other hand, some of our software is much older, with green screen user
interfaces.

However, with proven software, “old” does not necessarily mean dysfunctional. Most of the
older software (that we are gradually phasing out as resources allow) is robust; ali of it is
regularly updated and maintained; and it accurately reflects the intricacies of complex Social
Security and SSI statute and policy. This “legacy” software represents a multi-billion dollar
investment by taxpayers. We also do carcful IT workforce planning to ensurc that we always
have adequate numbers of fully trained staff to operate ail the technologies we use.

2
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The mix of programming languages in our software portfolio reflects our continual
modernization. Although we have many COBOL programs, our inventory of JAVA code is
growing and will become the most prevalent programming language in our software applications
in a few years. We modernize older systems when we are re-building them because of business
direction, or if we determine, through annual review, that a particufar system is at increasing risk
for technical failure.

Our IT hardware and telecommunications infrastructure is diverse and generally very current.
We refresh these technologies based on business needs and consistent with industry best
practices. Reflecting our efficiency, we deliver agency-wide [T services from just two data
centers. These centers are co-processing facilities. They share the daily agency computing load,
and each has the ability (hardware, telecommunications, applications, data, and sta{f} to pick up
all operations from the other in case of problems.

Managing a large I'T organization requires a significant amount of planning. We routinely
develop very detailed multi-year plans within a specific area, for example, to upgrade our
telecommunications systems. At a higher level, we have just recently updated our 2012-2016
Information Resources Management Strategic Plan, and our Capital Planning and Investment
Control guide. We arc in the process of updating our I'T enterprise architecture roadmap to be
fully compliant with guidance from the Office of Management and Budget.

We assess the overall state of agency IT in a number of ways. For example, we analyze cost,
schedule, and functionality with our major [T investments, and in a transparent manner, we share
that information with the public on the Federal IT Dashboard. We monitor the availability and
performance of all our enterprise systems on a daily basis. We closely track agency-wide
security incidents, help desk calls and trouble tickets. We have very active management and
sponsor oversight of our work, and we conduct success verification evaluations at the conclusion
of all our executive oversight projects. We receive continual feedback from end-user surveys,
numerous auditors, and our business partners. We conduct a bi-annual skilts inventory of our
workforce. We are active participants in a number of research and benchmarking groups.
Finally, the ultimate measurement of our IT success is reflected in the overall performance
metrics, and high year-over-year productivity gains, of the agency.

Accountability and authority for IT in Social Security very clearly rests with the position T hold
as Deputy Conunissioner for Systems/Chief Information Ofticer {DCS/CI0). I am a direct
report to the SSA Commissioner and have a seat at the table for literally all senior groups and
boards in the agency. At Social Security the DCS/CIO leads agency I'T planning; 1T capital
planning and investmenti management; [T security; IT worklorce planning; enterprise
architecture; e-government initiatives; and all systems acquisitions, development and integration
efforts. In addition, | closely collaborate with peer SSA executives on agency information
disclosure; privacy; records management; information dissemination; and information
collection/paperwork reduction efforis.

IT literally touches all aspects of the agency, and | appreciate your interest in the topic. Thanks
again for inviting me to this hearing and T will do my best to answer any questions you have.

3

Chairman JOHNSON. Thank you. We appreciate your presence.
Ms. Melvin, welcome. Please go ahead.
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STATEMENT OF VALERIE C. MELVIN, DIRECTOR, INFORMA-
TION MANAGEMENT AND TECHNOLOGY RESOURCES ISSUES,
GOVERNMENT ACCOUNTABILITY OFFICE

Ms. MELVIN. Good afternoon, Chairman dJohnson, Ranking
Member Becerra, and Members of the Subcommittee. Thank you
for inviting me to participate in today’s hearing on SSA’s informa-
tion technology. As you have noted, the agency depends heavily on
IT to deliver services that touch the lives of nearly every American,
afr‘}‘d during the last Fiscal Year, spent nearly $1.6 billion on its IT
efforts.

As its systems have aged and its workload has increased, SSA
has committed to investing in technology needed to update its in-
frastructure and deliver services more quickly and efficiently. In
addition, it had recently aligned its IT governance structure, in-
cluding the responsibilities of a CIO, as you have noted.

At your request, we recently completed the study of the agency’s
IT modernization efforts, the results of which are found in our re-
port that is being released today. Our study examined three areas:
SSA’s progress at modernizing IT, the effectiveness of its mod-
ernization plans and strategies, and whether the CIO realignment
?llows it to effectively oversee and manage its modernization ef-
orts.

To summarize briefly, we found that SSA has spent about $5 bil-
lion since 2001 on many modernization projects that have impacted
all of its main program areas. However, SSA’s efforts have not been
guided by the kind of strategic approach that we have identified as
crucial to ensuring successful modernization outcomes.

Specifically, SSA has not developed comprehensive and quantifi-
able performance measures, or conducted post-implementation re-
views of all of its completed projects, making it difficult to measure
the progress that it is making, or determine if its projects are cost-
effectively supporting its modernization goals.

Also at the time of our study, SSA lacked an approved IT stra-
tegic plan that included key elements to specify how its IT invest-
ments support overall agency strategic goals, and fit together to
provide the kind of modernized technology environment needed to
carry out its mission.

As has been noted, SSA has issued a new plan earlier this week,
and we have begun to assess it. To be a meaningful tool, it is im-
portant that this plan provide a clear and comprehensive picture
of what the agency seeks to accomplish, identify the IT strategies
SSA will use to achieve desired results, and provide results-ori-
ented goals and performance measures that permit the agency to
determine whether it is succeeding.

Further, if appropriately implemented, SSA’s recent consolida-
tion of the CIO’s responsibilities and to its Office of Systems could
provide for effective management of its IT. However, this realign-
ment was undertaken without adequate planning, including an as-
sessment of its impact on staffing roles and responsibilities.

In addition, the new governance structure had not been reflected
in SSA’s internal guidance on managing IT investments, which is
critical to ensuring effective oversight.

As highlighted in our report, SSA has completed many mod-
ernization projects that have delivered tangible benefits. We also
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note, however, that the agency still has major modernization efforts
underway, as Mr. Croft has alluded to. These include completing
the conversion of its legacy database management system and mod-
ernizing its Title 2 processing system. The significance of these ef-
forts highlights the need for a more strategic approach to mod-
ernization that SSA currently lacks.

Our report contains recommendations to SSA for establishing
such an approach. In addition to updating its IT strategic plan to
help ensure that its investments effectively support broader agency
goals, we also recommended that SSA develop comprehensive per-
formance measures, and post implementation reviews to better
measure progress, and to further define its enterprise architecture
and IT strategic vision, as well as to clearly define the roles and
responsibilities of its Office of Systems staff in light of the CIO re-
alignment.

Until SSA has a more strategic approach to using IT to supports
its mission, it risks investing in technology that does not meet fu-
ture needs of the agency or the public in the most optimal manner.
Further, SSA will continue to lack a meaningful mechanism for
oversight bodies, such as your subcommittee, to gauge its progress
in meeting modernization goals.

This concludes my prepared statement. I would be pleased to re-
spond to your questions.

[The prepared statement of Ms. Melvin follows:]
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Chairman Johnson, Ranking Member Becerra, and Members of the
Subcommittee:

Thank you for inviting me to participate in today’s hearing on the Social
Security Administration’s (SSA) efforts to modermize its information
technology (IT) systems and environment. As you know, SSA is
responsible for delivering services that touch the lives of virtuatly every
American, and the agency relies heavily on IT to do so. Its computerized
information systems support a range of activities, from the processing of
Disability Insurance and Supplemental Security Income payments to the
calculation and withholding of Medicare premiums, and the issuance of
Social Security numbers and cards. Last fiscal year, the agency spent
nearly $1.6 billion on IT.

As SSA’s systems have aged and its workload has increased, the agency
has committed to investing in the capacity and modern technologies
needed to update its strained IT infrastructure. In addition, the agency has
recently undertaken a realignment of its IT governance structure,
including the responsibilities of its Chief Information Officer (CIO).

At your request, over the past year, we have been examining SSA’s
modernization efforts, The specific objectives of our study were to (1)
determine SSA’s progress in modernizing its IT systems and capabilities;
(2) evaluate the effectiveness of SSA’s plans and strategy for
modernizing its systems and capabilities; and (3) assess whether the
realignment of the agency's CIO responsibilities allows for effective
oversight and management of the systems modernization efforts.

QOur repert documenting the results of the study is being released today.’
As agreed with your office, my testimony statement summarizes the key
findings in our report. in preparing this statement, we relied on the work
supporting our report. The report contains a more detailed overview of the
scope of our review and the methodology used. The work upon which this
statement is based was conducted in accordance with generally accepted
government auditing standards from May 2011 to April 2012. Those
standards require that we plan and perform audits to obtain sufficient,
appropriate evidence to provide a reascnable basis for our findings and

'GAO, Social Security Administration: improved Planning and Performance Measures Are
Needed to Help Ensure Successful Technology Modernization, GAQ-12-485 (Washington,
D.C.: Apr. 26, 2012),

Page 1 GAD-12-723T
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conclusions. We believe that the evidence obtained provided a
reasonable basis for our findings and conclusions based on our audit
objectives.

Background

SSA’s mission is to deliver Social Security services that meet the
changing needs of the public. The Social Security Act and amendments
established the programs that SSA administers, which inciude

« the Old Age, Survivors, and Disability Insurance program: Commonly
referred to simply as “Social Security,” this program is one of the
nation’s targest entittement programs and provides monthly benefits to
retired and disabled workers, their spouses and children, and the
survivors of insured workers who have died; and

« the Supplemental Security Income program: This is a needs-based
program financed from general tax revenues that provides benefits to
aged adults, blind or disabled adults, and children with limited income
and resources.

According to SSA, in fiscal year 2011, about 54 million people received
benefits from the Old Age, Survivoars, and Disability program, and over 8
million people received benefits from the Supplemental Security Income
program. Collectively, about 155 million people work and pay Sociat
Security taxes. The agency's fiscal year 2011 expenses totaled about
$12.4 billion to support its programs.

SSA Relies on IT to Deliver
Services

SSA relies extensively on IT to administer its programs and support
related activities. Specifically, its systems are used to, among other
things,

« handle millions of transactions on SSA’s toll-free telephone number,

« maintain records for the millions of beneficiaries and recipients of
SS8A’s programs,

« evaluate evidence and make determinations of eligibility for benefits,
« issue new and replacement Social Security cards, and

« process earnings iterns for crediting to workers’ earnings records.

Page 2 GAQ-12-723T
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Howevaer, as the agency’s systems have aged, SSA has faced challenges
in carrying out its increasing workload. Specifically, many of SSA's
existing systems software were developed in the 1960s and 1970s and
are written in older computer programming fanguages or are past their
designed life cycle. White the agency has made technical and functionat
upgrades throughout the years, it continues to face challenges because
of the need to store, process, and share increasing ameunts of data and
to transition to Web-based, online access for SSA data and services,
among other factors.

Accordingly, in its most recent Agency Strategic Plan, SSA has identified
IT as a key foundationat element to achieving success in meeting its
goals. Recognizing the challenges facing its IT environment, the agency
has stated that if plans to, among other things, develop and implement a
common system for processing disability cases, increase its use of online
services for access to benefits and information, and automate its
processes for reporting information.

Office of Systems Oversees
SSA’s IT Systems and
Investments

SSA’s Office of Systems is responsible for developing, overseeing, and
maintaining the agency’s IT systems. Comprised of eight component
offices and approximately 3,300 staff, the Office of Systems has
responsibility for the agency’s iT.

SSA uses its capital planning and investment control process to manage
its software development projects. This process is intended to meet the
objectives of the Clinger-Cohen Act of 19967 by providing a framework for
selecting, controlling, and evaluating investmentis in IT to help ensure that
they meet the strategic and business objectives of the agency. This
process requires a series of reviews by executive oversight bodies,
inciuding the agency's Strategic Information Technology Assessment and
Review board, to ensure that |T projects are selected that best meet the
agency's goals; that, once selected, they are performing within expected
schedule and cost parameters; and finally, that once implemented, these
projects are delivering results.

2The Clinger-Cohen Act (see 40 U.8.C. §§ 11301-11331) provides a framework for
effective T management that encompasses systems integration ptanning and investment.

Page 3 GAQ-12-723T
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In June 2011, in an effort to increase efficiency, the Commissioner of
Social Security announced the realignment of CIO functions and
associated personnel. As part of this realignment, the Office of the CIO
was eliminated, and most of its respeonsibilities for managing T, along
with the iT budget, were reassigned fo the Office of Systems. Previously,
key duties of the ClO were to select and prioritize [T investments and
oversee the review and approval of the annual IT budget, while the Office
of Systems was responsible for managing the acquisition, development,
and maintenance of I'T projects. Under the realignment, the Deputy
Commissioner for Systems—who heads the Office of Systems—assumed
the major responsibilities of the CIO.

SSA Has Undertaken
Numerous
Modernization Efforts
but Lacks Effective
Tools for Measuring
Progress

Since 2001, SSA has reported spending more than $5 billion on the
development, modernization, and enhancement of its IT systems and
capabilities. SSA officials identified 120 initiatives undertaken from 2001
10 2011 that the agency considered to be key investments in
modernization. These comprise a subset of the hundreds of projects and
modernization activities SSA underiakes yearly, which vary greatly in
level of effort, scope, and cost. These initiatives affected all of the
agency's main program areas:

« According to managers within SSA’s Office of Disability Systems, in
an effort to reduce backlogs of disability hearings, the agency
implemented a process for creating electronic “folders” for each
applicant, to replace the existing paper-based process. This initiative
included capabilities for electronically viewing an applicant’s folder,
electronic screening for faster disability determinations, and Internet
access to information on disability hearings and determinations.

« The Office of Retirement and Survivors Insurance Systems took steps
to improve outdated legacy systems and respond to legislation or
other mandates requiring new system functionality. These efforts
included integrating stand-alone “post-entitlement” processes,
facilitating ontine application for benefits, and conversion of a key
database to a more modern, industry-standard one.

« Managers from the Office of Applications and Supplemental Security
Income described initiatives to modernize large legacy databases and
facilitate data sharing to streamline the claims process, These
included enhancements to the electronic death registration process

Page 4 GAQ-12-723T
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and the development of a Web application enabling access to data
from multiple systems.

« S8A officials described initiatives in the area of electronically
exchanging data with external partners, including states and private-
sector partners such as banks and credit bureaus.

« 8SA also noted efforts to streamline the process for administering
Social Security cards, such as introducing safeguards against
counterfeiting and replacing its legacy printers.

In addition to these initiatives, SSA undertook a project to establish a
disaster recovery capability at a secondary computing site. This project
provided for continuity of operations, continuous processing of SSA’s
workload, and backup of the agency’s iT assets, among other
capabilities.

While these improvements have yielded benefits, $SA still has a number
of other major efforts under way to continue the modernization of its IT
environment. These efforts involve

« completing the conversion of the agency's legacy Master Data Access
Method database system (used to support the storage and retrieval of
S$8A’s major program master files) te a modern, industry-standard
database system;

« transitioning from its legacy system for processing retirement and
survivors’ claims te a single, unified system that integrates initial and
post-entitiement actions;

« streamlining operations and reducing duplication in disability
databases and transitioning from multiple and fragmented applications
to a single, unified case processing system;

« enhancing and refreshing telecommunications equipment and
ongoing improvement of connectivity and bandwidth for data, voice,
and video communications; and

« supporting enhancements to SSA's Medicare initiatives, including
changes required by the Patient Protection and Affordable Care Act,
which are intended to improve the process for verifying the name,
Social Security number, and other data on Medicare earnings reports.

Page 5 GAQ-12.723T
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S8A officials noted that the agency faces several challenges in
successfully carrying out these modemization efforts. These include
planning for system changes within a single fiscat year budget cycle, a
practice that limits the agency’s ability to make long-term modernization
plans; devoting significant resources to the maintenance of existing
tegacy systems because of large quantities of legacy code; and diverting
resources from long-term projects to shorter-term immediate
requirements, such as those arising from legislative changes.

Compeounding these challenges, we found that SSA has not fully
established performance measures or a post-implementation review
process that would allow it to determine the progress it is making in its
modernization efforts. Federal law requires agencies to identify
performance measures for their IT investments,® and we have previously
reported that comprehensive measures are essential for gauging the
progress and benefits of IT investments.* However, while SSA developed
performance measures for most of its 17 major modernization
investments for fiscal year 2010, it did not identify any measures in one of
four management areas identified by the Office of Management and
Budget {OMB) for 3 of these investments.® Moreover, the measures $SA
developed did not always aliow for assessments of each project's
effectiveness in meeting agency goals. For example, these measures did
not always (1} identify how each project is to contribute to expected
benefits; (2) include measures of investiments’ effectiveness in meeting
goals, requirementis, or mission resuits; or (3) provide the means for
measuring progress toward specific modernization goals.

*The Paperwork Reduction Act requires federal agencies to establish performance
measures that depict how effectively the management of information resources, which
includes IT, is supporting their business needs. In addition, the Clinger-Cohen Act requires
agencies to establish performance measures, such as those refated to how IT contributes
to program productivity, efficiency, and effectiveness, and 1o monitor the actuak-versus-
expected performance of those measures.

“GAO, Information Technofogy Management; Governmentwide Strategic Planning,
Performance Measurement, and Investment Management Can Be Further improved,
GAC-04-49 (Washington, D.C.: Jan. 12, 2004)

5These four areas are mission and business results, processes and activities, customer

results, and technology. See OMB, Federal Enterprise Architecture: Consolidated
Reference Model Document, version 2. 3 (Washingten, D.C.: October 2007).

Page 6 GAD-12-723T
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In addition, SSA has not conducted post-implementation reviews of its IT
projects or systems, as called for by OMB guidance. Such a review
should confirm the extent to which planned benefits were achieved,
determine the cost-effectiveness of the project, and identify lessons
tearned and opportunities for improvement. While SSA conducts
assessments of completed initiatives, these assessments lack key
elements called for by OMB that would provide assurance that
modernization and other IT projects are delivering expected benefits at
acceptable costs and that SSA is making progress in meeting its goals.

Modernization
Approach Is Not
Guided by Key
Practices

Comprshensive strategic planning is essential for successfully carrying
out large-scale efforts such as $SA’s IT modernizations. Key elements of
such planning include developing an IT strategic plan and an enterprise
architecture that, together, outline modernization goals, measures, and
timelines.

An iT strategic plan serves as an agency’s vision and helps align iis
information resources with its business strategies and investment
decisions. As such, it provides a high-level perspective of the agency's
goals and abjectives, enabling the agency to prioritize how it allocates
resources; proactively respond to changes; and communicate its vision
and goals to management, oversight badies, and external parties. The
enterprise architecture helps to implement the strategic vision by
providing a focused “blueprint” of the organization’s business processes
and technology that suppaorts them. it includes descriptions of how the
organization operates today, how it intends teo operate in the fuiure, and a
plan for transitioning to the target state. it further helps coordinate the
concurrent development of IT systems to limit unnecessary duplication
and increase the likelihood that these systems will inter-operate.

SSA developed an IT strategic plan in 2007 to guide its modernization
effarts; however, the plan is outdated and may not be aligned with the
agency's overall strategic ptan. Specifically, because it has not been
updated since 2007, the plan contains elements that are no longer
relevant o SSA’s ongoing medernization efforts. For example, the plan
discusses projects that have largely been completed, does not reference
current information security requirements, and does not reflect current
staffing needs. Further, it does not reflect the way in which modernization
decisions are driven by the agency’s Strategic information Technology
Assessment and Review board.

Page 7 GAO-12-723T
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The currency of the IT strategic plan is further called into question by the
fact that the agency updated its overall Agency Strategic Plan in 2008
and again in 2012. Thus, the IT strategic plan may no longer be aligned
with the agency’s broader goals. In the absence of an updated [T
strategic plan, SSA has relied on a number of program aclivities to guide
its modernization efforts, such as identifying and prioritizing IT
modernization investments during its annual investment review process
and developing high-level descriptions of projects in each of the agency's
portfolios. However, these activities are based on short-term budget
cycles and do not provide a long-term strategic vision with detailed steps
and milestones. SSA officials stated that they are updating the IT
strategic plan; however, it has yet to be finalized or approved.

In addition, SSA has developed an enterprise architecture, but it is
rissing key components. Specifically, the architecture captures certain
foundationat information about the current and target states of the
organization, such as current business processes and business
cutcomes, to assist in evolving existing information systems and
developing new ones. Nevertheless, the architecture lacks important
content called for by federal CIO Council and OMB guidance that wouid
allow the agency to more effectively plan its investments and achieve its
vision of modernized systems and operations, Specifically, the
architecture iacks key elements that would establish the specific steps
and direction to reach its vision of modernized systems by 2016. In
particutar, the agency has not developed a service-oriented architecture
road map that would, among other things, articulate the changes and
growth in IT capabilities over time and provide a conceptual plan that
establishes a basis for developing more detailed project ptans. Further,
SSA has not conducted an enterprise gap analysis to identify the
differences between its current and target states to enable the
development of a plan for transitioning from the current to the target state.
SSA also has not developed quantitative performance expectations for
the target state or anatyzed the flows of information among the agency's
business processes. Without a long-term strategic vision and an
enterprise architecture that provides detaits on how this vision is to be
executed, SSA lacks assurance that its modernization initiatives will
effectively and efficiently support its goals and mission.

Page 8 GAQ-12-723T
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CIO Realignment
Allows for Effective
Oversight and
Management but Was
Implemented without
Adequate Planning or
Updated Guidance

As mentioned earlier, in 2011, SSA realigned the functions of its Office of
the CIO, consolidating major responsibilities for the management and
oversight of IT in its Office of Systems. Federal jaw, specifically the
Clinger-Cohen Act of 1996, requires the heads of executive branch
agencies to designate a CIO with key respensibilities for managing an
agency's T resources. As we have previously reported, o carry out these
responsibilities effectively, ClOs require sufficient control over IT
investments, including control over the IT budget and workforce.®

Under the realignment, key responsibilities of the CIO and Deputy
Commissioner for Systems were merged into the Office of Systems.
Specifically, this arrangement gave the Office for Systems responsibility
for, among other things,

« oversight and management of IT budget formulation;

« systems acquisition, development, and integration;

« the IT capital planning and investment contro! process;

« waorkforce planning and allocation of resaurces to [T projects;

« T strategic planning;

« enterprise architecture;

s T security; and

« T operations.

If implemented appropriately, this organizational structure should allow for
effective oversight and management of the agency’s systems and
modernization initiatives. However, we found in our review that the
realignment was undertaken without the benefit of an analysis of the
impact of this significant organizational change. Specifically, SSA did not
develop a management plan that would describe the challenges

associated with the realignment or strategies for addressing them, along
with time frames, resources, performance measures, and accountability

BGAD, Federat Chief information Officers; Opportunities Exist to Improve Role in
mformation Technotogy Management, GAQ-11-634 (Washington, D.C.: Sept. 15, 2011).

Page 9 GAD-12-723T
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structures. Further, $SA did not analyze the roles and responsibilities
needed to support the allocation of functions under the realignment.
Without such an analysis, it cannot be determined whether the
reassignment of staff that occurred as a resuit of the realignment
represents an optimal allocation of resources.

In addition, SSA has not updated its capital planning and investment
controt guidance to reflect the realignment. This guidance sets forth the
process and responsibilities for managing the selection, control, and
evaluation of SSA’s IT investments. However, under the realignment,
certain elements of the existing guidance are obsolete, such as the
requirement for independent CIO reviews of IT investment proposals.
SSA officials stated that the guidance was being updated and would be
reviewed internaily; however, they couid not provide a time frame for the
approval and implementation of the revised guidance. Having updated
guidance is critical to ensuring that responsibilities for management and
oversight of the agency’s IT investments are being carried out effectively
under the realigned organizational structure.

SSA Needs to Take
Actions to Help
Ensure the Success of
Its Modernization

In our report, we made a number of recommendations to SSA to address
the challenges it faces in carrying out its IT modernization efforts.
Specifically, we recommended that SSA:

Ensure that performance measures are established for IT investments
in each of OMB's four management areas and that they aliow for
measurement of progress in meeting modernization goals.

« Inupdating the agency’s iT strategic plan, ensure that it includes key
elements, such as results-oriented goals, strategies, milestones,
performance measures, and an analysis of interdependencies among
projects and activities, and is used to guide and coordinate
modernization efforts.

« Establish an enterprise architecture that includes key elements, such
as a service-oriented architecture road map, a gap analysis,
performance targets, and descriptions of information flows and
relationships.

« Define roles and responsibilities of realigned IT staff and develop and
ctearly document updated investment review guidance.

Page 10 GAQ-12-723T
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In commenting on a draft of our report, SSA neither agreed nor disagreed
with our recommendations. However, the agancy pravided responses to
each of the recommendations, as well as more general comments on our
report’s findings. SSA described steps it is taking that would address
elements of the recommendations related to planning, enterprise
architecture, and IT oversight, while it took issue with other elements of
the recommendations, including the level of detail that an IT strategic plan
should contain and the need for more comprehensive measures. We
continue to believe these recommendations are warranted. (Please see
the “Agency Comments and Our Evaluation” section of our report for
more details on SSA’s comments and our response.)

In summary, while SSA has undertaken important initiatives that have
resulted in improvements to its processes, significant efforts remain for it
to fully meet its goals for modernizing its IT environment. Ensuring that it
is successful in meeting these goals will be difficult without the agency
establishing effective tools for measuring progress and performance and
without comprehensive strategic planning. SSA's realignment of the CIO
responsibilities provides an opportunity for effective management and
oversight of the agency’s systems modernization efforis; however, this
effectiveness may well be hindered without appropriate implementation of
the realignment, including defined roles and responsibilities and updated
oversight guidance.

Chairman Johnson, Ranking Member Becerra, and Members of the
Subcommittee, this concludes my statement. | would be pleased to
answer any guestions that you may have at this time.

Contact and
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Chairman JOHNSON. Thank you, ma’am. I appreciate your tes-

timony.

Mr. Freed, you are welcome to proceed.
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Mr. Freed. Thank you. Good afternoon, Chairman Johnson, and
Ranking Member Becerra, and the rest of the subcommittee. Thank
you for the opportunity to testify about our experience measuring
and analyzing citizen satisfaction with nine of the Social Security
Administration’s websites.

My name is Larry Freed, and I am president and CEO of Fore-
See. We are a company that is a customer experience analytics
company that helps measure the experience and help companies
analyze where to invest their dollars to make the largest improve-
ments possible for the benefit of the users.

We use a patented technology based on a methodology developed
at the University of Michigan called the American Customer Satis-
faction Index, or ACSI. The ACSI methodology has a long history
as a measurement system, a performance metric, and a great im-
provement tool, both in the Federal Government and in the private
sector.

Since 2001, ForeSee has measured citizen satisfaction on more
than 300 government websites, including 9 Social Security
websites, across 50 departments and agencies, in addition to inter-
national, State, and quasi-government sites. We have also worked
with over 400 private sector companies as well.

We have collected more than 7 million citizen surveys since 2001
for visitors to Federal Government websites, and since 2009 we
have collected 4 million surveys as well. And we collect over 1.5
million consumer satisfaction surveys every month across our 700
plus measures.

So why measure satisfaction? Well, satisfaction is very important
because ultimately when citizens are visiting these websites, the
experience they have is going to ultimately determine where they
go next and what they do. And the e-Government initiatives pro-
vide a great opportunity to lower the cost of delivering goods and
services and information and transactions to the citizens.

Based on the measurements that we do satisfaction scores, the
future behavior scores, we find that citizens are very high satisfied
with Federal Government websites. They are highly more likely to
have trust in an agency, 70 percent higher if they are in highly sat-
isfied versus those that are dissatisfied. They are 48 percent more
likely to participate in government by expressing their thoughts to
the agency than citizens that are less satisfied. And their future
behaviors directly relate to the open government initiatives.

Satisfaction also increases the likelihood that citizens will return
to the websites again and use it as their primary resource as op-
posed to utilizing more costly channels, such as call centers and
branches. These behaviors significantly will increase both the effi-
ciency and reduce costs and make the lives of citizens far more
easy.

Our research continues to demonstrate that citizens find their
interactions with government through the online channel to be far
more satisfying than their experience through traditional means of
dealing with government. Social Security and other agencies must
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focus on customer experience online in order to maximize the value
of this cost savings channel.

I would like to share some of our research with you on how well
the Social Security sites do in meeting citizens’ needs and exceed-
ing expectations with the websites and applications that we are
currently measuring.

ForeSee has measured and analyzed customer satisfaction data
for nine Social Security websites and applications for more than
eight years. SSA uses the data and analysis in three main ways:
one, to measure whether citizens are getting a good experience and
the sites are meeting their needs, second, to understand how to im-
prove the websites in a citizen-centric manner, and, third, to un-
derstand how to improve the online self-service and decrease offline
services, and, therefore, lead to a decreased utilization of offline
services, and ultimately cost savings and efficiency.

Currently we are measuring the nine sites are: the Social Secu-
rity online main website, the Social Security Internet disability re-
port, the Social Security iClaim, the Social Security business serv-
ices online, the retirement estimator, the help with Medicare pre-
scription drug plan costs, the Social Security online frequently
asked questions, the SSA iAppeals, and the Social Security elec-
tronic access.

We measure satisfaction on a 100-point scale, and any score
above 80 is generally considered to be an excellent score. The
scores for the sites that we measure range from 69 to 92, and six
of the nine sites score above 80, which we think of as a threshold
for a great performing site. And as Mr. Becerra mentioned, some
of the sites outperform even Amazon, which by most is considered
one of the best e-tellers around.

I would like to quickly go through a quick performance rundown
of these different sites. Social Security’s iClaim we have been meas-
uring since January of 2004. The current score is a 92. When we
started measuring it, it was a score of 68, significant improvement
over time.

The retirement estimator has been tracking citizen satisfaction
since July of 2008, and it currently sits at a score of 90, another
very strong score.

The help with Medicare prescription drug plan costs, began
measuring in June of 2005, and it is currently at a score of 89.

The electronic access applications, started measuring in May of
2012, and their score is 88, again, well above the threshold.

The Internet disability report, we have been measuring since
2006, and it has a score of 83, and it has increased from 72 when
we first started measuring it.

The business services online has a score above 80, and right now
it is at a score of 83.

SSA iAppeals has a score of 71, so there is obviously some room
for improvement there. And the FAQ section is one of the lowest-
scoring SSA websites with a score of 70. And the SSA main website
has a score of 69, but it has a difficult challenge in that it is a very
brolzrlld website, and it has a lot of different aspects that it is dealing
with.

In summary, measurement of both the Internet sites and also the
soon to come mobile sites is critical for citizens to not only get a
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great experience, but provide a great way for lowering their costs
and improving the efficiency of delivering this information and
services to our citizens.

[The prepared statement of Mr. Freed follows:]
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Good afternoon, Chairman Johnson and Ranking Member Becerra. Thank you for the opportunity to
testify today about our experience measuring and analyzing citizen satisfaction with nine of the Social
Security Administration’s internet-based electronic services and websites.

My name is Larry Freed, and I am President and CEO of ForeSee, a company that measures the customer
experience for organizations in the public and private sector. On our client list are more than 200 federal
websites, including nine Social Security websites and applications. ForeSee has been working with the
Social Security Administration (*SSA™) for more than eight years, and T appreciate the opportunity to
describe our assessment of how effectively the SSA is using its internet-based services, websites, and
applications to meet citizen needs and expectations.

About ForeSce

17d like to give you a little bit of background on ForeSce and what we do, and then I’d like to share our
research on the S§A with you today.

ForeSee is a customer experience analytics firm that continuously measures customer satisfaction and
delivers powerful insights on where to prioritize improvements for maximum impact. We have measured
the satislaction of citizens on a variety of SSA’s web properties since 2004,

The way this works in practice Is that we develop and launch scientific surveys that are presented to
random visitors on SSA websites and applications, Visitors are randomly intercepted as the experience
the website or application and given an opportunity to answer questions about their expectations and
experience of the website,

ForeSee uses a patented technology based on a methodology developed at the University of Michigan
called the American Customer Satisfaction Index (ACST). The ACSI methodology has a long history as a
measurement system, performance metric, and improvement tool in the federal government, Based on
several factors, the ACS! methodology was chosen by the federal government as a performance metric to
measure citizen satisfaction in 1999, and has been used on the web since 2001 to help agencies and
departments comply with the Government Performance and Results Act (GPRA) of 1993, the GPRA
Modemnization Act of 2010, the Clinger-Cohen Act of 1996, the E-Government Act of 2002, and
Executive Orders 12862 and 13571,

The methodology allows us to take the raw data resulting from citizen surveys and turn it into actionable
intefligence that shows the SSA and our other federal clients what elements need to be improved or
enhanced in order to improve citizen satisfaction, online transparency, and usage of the ondine channel,
which provides substantial cost savings for the Agency. We apply these surveys and methodology across
all cusiomer touchpoinis, including websites, call centers, brick-and-mortar locations, mobile sites and

Testimony of Larry Freed of ForeSee, to House Ways and Means Subcommittee May 9, 2012
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apps, and social media interactions. Our work for the $SA to date has been focused on websites and
onling applications.

Since 2001, ForeSee has measured cilizen satisfaction on more than 300 goverament websites across 50
departments and agencies, in addition to international, state, and quasi-government sites. ForeSec has also
collected more than 7 million citizen surveys from visitors to federal government websites since 2001,
including over 4 million since President Obama’s inauguration in 2009,

Why Measure Satisfaction?

Before I share our specific research on citizen satisfaction with the SSA, I want to talk briefly about why
so many federal agencies find it critical to measure and improve citizen satisfaction on their websites.

User satisfaction, as measured using the ForeSee methodology, is proven to have a direct impact on
behavior. If federal governmens agencies focus on improving their websites® priority areas, citizen
satisfaction with the sites shouid alse improve.

Based on future behavior scores, citizens who are highly satisfied with a federal government website rate
their trust in the agency 70% higher and report being 48% more likely to participate in government by
expressing their thoughts to the agency than citizens who are less satisfied. These are future behaviors
that relate directly to the Open Government Initiative.

Satisfaction also increases the likelihood that the citizen will return to the website again (52%), use it as 4
primary resource {92%) as opposed to utilizing more cosily chamels, or recommend the site o others (by
86%). These behaviors significantly increase efficiency and reduce costs.

Our research continues to demonstrate that citizens find their interactions with the gevernment through
the online channel to be far more satisfying than throngh traditional means (call center, in-person), 1t is
often easier and more convenient to do so. While many citizens complain about their experiences in
dealing with the government, that frustration has not often heen true in the online realm. The SSA and
other agencies must focus on the customer experience online in order to maximize the value of this cost-
saving channel,

ForeSce’s Work with the 8SA

Next I'd like to share some of our research with you on how well the SSA is meeting citizen needs and
expectations with the websites and applications we are currenily measuring.

ForeSee has measured and analyzed customer satisfaction data for nine SSA websites and applications
including the SSA main site, for more than eight years. SSA uses the data and analysis in three main ways:

Testimony of Larry Freed of ForeSee, to House Ways and Means Subcommittee May 9, 2012
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1) to measure whether the websites and applications are meeting and exceeding the needs of citizens

2) to understand how to improve websites [n a citizen-centric manner

3) to understand how improving online self-service decreases offline service and therefore leads to
decreased utilization of offline services and therefore increased efficiency and cost-savings.

One gxample is the FAQs section of the website, SSA calculated that having a stceessful FAQ website
section with highly satisfied visitors reduced the number of high-cost contacts (through phone calls and
office visits) by 480,000,

ForeSee is currently measuring and analyzing customer satisfaction on nine SSA websiies:

1y Social Security Online (Main Website) -- socialsecurity gov

2) Social Security Internet Disability Report -~ ssa.gov/applyfordisability

3) SSA iClaim -- socialsecurity gov/applyonline

4) Social Security Business Services Online -- ssa.gov/bso/bsowelcome.htm

5} SSA Retirement Estimator - ssa.gov/estimator

6) Help with Medicare Prescription Dirug Flan Costs -- socialsecurity. gov/i1020
7y Social Security Onkine: Frequently Asked Questions -- ssa-custhelp.ssa.gov
8) SSA iAppeals — hitps://secure.ssa.gov/apps6z/iAppeals/ap001.jsp

0) SSA Electronic Access -- hitpr/fwww ssa.gov/mystatement/

ForeSee measures satisfaction on a 100-point scale. Any score above 80 is generally considered excellent.

Scores for SSA’s measured websites currently range from 69 to 92 on ForeSee's 100-point scale. Six of
the nine SSA websiles score above 80, generally considered the threshold for excellence on ForeSce’s
scale. In fact three S8A websites meet or exceed the performance of top private-sector websites,
Amazon, the highest-scoring e-retail website in history, in terms of customer satisfaction, has a published
ACS] score of 89. SSA iClaim has a satisfaction score of 92, SSA Retiremeni Estimaior has a 91, and
Help with Medicare Prescription Drug Plan Costs has an 89, meaning three of SSA’s nine measured
websites outperform or tic Amazon.

T would like to share with vou a brief report on the performance of the ning 88A websites that we
measure, in descending order from highest to lowest-scoring site or applicationr. Each of the scores 1
mention reflects data that was collected in the first four months of 2012,

1) We have been measuring satisfaction with SSAs iClaim (socialsecurity.gov/applyonline) since
January of 2004; it is one of the two sites or applications we’ve been measuring for the longest
time. iClaim’s current satisfaciion score is 92. iClaim is an example of an $SA site that has seen
tremendous improvement. The site scored 68 when it was measured in 2004 and now scores 92
after a series of citizen driven improvements over the years, Once one of the lowest-scoring
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4)

6)

7

8)

websites in our benchmark, it is now the highest.

SSA’g Retirement Estimator (ssa.gov/estimator) has been tracking citizen satisfaction since July
of 2008, Current satisfaction sits at 90, the second-highest-scoring website or application we're
measuring for the SSA, Our research has shown that improved satisfaction reduces the likelihood
that English-speaking constituents will apply for Social Security benelits in the Held office, and it
does have a positive impact on filing online as well as using other online SSA Applications. Both
of these findings reinforce extensive research showing that improving satisfaction can be a cost-
saving measure.

Help with Medicare Prescription Drug Plan Costs (socialsecurity. gov/i1020) began measuring
satisfaction in June of 2003, and its satisfaction is currently 89, meaning cilizens are just as
satisfied with this application as they are with Amazon.com, the top-scoring private-sector
website, which also scores an 89 in published ACSI studies. Highly satisfied visitors to (his
"Extra Help" application are more likely to use other online SSA applications, which should save
costs.

8SA’s Electronic Access Application {(http://www.ssa.gov/mystatement/) just started measuring
customer satisfaction on May 1 of 2012, Electronic Access presents a survey to anyone who
registers for an electronic access account, and since fhe site receives so much traflic, sufficient
surveys were collected on the very first day of measurement {(more than 1000 completed surveys
in the first day) to calculate a statistically reliable score of 88, well above 80, the generally-
recognized threshold for exeellence.

The Internet Disability Report (ssa.gov/applyfordisability ) has been measuring satisfaction with
ForeSee since July of 2006 and currently has a score of 83. Satisfaction with this application has
increased from 72 to 83 since 2006, placing it well above the threshold for excellence (80).Site
changes were implemented in January, 2010 resulting in shorter application compietion times and
higher satisfaction.

Scores for Business Services Online (ssa.gov/bso/bsowelcome htm) have been consistently above
80 since it was first measured in Febrouary of 2005, BSO’s current satisfaction score 1s 83.

With a satisfaction score of 71, 8SA’s iAppeals (ssa.gov/appeals/) is one of the lower-scoring
applications since it was first measured in February of 2011, A great deal of attention has
therefore been paid to improving the customer experience. Changes were made to the forms in
December 2011, and again in February 2012, 8SA is currently using customer experience
analytics from ForeSee to drive additional changes planned for August 2012,

Surveys have shown that some visitors are expecting the FAQ section of the SSA website (3sa-
custhelp.ssa.pov ) 1o answer personal questions (which it cannot} and that the FAQ needs better

Testimony of Larry Freed of ForeSee, to House Ways and Means Subcommitiee May 9, 2012
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organization and structure to help visitors more elficiently find answers to their questions.
Therefore, the FAQ section is one of the lower-scoring SSA websites with a score of 70, As a
result of survey data and analysis, SSA is currently working on a redesign of this resource to
better aid site visitors. This site has been measuring citizen satisfaction since June of 2004,

9) The SSA’s main website (www.sociaisecyrity.gov) is the lowest-scoring of all of SSA’s
measured web properties with a score of 69, perhaps because its broader mission makes
expectations harder to meet and excead. Since we have been measuring the main website since
January of 2004, we have noticed that Satisfaction scores tend to drop every November through
February as visitors coming to fill out their W-2/W-3 struggle to find the logation.

I'would like to share some points of comparison with you i order to put these scores in context. SSA
websites and applications can measure against themselves over time, against other SSA websites and
applications, and they can also measure against other federal websites.

About the ACST E-Gavernment Satisfaction Index

The ACST E-Government Satisfaction Index is a special quarterly report that ForeSee produces in
partnership with the American Customer Satisfaction Index. It includes satisfaction scores on a 10¢-point
scale for more than 100 federal websites who choose to be included in the publicly-released Index. The
average satisfaction for all the federal websites included in the Index is 75.2 on the Index’s 100-point
scale,

Six of the nine S8A websites outperform this ACSE E-Government Satisfaction Index average of 75.2.

In addition, ForeSce is able to caleulate satisfaction averages for departments and agencies with more
than 5 measured websites. Of the eight federal agencies that qualify for an average, SSA has by far the
highest average satisfaction in our most recent report:

¢  Social Security Administration: average citizen satisfaction of 82.2

*  Department of Homeland Security: average citizen satisfaction of 78.7

* Department of Health and Human Services: average citizen satisfaction of 78.4
¢ Depariment of State: average citizen satisfaction of 76.4

¢+ Department of Defense: average citizen satisfaction of 75.1

*  Department of Transportation: average citizen satistaction of 69.1

*  Department of Agriculture: average citizen satisfaction of 68.4

*  Department of the Treasury: average citizen satisfaction of 64.6

SSA also has the three highest-scoring websites in the entire ACST E-Government Satisfaction Tndex:
8S8A iClaim (92}, SSA Retirement Estimator (91), and Help with Medicare Prescription Drug Plan Costs
(89).

Testimony of Larry Freed of ForeSee, to House Ways and Means Subcommittee May 9, 2012
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Another interesting way to set the SSA’s scores in context is to compare online scores to other measures
of citizen satisfaction with government information and services. Once a year, the ACS1 measures citizen
satisfaction with government agencies overall. In January 2012, the ACSI reported a score of 69 [or the
Social Security Administration overall, This is a measure of citizen satisfaction with the agency as a
whole. Clearly online satisfaction is vastly cutperforming offline satisfaction since the SSA’s average
onling score is an 82.2, Higher online satisfaction is positive reinforcement of the value of SSA’s
websites and online applications,

The ACST reports that satisfaction with the federal government overall was 66.9 as of January 2012,
Therefore, the SSA is cuiperforming federal averages both online and offline.

Online Fransparency

Tn conjunction with the ACSI E-Government Satisfaction Index, ForeSee produces an Online
Transparency Index. This was started as a tangible way to measure transparency in accordance with
Memorandum on Transparency and Open Government, issued by the White House in January of 2009,

The Online Transparency Index serves as a consistent measure of online transparency and quantifies its
impact on citizens” attitudes and behaviors, as mediated by satisfaction. The Index has grown into a vital
tool for measuring the success, failure, or progress of covernment departments and agencies online,
providing a clear direction for improvement.

Research has defined the link between online transparency, satisfaction, future behaviors, and attitudes
like trust, giving government agencies the tools they require to measure their success in meeting the open
government directives, allowing them to identify where and how to improve ciiizens’ views of
rransparency and drive citizen satisfaction higher, Improved citizen satisfaction is a key result. Itis also a
critical component in judging whether or not a website should be consolidated or eliminated—satisfaction
speaks directly to users' needs being met.

Not all agencies and depariments are currently measuring online transparency as part of their ForeSee
models. A total of 40 sites are reported in the Online Transparency Index as a component of their
participation in the ForeSee e-government report,

The aggregate Q1 2012 online transparency score for the 40 measured federal sites is 76.8 on the study’s
100-point scale. Only one of nine SSA websites and applications is currently measuring and reporting
online transparency as part of ForeSee’s Online Transparency Index. The Online Transparency score for
the 85A’s main website is 73, which is slightly below average. Tmprovements to online transparency
could be a beneficial for the SSA and most federal websites and applications.
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Mobile, the Future of E-Goverament and the SSA

According to Forrester Research, 91.4 miltion people in the U.S. own smart phones. Comscore reports
that in 2011, 14.6 of ali on online sessions were initiated from a mobile device (nearly triple the rate of
5.6% in 2010).

Meanwhile, there are over 2000 top-level federal.gov domains, but GSA’s online app store offers roughly
100 federal apps, according to WhiteHouse.gov, indicating a large gap between traditional web
development and mobile development.

in an informal poll of our clients, we found that two-thirds of our federal websites do not have a
corresponding mobile site or app. Of the sites we polled, 32% have launched a mobile site or app, 53%
are currently planning or developing one, and 15% have yet to take the first steps in creating a mobile app
or mobile-optimized website.

More and more federal agencies understand the importance of driving improvements and enhancements
based on the way citizens experience those websites. As citizens increasingly access online information
through smart phones and tablets, it will be crucial for all federal agencies, including the SSA, to measure
and understand the citizen experience across all touch points, including miobile-optimized websiies,
mobile apps and conventional websites, as well as more traditional modes of interacting with the
govermrent, such as contact centers and branch offices.

Conclusion

S8 A websites that are successtully meeting their users' needs shonld be prond of their achievements,
while simultaneously looking for new ways to improve. The benefits of providing a high guality web site
for S8A’s customers are lower costs, mere convenience for its customers, and a more satisfying
experience, all of which lead to greater trust in the agency.

Unlike the corporate sector, government agencies need to maintain the highest online standards not
because their bottom line is at stake, but because they have an obligation and a responsibility to the
citizenry that enables them. Democracy depends on citizens’ ability to get information and services from a
variety of channels.

SSA websites that are lower scoring should continue to focus on citizen-centric improvements to the
onling experience. Expansions should be made to understand the citizen experience across all SSA
websites, mobile sites, and mobile apps.

S5A web managers have demonstrated commendable dedication to improving the online customer
experience, which in turn makes citizens more fikely (o use the website, which is a more cost-effective
channel, Tt is remarkable that three SSA websites outperform Amazon.conm.
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Thank you for the opportunity to share our experience with the citizen experience provided by the 8SA
online.
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Chairman JOHNSON. Thank you, sir.
Dr. Scherlis, welcome. Please go ahead.
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Dr. Scherlis. Thank you. Mr. Chairman, Ranking Member
Becerra, Members of the Subcommittee, it is my honor to be here
to discuss the future of one of our most essential American institu-
tions, the Social Security Administration.

My name is William Scherlis. I am a professor of computer
science at Carnegie Mellon University in Pittsburgh. My research
focuses on software assurance. I am also the acting CTO for the
Software Engineering Institute, which is a Department of Defense
Federal Lab focused on advanced software capability for the DoD
and its supply chain.

I had six years of Federal service at DARPA. Returned to the
university almost 20 years ago with an interest of the role of IT
in government, which has stayed with me. I just completed
chairing a National Academy study on DoD software. Its rec-
ommendations relate to the nature of agency leadership for large-
scale systems and why it is important to strengthen that leader-
ship, particularly with respect to software systems architecture, the
overall structure and interconnection of computing systems. That is
my focus today, and I speak primarily from that general perspec-
tive.

The SSA cannot accomplish its mission without effective IT,
without effective IT leadership, and without effective support from
the top for that IT leadership. In the 30 years since many of these
SSA systems were developed, I grew up in Baltimore. I watched
the building being constructed. Storage capacities, network band-
width, processing power, and the costs of all these things have im-
proved by between four to six orders of magnitude. That is a factor
of a million. Skyscrapers growing at that rate would scrape the
moon.

Software capability, much harder to measure, has also increased
dramatically. At a gross level, macro economists attribute 25 per-
cent of GDP growth and fully 40 percent of productivity growth to
information and communications technology. And there is no bar-
rier to continuing this pace. We are nowhere near any kind of a
plateau.

So there are great opportunities, but not just for performance im-
provement. The FSTAP and NRC committees identified many po-
tential improvements to customer service. But there are also dra-
matic improvements possible on the inside away from the cus-
tomer. One of these is modern data intensive computing, or big
data. Big data techniques can rapidly extract useful information
and manipulate vast quantities of data. Instead of a giant main-
frame with large amounts of data piped through, we have thou-
sands of processors distributed, each with associated storage. We
send small instructions to each of those processors to the data so
that they can work in parallel.

This is called cloud architecture. It is scalable. We can just buy
more processors and more disks. It is cheap, and it survivable, to
use the DoD jargon. And with modern infrastructure, it can offer
great ease of programming, flexible support for a wide range of ap-
plications.
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So while we are motivated to make changes, we also must recog-
nize their impediments. Large organizations, and SSA is one exam-
ple among many, are often plagued by the challenges of legacy sys-
tems. These are not to be confused with the legacy from your an-
cestors. In the general case, these are old systems on obsolete plat-
forms. And very typically, we no longer fully understand these sys-
tems, so they are difficult to change, and they often provoke fear
and superstition among otherwise rational technologists.

This loss of intellectual control is strange, but very real. An old
DoD study indicated for long-lived, large-scale systems, the costs of
reverse engineering—understanding what makes them tick—can
exceed the original development costs. These are systems the gov-
ernment owns and built.

The pace of innovation ironically is also an impediment. When
technology changes rapidly, risk judgments become difficult. The
quantitative case that we have discussed earlier is harder to make.
It is easier just to say no. Intel’s Andy Grove was famous for keep-
ing his company successful by causing it to reinvent itself even in
the absence of any immediate perceived threat.

The refresh is different from the more typical routine and reac-
tive O&M, which can be a series of changes that may potentially
worsen the legacy because they are not aligned with a master plan
and may conflict with other actions elsewhere in the organization.
This is what my colleagues call technical debt—architectural
changes that need to be done that are not yet done. It is like un-
paid student loans that will not go away. It just gets worse.

So and this technical debt can be self-reinforcing when it is
amassed. It can appear risky to make the necessary disruptive
changes. So I suggest six actions for Social Security Administra-
tion.

First and most essential, full commitment from top leadership,
motivating change both on the basis of need and also on oppor-
tunity. Second, understand what you have, the architecture and
the full set of existing capabilities. This is the baseline. Third, de-
cide what is needed, a cohesive vision of future services. This in-
cludes capabilities, but it also includes quality requirements re-
lated to security and quality of service and so on.

Fourth, identify potential changes over the next five to 10 years.
Anticipate, scale up, and other changes. This is what drives us off
the mainframe and into the modern data center. Fifth, put these
results together and develop a master plan that addresses the over-
all future architecture, the structure systems, and also has road
maps for evolution based on that architecture. This is architecture
leadership, and it is the leadership commitment that enables the
natural growth process.

Sixth, create a business and decision model that accounts for
costs, risks, and benefits. This is not easy because there are rel-
atively few quantifiable measures at the strategic level. It is rath-
er, in many cases, a frame for expert judgment and effective proc-
ess leadership.

The most important features in my proposal are, to summarize,
the emphasis on overall system architecture, one, and, two, the ne-
cessity of senior agency leadership to lead that process. I believe
this is in harmony with the recommendations both of the National
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Academy panel and also the FSTAP and the recent GAO rec-
ommendations.

The SSA has an extraordinary and critical role in the lives of all
Americans. I hope these ideas I share with you will be of use in
strengthening that essential institution. Thank you very much.

[The prepared statement of Dr. Scherlis follows:]
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Mr. Chairman and Members of the Committee, it is my honor to be here today to discuss the future of
one of cur most essential American institutions, the Social Security Administration.

My name is Williarn L. Scherlis, and | am a professor and department head in the School of Computer
Science at Carnegie Mellon University. My academic research focuses on software engineering and
software assurance. | am also acting Chief Technology Officer for the Software Engineering Institute,
which is a Department of Defense Federally Funded Research and Development Center (FFRDC) focused
on advancing software capability for the DoD and its supply chain. | was at DARPA for more than six
years in the late 80s and early 90s, After | returned {o the university from that role, | became interested
in the challenge of enabling the government to be a smarter consumer of computing technology,
primarily focused on Defense but also addressing cybersecurity, e-government, crisis response, and
other topics. | have chaired National Academy studies on e-government and, most recently, on software
for the Department of Defense. This latter study focused guite closely on the nature of agency
leadership for large-scale systems—and why it is important to strengthen that leadership. Thatis our
focus today.

Advancing a new ferward-fooking vision of service cagability at $SA is both a great opportunity and an
enormous challenge. However, this is hardly unigue to SSA—it is true of most major enterprises. It can
be done and is being done in the private sector.

My testimony today focuses on the aecessity of architecture-based leadership in information technology
{iT) in order to implement a new vision for SSA IT systems, roughly like & large-scale e-business, |
consider what that leadership entails and how we might get there.

in the 30 years since many of the existing SSA systems were first stood up, storage capacities, network
bandwidth, processing power, and the cost of these things have all improved by between 4 and 6 orders
of magnitude. That's a factor of a million. If skyscrapers increased in height by that factor, they would
scrape the moon. And we are not just talking about hardware. Software capability and sophistication,
much harder to measure, have also improved commensurately. And there is no barrier in sight to
continuing this pace—we are nowhere near any kind of plateau.

The ability t0 manage IT and exploit advances in technology is essential to keeping pace with consumer
needs in a constantly evolving, technology driven consumer environment. Recognition of this at the
topmost leadership level is essential. The Chief Information Officer becomes a full partner in strategy,
and must be empowered and supported through a potentially disruptive period of essential change.

William L. Schetlis, Ph.D. 1 May 9, 2012
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Exploiting the rapid growth in [T capability—hardware, software, and systems—has the potential to
dramatically increase productivity and organizational performance at SSA, as with any other
organization of scale. At the gross level, macroeconomists attribute 25% of GDP growth and fully 40% of
the growth in productivity to Information and Communications Technology (#(T).

Additionally, effective architecturai leadership inctudes the ability to realize major new benefits from a
range of emerging technologies. One impertant example is data analytics. Pioneered by Google and
others, including my colleagues at Carnegie Mellon and other universities, data analytics is now being
widely implemented in the private and public sectors for business intelligence, health data analysis,
nationai intelligence, transportation management, and many other applications.

I believe it is useful to consider the key drivers of change that can guide a vision for SSA's future, as well
as to consider impediments to change that must be overcome in order to achieve that vision.

Drivers of Change

* Obsolescence of systems
+ increased demand for services

in the werld of IT, we often hear the phrase “legacy systems.” This phrase refers to old systems that
operate on obsolete platforms. Most typicaily, we no longer fully understand them, so these systems
are difficult to change and, consequently, are often surrounded by an atmosphere of fear and
superstition. Sometimes a few remaining dedicated individuals possess the unique knowledge of the
inner workings of these systems. But as managers we may avoid intervention for fear of disrupting some
unknown balance of energies with a poorly understood change with unintended consequences. These
systems almost inevitably approach a point at which it is no longer feasible, either technicaily or from a
cost standpoing, to continue to maintain them. This is a legacy we would rather not inherit.

An old DoD study indicated that, for long-lived large-scaie systems, the costs of reverse engineering—
understanding what makes them tick—over their lifespan often exceed the original development cost.
This is astonishing, because these are systems the government paid to develop and that it owns.
Nonetheless, the failure of managers to “refresh” these systems over time leads to great cost in
recovering enough of the fost design knowledge to merely keep these systems going. If a significant
event occurs such as a cyber attack or a policy shift, the needed repairs are often impossible, leading to
loss of function and a host of potentially unforeseen and undesirable consequences.

Another driver of change is the increased demand for services and opportunities that exist for meeting
them.

The most obvious opportunity is modernizing the system that the user sees—web services and their
infrastructure. A visicn for this is put forth in the document Re-imagining Social Security developed by
the SSA Future Systems Technology Advisory Panel (June 2010).

But there are also significant opportunities that are less visible to the user, for example taking advantage
of modern data-intensive computing. Advances in storage, bandwidth, processing power, software and

William L. Schertis, Ph.D. 2 May 8, 2012
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algorithms have enabled what we now refer to as “Big Data”—computing techniques that enable rapid
analysis and manipulation of vast quantities of data to turn it into actionable information. One could
imagine deploying these capabilities at SSA to vastly reduce processing times, errors, and perhaps create
a whole new range of user friendly services for the customer and for internal administrators.

A key feature of Big Data is that it involves the distribution of data and processing capability across one
or more large data centers. This "distrihuted architecture”—a way of deploying resources—is enabled
by these so-called “Cloud” architectures. Google and Amazon exist because they have mastered and
fully exploited this approach. These two firms pioneered these techniques a decade ago, and the
techniques are naow becoming mainstream both in industry and in a wide range of government
applications. But Big Data requires technical sophistication to implement successfully.

What's exciting about the Cloud is that it is fundamentally scalable and incremental. When it is done
properly, the technology can be updated in an ongoing manner. If a component in the Cloud fails,
software enables us to automatically work around it. On a larger scale, if a large but localized disaster
occurs and takes out a number of components, there are ways to work around these as well. Thisis
what DoD calls survivability—the ability of systems to continue to function despite the loss of certain
compoenents.

Another feature of this 8ig Data/Cloud computing approach is the ease of programming. Consider
mobile apps—the richness of the software frameworks means that only a small amount of programming
is needed to create new capabilities. A simitar “framework plus apps” model exists for cloud analytics.
instead of marshaling massive amounts of data to be piped through a mainframe computer, we send
small instructions out to where the data is stored. This affords both scalability and flexibility.

The increased demand for and opportunities presented by new technologies are possibilities we cannot
ignore.

Impediments to change
* QOrganizational culture
*  Contracting relationships

Cne impediment 1o change is a clash between the conservative culture of an crganization and the rapid
pace of change in the underlying technology. This has as much to do with people as with technical
matters. When technology changes rapidly, risk judgments become difficuit, and so it becomes easy to
fall behind. A series of small reasons not to engage with the new and the innovative—it's too riskyl—can
freeze a system in the past. Taking risks seems fraught, and it is all too easy just to say no.

The changes specifically related to software and systems architecture are, in many ways, more profound
and more challenging for IT leaders than hardware changes. Three examples of profound software
architectural changes are (1) frameworks for the cloud and big data, {2) the infrastructure used to create
web-based services, and (3) the advent of mobile frameworks and apps. These are all enabled by a
combination of innovations in software, in systems, and in architecture.

William L. Scheriis, Ph.D. 3 May 9, 2012
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Technically savvy managers can often anticipate changes in technology infrastructure and respond
proactively. Successful firms and IT organizations work continually to stay fresh in their technology as in
other aspects of their business. This is a matter of sirategy and aiso of fostering organizational culture.
There are many stories of successful firms that paused in this refresh, thinking they had reached a
plateau. Many of those firms no fonger exist. On the other hand, intel’s Andy Grove was famous for
keeping his company successful by causing i to reinvent itself, even in the absence of any immediate
perceived threat.

Addressing these shifts can often mean making a series of disruptive changes. Small “smooth” changes
to existing systems may seem most conservative, but often transform a patched system into a time
bomb of deferred maintenance. The eventual cost of repairs continues to rise, and our aspirations to
move into the future become unattainable.

My colleagues have a term for this—they call it Technical Debt. Like unpaid student loans, it won't go
away. It just gets worse. In a sense, the various studies of recent years by NRC, FSTAP, and GAD are
identifying the nature and extent of the “technical debt crisis” at SSA. Perhaps I'm stretching the
metaphor, but we do not particuiarly want to raise this debt fimit. To make matters worse, technical
debt can be a se¥-reinforcing problem. When too much is amassed, it appears even more risky to make
the necessary disruptive changes. It is better to have a pattern of well-planned and well-managed small
changes that we follow from the outset.

A second impediment refates to government systems and the contracting refationship. Government
systems can be difficult to evolve effectively, because the incentives for program managers, contractors,
and system managers may noi always be aligned with actual missicn needs. Even when incentives are
aligned, the amassed technical debt can generate fear that precludes effective engagement, especially
when we feel it necessary to continue to pay contractors to make incremental upgrades to idiosyncratic
legacy systems that only they understand. indeed, one of the characteristics of technical debt is that
systems become increasingly difficult to understand, and in effect have an aura of darkness and fear
around them.

tet me say this more plainly. Even the best managers can lose control of their systems. It becomes
increasingly difficult to maintain a full intellectual grasp of the systems architecture, the embodied
business rules, the key design decisions embodied in the system, and the rationale for those decisions.
This is not just 2 matter of documentation—it is a matter of managing change within the context cf a
master plan. Successful firms often accomplish this using “agile” techniques, which invelve iteration and
incremental development. These technigues are employed for a2 wide range of commerciai systems.
They are harder to implement at arm’'s length through contracting relationships, but it is possible and
has been done. Teri Takai, CIO of the DoD, has wisely been advancing these practices for use in
innovative Defense systems.

The point of these techniques is to accommodate the reality that we don't often have a precise concept
of what a system will be catled on to do over its entire lifetime. This is never true for commercial
systems, since they must respond to constant changes in the competitive environment, the

William L. Schertis, Ph.D. 4 May 9, 2012
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infrastructure environment, and in strategy. This is also true, quite obviously, in Inteiligence and
Defense—the threat evolves, the mission changes, the infrastructure evolves, and new technical
capabilities must be incorporated.

But it is difficuit for some managers to adapt to this model, because it seems harder to manage.
Nevertheless, more linear models actually create more risk, not less—the steady growth of technical
debt can necessitate responses that are more like emergency bail-outs than the steady stream of smalt
disruptions that keep you moving into the future—just like the small disruptions we all experience when
we move to a new home computer or mobile device every few years.

if you look at successful tech-intensive firms—those Fortune 1000 firms that have been around for a
number of years—you'll see management patterns that support this model.

Enablers of change

My final topic relates to metheds by which we can enable the right kind of change. We are here today as
a consequence of a crisis of technical debt, | propose to you six elements of a strategy to address the
challenge.

{1} First, and most essential, ensure there is full commitment from top leadership, and that change is
motivated both by need and by opportunity.

There is danger in passive resistance—those invelved with systems must either sign on to the process or
move out of the way. | say this because passive resistance can be dangerous in this kind of exercise.
Engaging staff to enable them to be comfortakle with and conversant in modern technologies, perhaps
by visiting organizations that have already made such disruptive changes, can be highly valuable.

(2) Second, understand what you have—the architecture of the full set of existing capabiiities.

This is the baseline. Existing systems can be assessed by internal and independent experts to understand
their architecture and their most essential attributes. This identifies a baseline as well as the most
urgent Operation and Maintenance (O&M) issues the agency faces. It must be dane in a sufficiently
comprehensive way that we learn enough to avoid surprises later in the process. For long-lived legacy
systems, this kind of due diligence process can be an enormous challenge, both technical and
managerial. On the one hand, shortcomings and difficulties are revealed, but on the other, aspirations
are identified.

(3) Third, develop a cohesive vision of future services, including capabilities and quality reguirements
related to security, quality of service, and so on.

This third step can be done concurrently with the second. It includes both developing and articulating a
vision of future services. This includes ways to improve the current range of services, such as presented
in the FSTAP re-imagining report, but it alsc includes entirely new concepts such as the Big Data
analytics capabilities referenced earlier. It also must consider quality-related requirements, such as
security, quality of service, ability of the system to grown over time, and so on.

William t. Schertlis, Ph.D. 5 May 9, 2012
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(&) Fourth, identify potential changes over the next five to ten years, including scale-up.

tdentify areas for needed variability, where operational and infrastructure features may ba more rapidly
changing. This can aiso include identifying potential infrastructure choices associated with established
commergial socio-technical ecosystems related to mobile devices, web services, and transaction
processing, for example. As part of this consideration, it is essential to understand where scalability is
most important. Scalability is what drives enterprises off the mainframe and into the modern data
centey. Scalability is what lets the enterprise respond to unexpected surges in demand, significant policy
changes, and other potentially disruptive activities.

(5) Fifth, pull these results together and develop a master plan for the overalil future architecture along
with roadmaps for evoiution based on that architecture. This creates the framework of leadership
commitment that enables a naturol growth process, as is done in other large, IT-intensive enterprises.

This architecture plan and the associated roadmaps are the principal strategic assets of the IT
organization, They manifest the most important commitments that the organization imposes on itself
and its contractors. The master plan does not have to be vastly detailed, especially since it will continue
to evolve over time, though more slowiy than constituent components. The goal is to open the door to
opportunities, accommodate them within a natural growth process, and create a framework for
consensus among the very top leadership in the organization. This interplay of architecture and strategy
is a success pattern in other iarge enterprises.

A proper architecture development effort contemplates issues ranging from data center architecture to
the kinds of analytics and transactional systems that must be incorpaorated. It considers present and
future possibilities for how SSA might engage with end users. It looks forward over a timespan of five to
ten years. The conduct of this activity is analogous to a master planning process in city planning. It
identifies major directions and constraints, and it builds on inputs from diverse stakeholders. ideally, it
locks in critical quatity attributes and enables visionary possibilities.

Architecture is not static, but slowly evoives. Architectural disruptions are most dangerous, so it is
essential that the plans be sufficiently long-sighted, anticipating needs and possible opportunities. In
other wards, like a city, the architecture of a system must allow room for significant and evolutionary
growth.

Architecture is the strangest determiner of critical attributes related to security, safety, quality of
service, scalabitity, and the like. We call these quality attributes.

Within this framework, individual projects are undertaken, like the development of apps, which are
designed to implement particular capabilities. But overall quality outcomes—the way all the pieces play
together—are largely a conseguence of the architecture, When this is done well, the increment of effort
to manifest new capability or adapt an existing capability can be relatively much smaller than in the
more familiar stovepipe scenario.

William L. Scherlis, Ph.D. 6 May 9, 2012
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Managing change within an evolving architectural framework is a halimark of well managed large
enterprise systems. Before that framework is defined, new acquisitions and major projects can impose
sunk-cost constraints an the overall enterprise architecture. If we do it right, new efforts can be
undertaken with foresight and with engagement with the master planning process.

f do need to say that this architectural work is technically demanding and it requires savvy leadership. In
the design of data centers, we can measure cooling capacity, electrical requirements, numbers of fire
extinguishers, and s on. Far architecture, we rely more on expert judgment and effective process
leadership by empowered management. That's because there is not an abundance of quantitative
measures and criteria to guide the process, though my colleagues at the Software Engineering Institute
are advancing the frontier of more rigorous architecturat practice.

(6) Sixth, create ¢ business and decision model that accounts for costs, risks, and benefits. This model
provides a framework for expert judgment and effective process leadership.

The goal is to have a decision framework to assess the value created by the engineering steps within the
architectural master plan. At the architectural level, exact accountings and cost estimates may be less
important than solid expert judgment regarding costs, risks, and benefits. Indeed, cne of the chalienges
in |7 is that it is sometimes easier to construct a seemingly strong quantitative case for a series of
dangerous incremental changes than it is to make a quantitative case for a small disruptive change that
moves us into a much more efficient and capable mode of operation.

A well-crafted business process would support incremental and iterative development in a way that any
risk issues associated with the overall architecture and master plan can be addressed and discharged as
early as possible. A range of techniques can support this, such as prototyping, side-by-side experiments,
modeling and simulation. The point is that when a feature of the master plan has some associated
uncertainty, experiments can be done at low cost to rapidly converge on a good decision, which can
then be implemented with greater confidence. This is standard industry practice.

Summary

The most important features of my proposat are the emphasis on overall system architecture and the
necessity of senior agency leadership to fead the process. i is important for senior agency leadership to
participate in the master planning process and fully commit to the outcome.

This recommendation to focus on architecture is in harmony with the recommendations both of the
NRC panet chaired by Professor Lee Osterweil and the Future Systems Technology Advisory Panel
(FSTAP},

The Social Security Administration has an exiraordinary and critical role in the lives of ail Americans.
hope that the ideas | share today will be of use in strengthening that essential institution.

William L. Schertis, Ph.D. 7 May 9, 2012

——

Chairman JOHNSON. Thank you, sir. That is good testimony.
Thank you all for your testimony.
Mr. Richtman, welcome. Please proceed.
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MEDICARE

Mr. Richtman. Thank you very much. Mr. Chairman and Rank-
ing Member Becerra, thank you for inviting me to testify this after-
noon.

The National Committee to Preserve Social Security and Medi-
care agrees with you, Mr. Chairman and Congressman Becerra,
that it is very important that the Social Security Administration
continue to invest in improving its capabilities in information tech-
nology. This investment will ensure that SSA continues to provide
excellent service to the American people through news service de-
livery options that supplement—and let me emphasize supple-
ment—its existing systems of service delivery.

Currently, SSA provides service to millions of Americans through
a complementary system of 1,300 local offices and its toll free tele-
phone service. The magnitude of the workloads that SSA handles
in these offices is huge. Congressman Becerra, you cited the num-
ber of people using these services today, and it is a staggering
number.

In all of 2011, 45 million individuals visited SSA field offices, 63
million were served over the phone. Of course workload of this
magnitude cannot be accomplished without adequate information
technology. More and more of SSA workloads are being handed
over to the Internet.

In 2011, 41 percent of its retirement applications, 33 percent of
disability applications were filed online. As more Americans have
home computers, become accustomed to using the Internet, and de-
mand increases for social security to have a robust offering of
Internet applications, these expectations continue to rise.

Still we believe it is important to understand that Internet serv-
ice will not entirely supplant service provided through SSA’s tradi-
tional system of service delivery. Local offices, toll free phone serv-
ice will continue to be critical for Americans who live in areas that
do not have access to high speed Internet service, those who cannot
afford the cost of a home computer, and those who just are not
comfortable using it.

The Congressional Research Service recently published a report
on the digital divide that found broadband Internet service is more
likely to be available in higher income urban and suburban areas
than in rural and low income areas. The Census Bureau reported
that only 68 percent of households have access to high speed Inter-
net service.

While we at the National Committee applaud the SSA in its ef-
fort to make more and more services available through the Inter-
net, we must not lose sight of the needs of those who do not have
access or who are not comfortable using it. For these Americans,
local Social Security offices and toll free telephone services remain
vital lifelines.

We would like to compliment the SSA on its recently-completed
project to make Social Security statements available online. It is
truly an impressive achievement. However, we want to caution
against regarding online availability as a satisfactory substitute for
the annual delivery of paper statements. The reason for our view
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on this is simple: we are concerned that few Americans will ever
know about the availability of the online statement and, thus, will
never request one.

Educating the public about Social Security has always been one
of SSA’s top priorities, and the annual statement has properly been
regarded as a key element in their work in this area. That is why
we believe that the annual delivery of a paper statement should be
resumed immediately.

We also think that commissioner of Social Security should not
have to choose between delivery of a paper statement and the com-
pletion of the agency’s other vital functions.

This, of course, leads us to SSA’s administrative budget. They
have, it is my understanding, requested a total of $11.9 billion to
cover operations for Fiscal Year 2013. This request is only modestly
higher than what the Congress appropriated for this year, $11.56
billion. And we do urge that this request be fully funded by the
Congress.

Last year in Fiscal Year 2011, SSA lost 4,000 employees to attri-
tion, and projects to lose another 3,000 in Fiscal Year 2012. These
losses should be stopped, and to that end, we call on the Congress
to fund fully the agency’s 2013 request.

In addition, we are concerned that the Treasury Department’s
rules requiring a payment of Social Security benefits through direct
deposit, which has an implementation deadline of March 2013,
about 4 million beneficiaries will be affected by this. And we be-
lieve that requiring frail, elderly beneficiaries to attest to their cog-
nitive inability to receive benefits payments electronically in front
of a notary public, this really seems unduly burdensome to us. I
would urge this committee

Chairman JOHNSON. Can you summarize your:

Mr. RICHTMAN. I'm sorry?

Chairman JOHNSON. Please try to summarize.

Mr. RICHTMAN. And we urge this subcommittee to hold hear-
ings on this implementation plan. I'm summarizing.

In conclusion, Mr. Chairman, we applaud SSA for its work on
these new IT applications. Still we believe they cannot supplement
the crucial role SSA field offices and telephone toll services play for
the foreseeable futures. These offices should remain and will re-
main, I believe, central to any inclusive plan for services delivery.

Thank you.

[The prepared statement of Mr. Richtman follows:]
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On behalf the millions of members and supporters of the National Committee to Preserve Social
Security and Medicare, I want to thank Subcommitiee Chairman Johnson and Ranking Member
Becerra for inviting me to testify and for holding this hearing to review the state of the Social
Security Administration’s {SSA} information technology (IT). If there is one thing that we can
all agree on, it is how important it is that the SSA continues to invest in developing and
improving its capabilities in this arena. Over the past several years, the SSA has seen the
productivity of its employces inercasc at the ratc of 4 percent or more. Thesc incrcascs derive
from the unflagging efforts of its 80,000 employees whose capabilities are strengthened by the
procedural improvements that are facilitated by IT.

While we [ollow these matters with interest, we do so more as informed observers than as
technical experts. For that reason, we will ieave to others the evaluation of the current status of
SSA’s IT efforts. Our comments teday will focus on the interaction between IT developments
and service delivery, We belicve that SSA should continue to provide excellent service to the
American people through new service delivery options that supplement its existing systems of
service delivery.

SSA’s Current System of Service Delivery

Currently, SSA provides service to the American people through a complementary system of
1,300 local Social Security offices and a nation-wide toll-free 800 telephone system. During
Fiscal Year (FY) 2011, 45 million individuals visited the field offices and 63 million werc scrved
through the toll-free telephone service system. In addition, SSA paid monthly benefits to nearly
56 million Social Security beneficiaries and to over 5 miliion individuals who received benefits
from the Supplemental Security Income (SSI) program.

SSA completed 4.8 million applications for retirement and survivors claims in FY 2011, along
with 3.4 million initial claims for disability benefits. It issved 17 million Social Security cards
and recorded 241 million wage reports—W-2’s and self-employment earnings reports—that

reflected the employment activities of the 160 million workers who contributed to the program.
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As these number indicate, the activities of the SSA touch the lives of all Americans, whether
during their working lives or during retirement.

Growth in Internet Service

A growing proportion of SSA’s workload is being processed over the internet. In fact, in FY
2011, the SSA continued to increase the number of online claims. As aresult, 41 percent of
retirement claims and 33 percent of disability claims were filed online. In addition to filing
online, it is now possible for beneficiaries to use the internct to make a number of changes to
their Social Security record. Among them are changes of address and changes to direct deposit
information. Clearly, transitioning to greater reliance on the internet to provide service to
beneficiaries is an essential element in SSA’s service delivery plans. As more and more
Americans become accustomed to using the internet and more of them have home computers that
are connected to the internet by high-speed service. the more important it is that SSA offer online
service delivery options.

Still, the National Committee believes that internet service will not entirely supplant service
provided through SSA’s traditional systems of service delivery through local offices and toll-free
teleservice. Limiting the suitability of internet service is inconsistent availability of high-speed
connectivity in the United States. A recent report by the Congressional Research Service (CRS)'
has found what it characterizes as a “digital divide™ in the United States. This divide stems from
the fact that the availability of broadband service is much greater in higher-income urban and
suburban areas than in rural and low-income areas. Similarly, the Census Bureaul, in its October
2010 survey data, found that only 68 percent of households have adopted broadband internet
service. The CRS report concluded that about 14 million people in the United States living in 7
million households do not have access to broadband service.

‘While the National Committee applauds the SSA in its efforts to make more and more services
available over the inlernet, we must not lose sight of the needs of those who do not have access
1o the internet, whether because of where they live, because they cannot afford the cost
associated with such access, or are not comfortable using it. For these Americans, local Social
Security offices and the toll-free telephone service remain vital lifelines.

Social Security Statements

Any catalogue of SSA’s recent IT successes must include the very-recently completed project to
make Social Security statements available online. This new service is supported by a process for
obtaining a user name and password that appears to us to be both secure and simpte to use. The
resulting access to the Social Security statement will make it easier for all Americans to plan for
their retirement and facilitate financial advisors in providing advice to their customers.

! Congressional Research Service: “Broadband Internet Access and the Digital Divide: Federal Assistance Programs.
Washingten, D.C., March 13, 2612,
2 tbid., p. 2.
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The Social Security statement is one of the many enduring legacies left to the nation by one of its
niost distinguished lawmakers, Senator Daniel Patrick Moynihan of New York. He regarded the
statement as a simple and efficient way of building public support and understanding for Social
Security. Senator Moynihan’s simple, common sense provision has been highly successtul.
According to the bi-partisan Social Security Advisory Board, “SSA’s public survey data has
shown a link between increasing public confidence and receipt of a statement. People who
receive a statement not only experience higher knowledge of Social Security than non-recipients,
butjaiso exhibit...greater confidence that the program still will be there for them when they need
it.”

Despite the availability of an online statement, however, we strongly oppose viewing it as an
acceptable substitute to delivery via mail of a statutorily-required SSA-initiated statement. The
reason for our view is the belief that many Americans, knowing little about Social Security, will
be unaware of the statement’s online availability and thus will never request one.

Educating the public about Social Security has always been one of the principal ohjectives of the
SSA, and so it continues today. Annual delivery of paper statements should resume
immediately. The Commissioner of Social Security shouldn’t have to choose between delivery
of Social Security statements and the completion of the Agency’s other vitally important
functions.

SSA’s Administrative Budget

That leads us to the SSA’s administrative budget. The SSA has requested a total of $11.9 billion
to cover its operations in FY 2013. Despite its enormous workloads and challenges, its FY 2013
request is only modestly higher than the amount the Congress appropriated for FY 2012. We
strongly urge that the Agency’s budget be fully funded. Due to lower-than-requested funding,
tite SSA has had to reduce its staff substantially in recent years. It estimates that staffing losses
in 2012 will be on the order of 3,000 employees. These reductions come on top of the over
4,000 employees it lost in FY 2011,

Although these reductions were achieved through attrition, the effect on some local offices has
been harsh. Some offices report very significant staffing losses, which translate into longer waits
for service and increased busy signals when the public calls local offices. To further offset the
harmful consequences of reduced funding, the SSA has cut back significantly on overtime, has
closed its offices to the public 30 minutes early each day and has stopped visiting remote service
sites to save travel time and costs.

The National Committec believes it is time for the Congress to provide adequate funding to the
SSA so that it can perform the invaluable services it provides to all Americans. Cuts to Agency
staffing have been deep and threaten {o alfect the quality and limeliness of the service it
provides. We call on the Congress to appropriate the amount the Agency has requested for FY
2013.

3 Social Security Advisory Board, “The Social Security Statement and How I Can Be Improved, August 2009, p. 9.
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Direct Deposit

Another technological advance that has proven to be beneficial to all Americans is the
development of direct deposit. This safe and convenient service, through which most of our
paychecks and government benefits arc transferred into our bank accounts, is one more example
of how technology improves our lives.

Convenience and security, along with the administrative savings associated with the use of direct
deposit, have led to administrative rules, promulgated by the Treasury Department, requiring that
most government payments, including Social Security and Supplemental Security Income (S81).
be made through direct deposit or, for those who have no bank account, other electronic benefit
payment systems.” These rules were implemented for individuals filing for benefits on or after
May 1, 2011. Beginning March 1, 2013, almost all Social Security and §SI beneficiaries will be
required to receive payment of their benefits through direct deposit or the Treasury Department’s
Direct Express Debit MasterCard program.

The changeover will affect about 4 million individuals, divided evenly between Social Security
and SS1, almost all of whom are either severely disabled or elderly. Many of them will be frail
elders who will find a transition of this nature difficuit at best, and it is important that the rules

that govern such a change be handled with sensitivity and compassion.

Unfortunately, the rules promulgated by the Treasury Department appear to fall short of these
standards. While we are pleased that beneficiaries who are over the age of 890 have been
exempted, we are concerned about the process the Department established for handling two other
exemptions that it agreed 1o include in its final rules.

These cxemptions, or waivers, as they are called, apply to current Social Security and $S1
beneficiaries who are under the age of 90 as of March 1, 2013 and who are in one of two
categories. First, there are those who ask to continue to be paid by a paper check by certifying
that they believe that direct deposit would “...impose & hardship because of the individual’s
inability to manage an account at a financial institution or a Direct Express card account due to a
niental impairment, and Treasury has not rejected the request.”

The second basis for continuing to be paid by a paper check would apply to individuals who file
a watver request certifying that payment by direct deposit would impose a hardship “...due to the
individual living in a remote geographic location lacking the infrastructure to support efectronic
{inancial ransactions, and the Treasury has not rejected the request.”

There appears to be little in the way of public information about these waivers on either the
Treasury’™s or SSA’s websites. We could find guidance about thern only in the Treasury
regulations, and the process they describe seems to us to be unduly onerous. Again, quoting
from the Treasury regulations, individuals requesting waivers because of mental incapacity or
geographic remoteness .. shall provide a certification supporting that request in such form that
Treasury may prescribe. The individual shall attest to the certification before a notary public or
otherwise {ile the certification in such form that the Treasury may prescribe.”

4 31 CFR, Chapter 11, section 208,
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It seerns to us that the adjudicative process conterplated by Treasury in its reguiations facks
compassion and sensitivity. Requiring frail elderly or disabled individuals to appear before a
Notary Public to swear they are mentalty impaired or are living in a remote geographical area
just to continue to receive a paper check is wrong. Such policies completety disregard the
limitations of this population and are significantly disproportionate to any financial advantage
that might accrue to the government from them.

We are concerned that there appears to be no apparent role for the SSA in the processing or
handling of these waiver requests. Given the number of elderly beneficiaries who will be
affected by the elimination of paper checks, the volume of waiver requests could be substantial.
For example, it only 10 percent of the atfected population ask to continue to be paid through a
paper check, Treasury would have to adjudicate 400,000 waiver requests. From information
available now, it is not clear whether the Treasury Department would handle them alone or
whether they contemplate assistance by the SSA. We also know of no plans on the Treasury
Department’s part to work with advocates for the elderly and the disabled to assist in this
transition.

Given the large number of frail elderly and disabled beneficiaries who will be affected by the
elimination of paper checks, we ask this Comumittee to focus its attention on the matter. We
recommend that the Subcommittee hold a hearing focusing on how the Treasury Department
plans to handle the transition. In any event, 4 role for the local Social Security offices should be
defined in handling this final phase in the transition to direct deposit.

To conclude, Mr. Chairman, we applaud the efforts of the SSA to develop new IT applications
that will enthance its ability to perform the vitally important services that it provides to ali
Americans. As the ability and inclination to use technology diffuses through the population of
the United States, providing services through the internet or through other IT applications will
become increasingly important.

Still, we must not lose sight of the important role of SSA’s local offices and its toll-free phone
service in providing service to the public, especially those who live in parts of the country where
high-speed internet service is not readily available, who arc unable to afford the costs associated
with home ownership of computers and internel access, or are uncomfortable with using the
internet.

It is the view of the National Committee to Preserve Social Security and Medicare that for the
foreseeable future SSA’s network of community-based field offices and its toll-free telephone
service will remain central to its ability to serve all Americans. That’s why we believe it is so
important that SSA be well-funded by the Congress.
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Chairman JOHNSON. Thank you, sir. I think the field offices do
a good job. Stopping the mailing of the online statements saved $30
million last year, which needs to be put into IT.

I thank you all for your testimony. We will turn to questions. As
is customary for each round of questions, and I will limit my time
to 5 minutes, and ask my colleagues also to limit their questioning
time to five minutes as well.

Ms. MELVIN, I would like to discuss the chart on page 9 of your
report. You see it up there on the screen. It shows how Social Secu-
rity’s technology spending is divided between maintenance to run
the current system and investment for new technology. To put this
into context, Social Security IT maintenance spending in 2011 was
more than the agency’s total IT spending in 2004. Would you walk
us through these costs and tell us why?

Ms. MELVIN. We think there are a number of factors that prob-
ably contribute to their maintenance costs all the way from their
investments and infrastructure to maintaining the legacy systems
that they have. As Mr. Croft has mentioned earlier, there are 700
plus applications that still have to be maintained at any time, as
well as additional services that are provided online.

We did note in our study that from 2004 to 2011, the mainte-
nance did almost double from approximately $411 million to $809
million. And with that, the 2004 total costs were $868 million, so
there has been some definite growth in terms of the operations and
maintenance.

One of the key factors that we point to in the overall message
that we have that stresses the need for a strategic plan is because
that goes hand in hand at looking at how SSA can look at the re-
sources that it has, its use of them, and what its needs are, and
how it might identify what more needs better. And from that
standpoint also, the performance measures that it puts in place to
assess its progress and to understand when it uses technology or
when it implements technology, how that cost is contributing to
lowering the cost of maintenance, or how that overall technology is
contributing to lowering the cost of maintenance.

Chairman JOHNSON. Thank you. Dr. Scherlis, in your testi-
mony on page 4, you say that smooth changes to existing systems
may seem conservative, but often transform a patch system into a
time bomb of deferred maintenance. The eventual cost of repairs
continues to rise, and our aspirations to move into the future be-
come unattainable. You refer to this as technical debt. Could we be
looking at such a time bomb in Social Security, and would you ex-
plain that?

Dr. SCHERLIS. I do not have enough direct engagement with
Social Security to make a judgment with respect to SSA particu-
larly. But I will say that this issue of technical debt is a very com-
mon issue in large enterprises, not just Federal agencies. It can be
avoided with the right kind of planning and leadership.

It goes back to the fact that many of these changes highlighted
here under the O&M category come up, bubble up from the stake-
holders and individual systems. If they are not aligned with a mas-
ter plan, if they do not harmonize into an enterprise architecture
concept, then they can be in conflict with other actions elsewhere
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in the organization. And the result is that things are even more dif-
ficult to sort out.

So in many of these studies, all three of the studies, National
Academy, the FSTAP study, the GAO study, highlight what we
could call a technical debt crisis in the SSA. And you can decide
whether to raise the debt ceiling or not.

Chairman JOHNSON. Thank you. Mr. Croft, what is your re-
sponse to that? I would like to know, are we looking at a time bomb
as he suggests?

Mr. CROFT. I do not believe so, sir. I am very interested in the
term “technical debt,” and very interested in learning more about
it. But, no, I would not say we are in a time bomb situation. You
have to get behind those numbers and understand what the costs
actually are. Among other things as you note, sir, we have added
a second data center at Social Security which have increased our
costs a great deal in those categories.

There are ways we certainly can improve, but I would not put
us in a crisis mode, no.

Chairman JOHNSON. Well, maintenance costs have risen, you
know that. Does Social Security plan to reverse that trend? And,
if so, when?

Mr. CROFT. Well, it is such a broad category, sir, maintenance
costs. Actually if you look at our software maintenance costs, it is
relatively flat year over year in terms of our cost to maintain soft-
ware. We do have a lot of hardware maintenance costs. We are re-
freshing hardware all the time.

Again, you have to get underneath these numbers to understand
what you are actually talking about if you want to get into a deep
analysis of maintenance.

Chairman JOHNSON. So, you are telling me you got it under
control.

Mr. CROFT. I believe we are doing well, especially when you
compare us with other organizations that are very similar to us,
yes.

Chairman JOHNSON. Thank you. Mr. Becerra.

Mr. BECERRA. Thank you, Mr. Chairman. Thank you.

Actually, Mr. Freed, I found your testimony the most interesting
because while everyone, I think, was talking more technically, and
your numbers are also technical numbers, they are based on feel-
ings. And, in many respects, that may be the most important thing,
how Americans feel about the service they are getting. And while
right now Social Security’s satisfaction rating seems to be pretty
high, it could start to drop. And if it does start to drop, you start
having less confidence in the agency and who knows what happens.
And so I appreciated your testimony.

Give us some context. I remember the discussion during some
legislation that was being proposed in Congress to change the way
Internet providers would offer services and who could control what
could be sent over the Internet and so forth. And at one point I
think Google was threatening to shut down for a day or so to make
the point that they should not be prevented from being able to
carry their service to whomever they wished. And people were up
in arms.
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Shutting down SSA, the Social Security Administration, for the
time it would take to rejigger, to come up to speed with the new
technologies that are available so that it could provide better serv-
ice faster, more accurately—tell us what your sense is. Could they
shut down? If so, for how long? How could they manage?

Mr. FREED. I do not think there is any way they could shut
down. It is obviously a lifeblood to a lot of people. Technology is al-
ways incremental. In my experience in technology, having spent
time in roles similar to some of these people, technology never goes
away. You just build more technology on top.

Hopefully when we deal with the Internet and we deal with mo-
bile, there are some benefits to it that you get great cost savings.
But I do not think it could, by any means, shut down and start
over, and take, you know, the months or years that it would take
to restart a system like that.

Mr. BECERRA. And, of course, we have to be careful that we are
not just putting a newer system on top of an older system and then
attaching a newer system to that previously new system, and be-
fore you know it, you have got all these different parts that operate
differently, and it becomes a machine that is so out of whack that
you’ve got to do something.

Mr. FREED. Yeah. When designed poorly, you definitely can run
that risk where you have got a lot of different systems that do not
communicate well. And you create a house of cards that if you take
one away, the whole thing can crumble.

From what I have seen from the Social Security side, I do not
see evidence of that. I have not looked within their infrastructure
by any means. But their apps, their websites, those things are real-
ly the user interface to it. The back end systems are the back end
systems. So it is really about creating a better interface to get in-
formation out to citizens quickly, easily. And, again, makes it easi-
er for citizens and will lower costs, probably not the technology
costs, but should lower costs within the branches and the locations
and the call centers. Not going to eliminate them by any means,
but it should lower the cost.

Mr. BECERRA. Any sense, and, Dr. Scherlis, let me ask you this
question as well if you have a response. Any sense of what typically
a company spends in IT modernization on an annual basis from its
operating accounts, operating expenses?

Mr. FREED. I am not sure that I would have any great data on
that to share.

Mr. BECERRA. Dr. Scherlis, by chance?

Dr. SCHERLIS. I do not have that data either, but I just want
to mention one thing, which is that——

Mr. BECERRA. And if you could do it very quickly because I

Dr. SCHERLIS. Okay. For many of these firms, the distinction
between development and maintenance is a distinction that is
going away because these systems are in a state of constant re-
freshing evolution. And also I will say that you just gave a good
definition of technical debt, that mishmash.

Mr. BECERRA. Yes, thank you. Mr. Richtman, quick question.
Is it your sense from what you heard from all the witnesses who
testified that they have captured a sense of how people are feeling
out there, those who are receiving the benefits, going to the offices
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visiting, making the calls, and talking to the Social Security office
employees?

Mr. RICHTMAN. Well, I think generally so that that is accurate.
And the experience I have had in traveling around the country and
meeting with groups of our members is they regard the Social Se-
curity folks as friends. They are maybe unusual in that regard in
government, but they really regard them as friends. They provide
a very important service, and they do it in a very positive way.

Mr. BECERRA. Let us hope we can keep it that way. Mr. Croft,
you have got a big job, and I hope that you know that the chairman
and I will try to keep at you on this because I think we are very
concerned as to whether or not SSA will be able to keep up. And
it is too big a system, too many depend on it for us to not to see
you make it work.

How much do you actually invest from your operating budget for
IT modernization?

Mr. CROFT. We do not really have a particular target number.

Mr. BECERRA. Give me a rough estimate.

Mr. CROFT. The data that was just presented would be the data.
That is how we categorize. It is consistent with OMB guidance, the
Federal Government guidance on modernization types of activity. I
am sorry I do not have the number off the top of me.

** Mr. Croft** Transcript Insert 1

INSERT PAGE 49, LINE 948

For FY 2011 we reported to CMB that we spent about $697 million on modernization
Investments, applying OMB guidance which categorizes these investments as IT funding for
development, modernization, and enhancements (DME). For FY 2012, we have reported to
OMB that we have allotted $614.6 mitlion to DME. We provided GAO this information for its
audit.

Mr. BECERRA. Maybe Ms. Melvin, and I will close with that,
Mr. Chairman.

Mr. CROFT. Yes.

Mr. BECERRA. Ms. Melvin, do you happen to know?

Ms. MELVIN. In terms of how much—I am sorry.

Mr. BECERRA. From operating expenses, how much does SSA
devote to IT modernization?

Ms. MELVIN. We do not have exact numbers on that, but what
we did see was, I believe——

Mr. BECERRA. Microphone.

Ms. MELVIN. I apologize. I think that in the numbers that we
had, about——

Mr. BECERRA. I thought you said that SSA spent about $5 bil-
lion on IT modernization over the past decade.

Ms. MELVIN. Yes.
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Mr. BECERRA. And if you average that, about $500 million a
year. My understanding is that SSA’s annual budget has been
about a $9 or $10 billion operating budget.

Ms. MELVIN. Yeah.

Mr. BECERRA. Well, we heard $9 to $11 billion, so it is about

5 percent.

Ms. MELVIN. Yeah. I would prefer, if I could, to provide you

with an exact number for the record on that.

Mr. BECERRA. That would be great.
**Ms. Melvin** Transcript Insert #1

Mr, Becerra asked Ms. Melvin the following question {see page 50 of unedited transcript):
From operating expenses, how much does S5A devote to iIT modernization?
Ms. Melvin's Response:

Since 2001, SSA has reported to OMB that it has spent nearly $11.9 biltion on IT—more than $5 billion of
which has gone toward the development, modernization, and enhancement of its systems and
capabilities. In this regard, the agency canducts hundreds of projects yearly that vary in level of effort,
scope, and cost, and range from reengineering processes and developing new systems to enhancing and
updating the functionality of existing systems. S5A’s IT modernization costs, per se, are embedded in the
development, modernization and enhancement (DME) category. However, the agency does not keep
track of projects according to whether a project is a modernization, redesign, or enhancement and, as
such, could not provide informaticn showing what pertion of DME was specificaily dedicated to
modernization efforts.

According to its exhibit 53 data, in fiscal year (FY) 2011, SSA spent 3693 million on IT development,
modernization, and enhancement activities, which was about 44 percent of the agency’s total {T
spending for that year. The agency’s spending on DME has varied and has been as high as 59.9 percent
of the total IT spending in 2004, and as low as 30 percent in 2007, as reflected in the following chart.

Total SSA 1T Spending {in millions of dallars)

FY DME Operations and Maintenance Total Spending DME as a % of totat IT
spending

20601 $691

2002* 750.6

20603* 7266

2004 $520.1 53483 868.4 50.9%
2005 5264 500.1 1026.5 51.3%
2006 398.5 595.9 9954 20.0%
2007 3169 738.4 1096.3 20.0%
2608 4037 707.5 11112 16.9%
2009 532.2 501.9 1434.1 37.1%
2010 8155 811 1626.5 S0.1%
2011 693 874.6 1567.6 44.2%
2012*%¢ 610.8 759.3 1370.1 44.6%

Source: GAO analysis of SSA exhibit 23 data

*According to SSA, for fiscal year 2001, OMB did not require funding to be identified by DME or Operations and Maintenance, and for fiscal
years 2002 and 2003, IME and Operations and Maintenance expenditures were anly required by OMSB for major projects. 55A further noted
that for fiscal years 2002 and 2003, DME funding was 5244.8 and $341.7 mitlion respectively, and Operations and Maintenance funding was
394.2 and $160.9 million, respectively.

*¥The fiscal year 2012 numbers are appropriated funds as of February 2012.

——

Ms. MELVIN. Okay, thank you.
Mr. BECERRA. Mr. Chairman, thank you very much.
Chairman JOHNSON. Thank you, sir. Mr. Berg, you are recog-

nized.
Mr. BERG. Thank you, Mr. Chairman. Thanks to the panel for

being here.
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One of the things in preparing for this hearing that quite frankly
stunned me the most was what I saw as a lack of long-term plan-
ning. We went through a real process in North Dakota probably
about 10 years ago on IT. We had 20 different agencies in North
Dakota. Each agency was out doing their own thing, had non-com-
patible software, non-compatible equipment. It was just a mess.

Chairman JOHNSON. And then you discovered oil.

Mr. BERG. Well, then we discovered oil.

[Laughter.]

Mr. BERG. We learned a few things from Texas, Mr. Chairman.
And actually this was before oil was when we had a huge deficit,
and it was a matter of how do we make things work? And we
looked a lot at the private sector and the government sector, and
I know some questions were brought towards, you know, how does
this compare with an investment in the private sector? And really
we found that it is almost totally different. I mean, the private sec-
tor invests in technology, and it really does two things. One, it low-
ers that business’ cost. They are able to do things, you know, less
expensively, e-mail versus maybe, you know, sending a letter and
that whole process. And also it saves people’s time which in result
ends up they are able to apply their energy and time into things
that are going to generate more revenue for the business.

And so, so much of the technology that was invested in the pri-
vate sector was really driven on increasing that company’s revenue.

My point here is all these things are kind of planned, and when
the private sector invests in technology, they are expecting a re-
turn. They are looking into that plan. And so, you know, from our
State standpoint, we had this big mess. Our plan was to pull peo-
ple together. We ended up with a State IT director that really be-
came the project leader whether it was the prisons, or whether it
was human services, or whatever, move forward.

And so we had a format. We had a checklist. We had measurable
things. Prior to that, we had IT people that we hired to lead
projects. And as we talked about, in the middle of the project they
left, and it was a disaster, and we were left hanging with a huge
investment, and really many times nowhere to go to but to simply
start over. And so, I do not think anyone would disagree the need
for a long-term plan.

My question for Ms. Melvin and also Dr. Scherlis is, what would
be the next steps in developing a long-term plan for the Social Se-
curity Administration. What would they be?

Ms. MELVIN. For developing a long-term plan, we think that
SSA needs to start looking at this point in terms of what their cur-
rent state of information technology is, to have a good handle on
that, and to let that feed into an overall idea of where they want
to go.

So part of what our report talked to was the need not only for
them to develop a strategic plan, but to have a completed enter-
prise architecture that would allow them to examine and document
their current state of technology, where they want to go.

One of the critical concerns that we noted in our study was in
looking forward in terms of a vision, we did not find that SSA had
a particularly good handle or ability at least to express its longer-
term vision beyond two years for what it wants to achieve. We be-
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lieve that it is important that it establish a longer-term vision and
that it be able to tie that to its agency’s strategic plan, and then
move forward with the goals and the particular strategies, if you
will, that it wants to apply to move to a target state of its architec-
ture.

So we think starting initially, they have got to do more in terms
of putting more focus on just being more specific about what their
current state of technology is and what they are trying to achieve
moving forward, and to apply results-oriented performance meas-
ures for how they want to do that, and to be able to assess how
well they come to achieving that target state.

Mr. BERG. Okay, thank you. Dr. Scherlis.

Dr. SCHERLIS. I want to agree with everything that Ms. Melvin
just said. The two critical elements of the master plan are the over-
all future architecture, which describes how systems are linked to-
gether, how the data is managed and shared internally. This en-
sures coordination among all the various projects. And the second
element of the master plan is a road map for evolution.

And T also agree that the time horizon should be between 5 and
10 years. The plan should anticipate the kinds of changes that
might come in terms of the mission of SSA, in terms of the demo-
graphics, in terms of technology changes, other changes. That is
the essential framework within which systems become managed.
And this is part of that six-step plan that I suggested earlier.

Mr. BERG. Thank you.

Dr. SCHERLIS. I want to add one thing. The other is people. We
have not spoken about people, but, you know, SSA has a large in-
ternal IT workforce. This is a blessing among Federal agencies that
they have this workforce. It is essential to have strong, connected,
committed career people. It is also essential to keep them tech-
nically fresh through various mechanisms—engagement on the out-
side, conferences, training, and the like. And also to have them
share in the vision, and to seek career paths for themselves to de-
velop to participate in the manifestation of that vision. That takes
leadership commitment from the very top.

Chairman JOHNSON. Mr. Croft, Mr. Berg, we will have a sec-
ond round.

Mr. BERG. Okay.

Chairman JOHNSON. Mr. Brady, you are recognized.

Mr. BRADY. Thank you, Mr. Chairman. Thank you for calling
this hearing.

Mr. CROFT, one of your strategies to increase the use of online
services is to explore offering online services through mobile de-
vices as opposed to implementing online services through mobile
devices. Since the strategic plan, if I recall, runs through the end
of 2016, does that mean the public, we are going to have to wait
four years while we are exploring as opposed to moving these
things and getting them in place? That seems like a lifetime.

Mr. CROFT. No, sir. Thank you for the question. We are actually
building a mobile application now. We are doing it very carefully
and cautiously, though. We want to make sure we are going to get
a good return on investment for the application that we are build-
ing. We are on target to actually deliver a mobile application before
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the end of this year. It will have to do with SSI wage reporting,
which is one of our largest improper payment areas as an agency.

We believe after a lot of exploration, a lot of thinking inside the
agency, strategizing that that is one area that actually fits mobile
because it is a reoccurring reporting requirement, not a one-time
thing like filing an application that people are unlikely to use a
mobile application to do. So look for something later this year.

Mr. BRADY. From a priority standpoint, is that because it is a
priority in the fraud or incorrect data, or ability to move that soon-
er than other apps?

Mr. CROFT. Yeah. It is one of our executive oversight projects.
It is a priority in terms of improper payments. It is one of the high-
er error categories of improper payments. It seemed to fit. We are
interested in exploring mobile. I think we are like most large orga-
nizations. We want to try mobile, but we are very cautious about
doing it in a way that is really more folly than substance. So we
are focused on substance.

Mr. BRADY. Okay, thank you. Dr. Scherlis, do you have any
thoughts on that?

Dr. SCHERLIS. Not really. I am sorry.

Mr. BRADY. Okay. First time that has ever happened.

Dr. SCHERLIS. Yeah.

Mr. BRADY. Thank you very much.

[Laughter.]

Mr. BRADY. Yield back.

Chairman JOHNSON. Thank you, Mr. Brady. Mr. Marchant, you
are recognized.

Mr. MARCHANT. Thank you, Mr. Chairman. Yesterday, the sub-
committee held a hearing on identity theft and the use of the
Death Master File to make sure that that file is not being misused
by thieves. Social Security collects probably more personal data on
anyone in America. Google might argue with that. Facebook might
argue with that. But I think most people believe, at least, besides
maybe the IRS, that Social Security probably has the most infor-
mation on anybody in America.

In this time of rapid advancement, how can we assure our con-
stituents that this information is being protected and is not being
used by the thieves, the fraud artists, and the people that are out
to steal this information. Commissioner?

Mr. CROFT. Thank you. So we are purposely not boastful about
IT security protections, but trust that we do as much state of the
art as we possibly can in terms of IT security. We are incredibly
conscious of the personally identifiable information that is ours to
be stewards of. We stand for outside audits. We follow all guide-
lines. We do everything we possibly can to stay as secure and
sound as we can in terms of data protection.

Mr. MARCHANT. Mr. Richtman, would you agree that the per-
ception of the general public is that their information is completely
secure within the Social Security Administration?

Mr. RICHTMAN. As far as I know, Congressman, that would be
true.

Mr. MARCHANT. Dr. Scherlis, just recently there was an expert
advisory panel that was put together, but it was ultimately dis-
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banded. Do you have the belief that outside advisory panels in the
private sector can help fill the gap?

Dr. SCHERLIS. I think that outside advisory panels provide an
opportunity for an organization to compare and baseline its prac-
tices against practices in other organizations, particularly in areas
where measurement is a challenge. And one of those areas is archi-
tecture and strategic planning because we are working to a vision
of future potential. And so that is an area where the kinds of in-
puts that you get from advisory panels can be extremely useful.

Mr. MARCHANT. Okay. Thank you, Mr. Chairman.

Chairman JOHNSON. Thank you. Dr. Scherlis, since 2008, I
have continued to raise concerns about the time it has taken for
Social Security to modernize its outdated programming language,
including replacing COBOL, which was created some time ago. In
your testimony, you talk about challenges of old systems, so-called
legacy systems, that operate on obsolete platforms.

Social Security is phasing out its older software, but they told me
the process will take years. Does that sound right to you? You
know, it seems to me you can go out to the store and buy a new
computer with all the latest stuff on it, and I do not know why we
cannot do that in the Federal Government.

Dr. SCHERLIS. Well, in fact, I am going to give you two an-
swers. One answer is that this sense of urgency that we should feel
needs to focus around the development of this master plan that we
have been speaking of earlier today. That creates the commitment,
creates the framework within which we move forward. But that
given the magnitude of the operation at Social Security and the
sensitivity of the data, the unfolding of that plan will take some
years. But the plan provides a framework for making decisions and
having a sense of expectation regarding what kinds of projects will
happen when and how much they might cost.

So it is this juxtaposition of the urgency to create the plan with
the unfolding of that. So we have the comfort that the incremental
actions that are taken as an organization are in harmony and mov-
ing in the right direction.

Chairman JOHNSON. Well, it seems like we keep changing our
approach. You know, Mr. Croft, it seems to me we have been 4 or
5 years downstream trying to modernize the system. Can you tell
me how long it is going to take before we get out of COBOL?

Mr. CROFT. No, sir, I cannot. I do not believe anybody could do
that. And we would find ourselves

Chairman JOHNSON. Dr. Scherlis could tell you how to.

[Laughter.]

Mr. CROFT. I would comment, and my colleague to the left men-
tioned. We actually have just recently published an IT strategic
plan. We released it formally, I believe it was earlier this week.
And I encourage people please to take a look at it. It does look out

5 years. It does describe our current state in detail, not in the kind
of-

Chairman JOHNSON. So you are telling me you are going to rid
of COBOL in 5 years.
Mr. CROFT. No, sir. No. No. It is an incremental approach

to
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Chairman JOHNSON. We are going to have it for, what, 20 more
years?

Mr. CROFT. The way we build software, sir, is so when we—I
do not know about 20 years, but the way we build software is when
we are taking on new projects, we only build with new code. We
only build in the new ways.

We also assess the risk of all of our systems, as I mentioned in
my opening statement. And if we believe we are facing a technical
risk with one of our systems, we will take it on motion and rebuild
it. And we are rebuilding following a systematic approach to the
software.

I would also mention in terms of architecture, we do have robust
enterprise architecture at Social Security. I want to make sure that
everybody is clear on that. I will accept a bit of criticism that the
architecture has not looked out far enough into the future, and that
is something we are addressing now rather than looking out a cou-
ple of years consistent with where we think business projects are
going. We are actually extending the look of the architecture out
5 years now, and that is something we are actively working on.

Chairman JOHNSON. Well, you know, you got a new place down
in North Carolina, and you are building a new place up here. And
it seems to me by the time that place is finished up here, you ought
to have a whole new system developed. If you cannot do it, some-
thing is wrong I think.

You are working at a snail’s pace, and I think, as was mentioned
earlier, maybe you need a strategic plan in writing. And once you
get started on something, do not stop it like you just have as I
know. And your job has changed, too. So something is happening
over there that you all are not telling us about that and it is caus-
ing problems.

Mr. CROFT, GAO mentions eight reports issued since 2007 by
GAO, and here they are laying here on my desk. And the National
Research Council, the National Academies, the inspector general,
and the bipartisan Social Security Advisory Board highlight Social
Security’s technology challenges, and stress the need for Social Se-
curity to have a strategic IT plan. They tell me there is still no
plan. Can you tell me why not?

Mr. CROFT. There is a plan now. We were working on it.

Chairman JOHNSON. Did you do it yesterday or something?

Mr. CROFT. We released a final this week, yes.

Chairman JOHNSON. Okay.

Mr. CROFT. But we were working on it actually for quite a long
time.

Chairman JOHNSON. Okay. So you have a strategic IT plan
now?

Mr. CROFT. We do.

Chairman JOHNSON. And you are using it?

Mr. CROFT. Yes.

Chairman JOHNSON. Thank you very much. Mr. Becerra.

Mr. BECERRA. A couple of questions, Mr. Chairman.

First, Mr. Croft, again, I think it is pretty clear from some of the
questions that we are concerned about the strategic planning. And
I think Ms. Melvin, her testimony, her written and oral testimony
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pointed to that. And I think all the witnesses pointed to the impor-
tance of being able to think way ahead.

And I hope what you will do is you will take our admonition and
really work on it with this new plan you have in place, and know
that you should never come here with a fire at the house claiming
you need the engine real quickly, 911, because I hope we are
telegraphing that we can see it, too.

d you have got a great satisfaction rating from folks right
now. The public for the most part likes what you do. In fact, I was
looking at some of these other customer ratings, Mr. Freed, and
you can tell me if I am wrong. But Bank of America, 68 percent
customer service satisfaction, YouTube, 74 percent, Facebook, 66
percent, Google, 83 percent, IRS, 57 percent, and you are at 80 per-
cent. So not bad. Better than YouTube, close to Google. Work with
us so we can work with you.

And, by the way, when Americans every day are contributing to
the Social Security system to the tune of over $700 billion this year
alone, there should be no reason why you cannot come to us and
say I've got a great plan to move us forward. We have taken the
best minds who told us how to do this, and this is what it is going
to cost to make this kind of investment. And then let us work with
you on that because the American public is paying for Social Secu-
rity, and so let us work together on that. I hope we can do that
really well.

One quick question. Servicing. You actually got great scores in
a lot of areas. You got a higher score on the Internet side than you
did on the person-to-person and telephone. Some might say, well,
maybe that means you can go all the way and do everything by
computers and the Internet and have all interactions with cus-
tomers be through the Internet. Do you think that we are ever
going to reach a day where the face-to-face will not be needed?

Mr. CROFT. For Social Security?

Mr. BECERRA. For Social Security.

Mr. CROFT. Not in the foreseeable future, no. I do not think so.
I would comment on the non-technology side, though, we also do
internal surveying, and we receive very high satisfaction scores
from face-to-face and telephone contacts as well. In particular what
is noted in any survey that we have ever done is the excellence of
the workforce for Social Security, the courtesy, but also the busi-
ness knowledge of the agents. So once people get through, some-
times there are problems in terms of getting access to our employ-
ees because of the long wait times or busy rates and things like
that. But once they get through, time and time again the surveys
have always shown a very happy satisfaction in terms of our work-
force.

Mr. BECERRA. Well, let me just compliment today your folks in
Los Angeles, who we work with. They have done remarkable work
addressing some of the concerns that we have raised to them in
trying to help constituents. And please convey that to folks
throughout the nation that work for SSA. We say thank you. But
I know for a fact that in LA, people really enjoy the interaction
they have and are pleased with some of the folks that you have
there in Los Angeles. And know that we want to work with you as
you move forward. We know it is not easy, but we need to do this,
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and we have to figure out a way to do it so we do not have a ma-
chine with a whole bunch of old and new moving parts trying to
make this thing work. So thank you.

Mr. Chairman, I will yield back.

Chairman JOHNSON. Mr. Berg, do you care to question?

Mr. BERG. Thank you, Mr. Chairman. I will just kind of back
up where we went. But, I mean, clearly assess the current situa-
tion of all your strengths and your weaknesses. Number two, what
is your long-term vision? And have an IT plan that ties into that
and a plan that then has performance measures and checks and
balances and timetables. That is, I think, kind of what I heard.

So I guess I would like your response, Mr. Croft, to those sugges-
tions.

Mr. CROFT. Yes, sir, I agree. One thing I would also mention is
we stay very in sync with the business direction of the agency in
terms of IT. We follow the agency’s strategic plan and flow from
that in terms of IT. We are not doing IT just for IT’s sake. We are
doing IT to enable the business.

I would also mention, in terms of the investments that we make,
we do very rigorous analysis up front before we embark on an in-
vestment, including ROI analysis to make sure that we are picking
the right mix of projects to get the most value for Social Security.

So we do have a robust planning process. Some might say we do
not refresh it enough or look farther out, but we definitely have a
planning process.

Mr. BERG. So on the return on investment, who do you present
that to?

Mr. CROFT. Ultimately, it is presented to a board of my peer ex-
ecutives and the Commissioner as we decide what investments we
are going to make in IT looking out into the future. That also is
reported up through central government, OMB. It is public knowl-
edge on the Federal IT Dashboard and so forth what we expect to
get out of our investments.

Mr. BERG. Those have been presented to a congressional panel?

Mr. CROFT. I do not know. It is part of the budgeting process
and the oversight that we do. It is public information.

Mr. BERG. Well, we will follow up. Thank you, Mr. Chairman.
Yield back.

Chairman JOHNSON. Mr. Brady, you are recognized.

Mr. BRADY. Thank you. Dr. Scherlis was so efficient in his last
answer, let me try again. In your testimony about drivers of
change, you discussed the advantages of modern data computing,
including, you know, big data, cloud computing obviously, architec-
ture. And for the subcommittee’s education, would you define this
for us and how Social Security can leverage this kind of computing
to their advantage, because clearly we want to be ahead on some
of this technology, not trailing so much.

Dr. SCHERLIS. Sure. Sure. So the idea of big data computing,
basically it refers to a whole collection of techniques and tech-
nologies to exploit data assets. We do not merely want to accumu-
late those data assets, but we want to see patterns, do analyses for
all kinds of reasons. The best way to realize the capability to do
that is within what we call the cloud.
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In this case, by cloud I mean an architecture for a data center,
and also for the processing of data, the key features of which are
large numbers of relatively smaller processors, the same kind of
processors that are run in your PC, and data that is located on disk
drives that are associated with those processors. So the data is
spread all around.

That allows to scale up by buying more processors and more
disks and, therefore, to store more data. This is the kind of configu-
ration that is used not just at Google and Amazon that we hear
about, but in financial services firms and government agencies all
over.

And scalability is key because we can do very large-scale
searches by sending small amounts of instructions out to those
processors to query the data that resides on those processors, and
then we very rapidly can assemble an aggregate result. So those
are the ideas of big data and cloud.

Sometimes we hear the word “cloud” in the setting of sort of the
controversial setting of the so-called public cloud, services such as
are provided by Microsoft through Azure or Amazon and so on. And
really that is an entirely separate issue from this discussion that
we are having, which is about the architecture of data centers.
Whether you own the data center and it is inside of your facility,
which certainly would be the case with SSA, or whether you
outsource to a provider is really a business decision.

Mr. BRADY. And you believe this type of architecture could be
helpful as Social Security pursues its IT goals?

Dr. SCHERLIS. I do. I do because it offers both scalability, flexi-
bility, and also cost management, the ability to incrementally up-
grade. There are many advantages of this architecture.

Mr. BRADY. Great. Thank you, Doctor.

Dr. SCHERLIS. You are welcome.

Chairman JOHNSON. I would like to welcome the distinguished
gentleman from Kentucky and chairman of the Ways and Means
Subcommittee on Human Resources, Mr. Davis, down there on the
end. Thank you for joining us. You may have a couple minutes.

Mr. DAVIS. Thank you very much, Mr. Chairman. And before 1
begin, I would like to thank you for holding this hearing and for
allowing me to join and ask a question from such a knowledgeable
panel.

The Social Security Administration has come a long way since
the days of the punch card. There is still significant progress to be
made in order to truly become a 21st customer service provider.

From the work we have been doing on the Human Resources
Subcommittee, we know that strategic IT investments to promote
operations and to integrate and reuse existing data resources could
help more effectively target limited taxpayer dollars.

I used to do this for a living, managing large system implementa-
tion, data integration in the private sector before coming to Con-
gress. And I discovered my biggest client was the United States
government, and probably the most challenging in the sense of leg-
acy systems that you are all dealing within a wide variety of areas.

You know, we have worked with this and we have had some suc-
cess in promoting data standardization across a number of pro-
grams. We are working with Chairman Johnson to see how we can
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be helpful here. Our efforts are not intended to be yet another stat-
utory mandate, but rather an important piece of a larger IT strat-
egy and approach to architecture to effectively integrate informa-
tion and to help the government run more efficiently, particularly
when some of our agencies under Ways and Means jurisdiction
have 10 percent or higher improper payment levels. Social Security
is very low, which is a good thing. But nonetheless it shows this
disconnection.

I guess I would like to begin with Ms. Melvin. In your 2009 re-
port, and again in your most recent review, you expressed concerns
about the Social Security Administration’s ability to handle future
data exchange demands and their lack of IT management practices
for this workload.

With over 3,500 data exchange agreements and growing demand
for government to reuse information, what I would call in my other
job, customer master information, vendor master type of informa-
tion, the transaction analysis, bills of labor, and resources, those
sort of things.

But could you elaborate for us on whether SSA is adequately pre-
paring to handle this workload from an IT perspective? And also
what is SSA doing to better serve its State and local government
customers and meet their demands to operate in the 21st century?

Ms. MELVIN. The work that we did note that SSA is going to
web-based technologies and to newer online technologies. And our
report does highlight some of the initiatives that support electronic
data exchange with the Federal, State, and the private sector.

Our 2009 report, however, included a couple of recommendations
that focused on conducting detailed analyses. We believe that SSA
needed to determine workload projects and define requirements for
effectively and efficiently delivering data exchange services to their
agency partners.

As of right now, those two recommendations remain open. So it
is very difficult from our standpoint to know until SSA has actually
done the analysis and started to implement against that analyses
exactly how its online exchanges are affecting it.

Mr. DAVIS. Okay, thank you. Mr. Croft, what difficulties do you
face from an IT perspective when exchanging information with out-
side partners such as the States? For example, would it be more
useful for incoming data if it were provided in a more consistent,
standardized format?

Mr. CROFT. Absolutely, yes, it would. Another point I would
bring up, sir, is the uniformity of the exchanges in general. We do
have many, many exchanges. We are probably the largest body
that is exchanging data in the Federal Government. And all in all,
it is going okay. It is a large workload, a growing workload. But
we are needing to redo our core software, our core data exchange
software, and we are actually in the process now of modernizing
that software to make it more agile to deal with the multiple kinds
of customer requests that we receive.

I would also mention just in general around data exchanges, the
IT generally is not the hardest part. The hardest part is, as you
know, data definitions, but it is also the legal, fiscal kinds of things
that go with interagency kinds of agreements like that.
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Mr. DAVIS. What lessons do you think you have learned so far
from the implementation of the Access to Financial Institutions
Program, the web-based electronic process for verifying financial
account information?

Mr. CROFT. It is going very well, but I would note that we pi-
loted that for quite some time and really worked out the kinks be-
fore we took it operational. All in all, I would say that is a very
effective and proper payment mechanism. And I really do not have
any further comments to say except that it does take time to work
out the business process, and the privacy angles, and all those
kinds of things that go along with data exchange.

So if you looked at it, it is like we just turned it on, but, in fact,
we have been working on that in various pilot modes for some
number of years.

Mr. DAVIS. Well, one question that I have looking at this, again,
in my multi-facility implementation experiences that are admit-
tedly smaller scale than the Social Security Administration.

Chairman JOHNSON. Can you summarize?

Mr. DAVIS. Yes.

[Laughter.]

Mr. DAVIS. But if you could answer quickly one question for me,
that would be very helpful. If you were to pick one or two statutes
that need to be amended to allow better interchange of data, what
would those be?

Mr. CROFT. Sir, may I answer that for the record, please? I am
not able to answer that quickly for you. I would rather give you a
thoughtful answer than a quick answer.

**Mr. Croft** Transcript Insert 2
INSERT PAGE 75, LINE 1545

The Computer Matching and Privacy Protection Act {CMPPA) requires us to renew our CMPPA
data exchange agreements every 18 months. These renegotiations are labor intensive and time
consuming, and the agreements rarely change much, if at all. Congress could look at the
requirements in the CMPPA to determine if, for example, the current 18-month fife of such
agreements are too short given the ever evolving and more frequent use of interagency data
exchanges.

Mr. DAVIS. Yeah, that would be great. Thank you. I yield back,
Mr. Chairman.

Chairman JOHNSON. Thank you. Mr. Croft, I noted in my open-
ing statement I am disappointed to learn the panel of outside ex-
perts convened by Commissioner Astrue to provide independent
systems technology advice was disbanded. I was even more dis-
appointed to learn that the reports and minutes have been removed
from Social Security’s website.

I would like to know why Social Security took those documents
down and ask you which of the recommendations of that panel has
Social Security acted on, and what specific actions have you taken
or intend to take?

Mr. Croft. I do not know the intricacies of why things come down
off the website. I do not know if that was a requirement for a
FACA panel when we disband them that we take that down. We
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certainly have all the information, though, and have shared that
with the IG.

Probably the most substantive information that I received from
the panel was in the early part of it around the data center project.
That was a more in-depth piece of work, and they made a number
of recommendations in terms of our data center planning. And we
were certainly very positive about using many of those.

Another area where there was help from the panel, and this was
also a while ago, but was in terms of authentication and the way
we designed the authentication with the new online statement. It
was not so much a panel deliberation, but we worked with one of
the panel members on that.

Chairman JOHNSON. Thank you, sir. Again, I thank you all for
being here today and for your testimony.

Innovations in technology will continue to drive the kind of serv-
ice Americans expect and deserve. And Social Security must and
will be held accountable.

I thank you all for your attendance. And with that, the sub-
committee stands adjourned.

[Whereupon, at 4:08 p.m., the subcommittee was adjourned.]

Questions For The Record
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SOCIAL SECURITY

The Commissioner

September 5, 2012

The Honorable Sam Johnson

Chairman, Subcommittee on Social Seourity
Commitiee on Ways and Means

House of Representatives

Washington, D.C. 20515

Dear Mr. Chairman:

Thank vou for your June 15, 2012 lettér requesting additional information in ordsr to complete
the record for the hearing on the state of our information technology. Enclosed you will find the
answers to questions that you sent us from you and Ranking Member Xavier Becerra,

1 hope this information is helpful. If I may be of further assistance, please do not hesitate to
contact me, or your stalf may contact Scott Frey, our Deputy Commissioner for Legislation and
Congressional Affairs, at (202) 358-6030 who is available to meet with your staff if requested.

1 am also sending this information to Ranking Member Xavier Becerra.

Sincerely,

Enclosure

SOCIAL BECURITY ADMINISTRATION  BALTIMORE, MD 212350001
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Enclosure — Page 1 — The Honorable Sam Johnson — United States Committee on Ways and
Means, Hearing on “The State of Social Security Administration’s Information Technology™

1.

3

The Information Reseurces Managemeni plan identifies 10 "domains” but does
not explain how each aligns specifically with the strategic plan. How do cach of
these domains specifically align with goais in the Agency Strategic Plan?

When considering potential information technology (IT) projects, we group proposals
into portfolios that align to our Agency Sirategic Plan (ASP) and include strategic
alignment as a factor in our evaluation. In our Information Resources Management
{IRM) plan, http://www.ssa.gov/irm/IRM 2012 pdf, we categorize our IT infrastruciure
that supports these projects into 10 domains, which include Data Management,
Software/Applications, Business Inteiligence, and Computing Platforms. While
individual IT projects may align with a specific goal, these domaius are foundational
clements that support all ASP goals.

Recently, Social Security launched the new online version of the Social Seenrity
Statement, as part of a mew "My SSA" portal. The Statement is an imperiant
financial planning tool. Please explzin more about how this portal works and how
it relates to ofher online services now and in the future. Will the My SSA site
eventually allow citizens to manage their business with Social Security in real time
electronically, as recommended by the Social Sceurity Advisery Board? How
many people bave viewed their Statement so far and what impact, if any, did this
traffic have on your website?

To improve service and provide relief to our field offices, we have offered an ever-
growing number of online services. MySSA’s additional security requirements allow the
public to do even more SSA business electronically because we can give information to
the user instead of just receiving it. MySSA users must provide personal information and
answer questions that only they are likely to know. Authenticated users are required to
create a nsername and password that serve as their access to MySSA in the future. We
decided to make the Statement our first MySSA application given its interest to so many
Americans, So far, more than a million people have created an account to view their
Statement. Resources permitting, in fiscal year 2013, we plan to expand MySSA services
to allow users to change their address and direct deposit information snd receive benefit
verifications.

Dr. Scherlis discussed the impertsnce of having a baseline inventory of existing
systems, to determine capabilities of current systems and identify potemtial
vulnerabilities. Does Social Security have such a baseline assessment? 1f so, please
provide a copy for the record. If not, why not?

We do maintain an inventory of our applications to document the capabilities of our
current systems and help us identify potential vulnerabilities. We have attached a list.
with a short description of each application in cur baseline inventory. For your
information, we are sending a copy of our Application Information Repert separately for
security reasons.
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Enclosure — Page 2 — The Honorable Sam Johnson — United States Commitiee on Ways and
Means, Hearing on “The State of Social Security Administration’s Information Technology™

4. In a vepert requested by Secial Security, the Natiomal Research Council of the
National Academies sssembled a commiftee of experts to perform a strategic
assessment of Secial Security’s electromic services. This excelient report was
published in 2007. Would you provide specific details regarding the steps Social
Security has taken to implement each recommendation?

Since the National Research Council published its report in 2007, we have overhauled
our electronic ssrvices, considering the recommendations In the report. First, we released
our significantly improved Retirement Estimator, an easy-to-use benefit calculator that
helps millions of people plan for retirement. We also completely redesigned our online
benefit application, iClaim. Since we released iClaim in December 2008, we have
increased the percentage of online benefit applications from single digits in most years
prior o iClaim to 43 percent so far this year. iClaim has been essential in helping us
keep pace with the significant increase in benefit applications due to the recession.

Using public and employee feedback, lessons leamned, and benchmarking with other
organizations, we continue to improve and expand our online offerings, including the
release of the first interactive online Spanish applications in the Federal government. In
May, we released on our online Social Security Statement, the first application to use our
MySSA portal. Depending on the availability of resources, we plan to expand the
personalized services we offer.

Public satisfaction scores demonstrate our success in overhauling our electronic services
over the last five vears, We currently have the three highest-rated clectronic services in
the Federal government—and five of the top six—as rated by the American Customer
Satisfaction Index {ACKI), even outscoring the top private sector electronic services,
Amazon and Google.

We oulline below how we addressed each of the nine specific recommendations from the
National Rescarch Council.
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Enclosure — Page 3 — The Honorable Sam Johnson — United States Committee on Ways and
Means, Hearing on “The Siate of Social Secanity Administration’s Information Technology™

Recommendation 1:

The S8A should make an unambiguous, strategic commitment to electronie
services as part of its long-term service delivery strategy, placing a central
emphasis on electronic services that encompass timely aad up-to-date information
for users, partners, and beneficiaries.

Response to Recommendation 1:

We are commiiited fo expanding and enhancing the quality and quantity of available
electronic services. In FY 2011, we processed over 15 million personalized online
transactions, reducing stress on our offices as we struggle to keep up with demand.
Our May 2012 IRM plan reiterates our commitment to expand and enhanee our online
services, and it describes how our 1T projects help us accomplish this goal.
Furthermore, we are currently developing a Service Delivery Plan that will describe
how we will use our resources to deliver services over the next four years and beyond,
including how we will use and improve electronic tools.

Recommendation 2;

The SSA should carefully consider the ways in which the experiences and
approaches of large-scale financial institutions— ineluding state-of-the-practice
electronic information and service delivery, metrics-guided improvement, and
process transformation, among ether approaches and solutions—imight be
relevant o the kinds of services that the agency is providing or may provide in the
fature.

Response to Recommendation 2:

We agree that we can learn from other organizations. In fact, we benchmarked with
{inancial institutions, healthcare organizations, and other government agencies to
implement best practices in authentication as we developed MySSA. We continue to
collect information and advice {rom the financial community, other government
agencies, and private IT research companies, such as Forrester, Gartner, the Info-Tech
Rescarch Group, the Corporate Executive Board, and the 451 Group. These
collaberations, including lessons from the financial industry, provide valuable insight
ag we research and develop new service options, including developing mobile services.
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Enclosure — Page 4 — The Henorable Sam Johason — United States Copunittee on Ways and
Means, Hearing on “The State of Social Security Administration’s Information Technology™

Recommendation 3:

In order to move to the second phase of electronic services maturity, the 8SA
should create a focal point responsible for developing and managing electronic
information and service delivery— ineluding components such as Web content,
oniine transactions, user interfaces, research, database systems and sther key
enabling technologies, and other faceis of electronic service delivery that are
currenily dispersed throughout the 884, This focal point should have sufficient
respurees to take on organization-wide responsibility for online services and
should report directly to the SSA Commissioner or {o a Deputy Commissioner.

Response to Recommendation 3;

The Office of Systems Electronic Services is our focal point for developing and
managing electronic services. The office reports divectly to the Deputy Commissioner
for Systems and manages all aspects of owr electronic service development and
delivery. To support the efforts of this office, we bave a cross-component eServices
Governance Committee that oversees all activities related to our online services. This
Commitiee has overseen the successful reloase of numerous online services, which
routinely receive high custorer satisfaction scores.

Recommendation 4:

As it makes decisions about foture directions for its database technology, the SSA
should give considerable weight io the implications of those decisions for the
effectiveness and efficiency of current and future electronic service delivery and
should be open to the introduction of new fechnologics.

Response to Recommendation 4:

We recognize the importance of defining a database architecture that uses newer
technologies related to electronic services. We have made significant progressin
replacing eur databases that had used the Master Data Access Method (MADAM) with
modern relational databases supported by IBM DB2 and Oracle, the indusiry-leading
daiabasc managerment systems. We have converted three of our five master data files
from MADAM to DB2 and will convert the fourth by the end of this year. We are
currently planning to convert the fifth file. Our approach in migrating from MADAM
to relational databages has allowed us to minimize the disruption to our offices during
the conversion.

We are also making excellent progress in changing our computer code base that was
dominated by older programming languages like COBOL and ALC to reflect a better
balance of more modem code. Although we rely on older code, soon we will have
more production computer programs written in JAV A language rather than COBOL,
We will continue to take advantage of appropriate new technologies that can help us
operate more efficiently and effectively.
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Recommendation 5:

In continuing to develop its conversion sirategy and lomg-ferm services strategy,
the 8SA should draw con a broad range of fechnical expertise—incinding but net
limited to daiabase software experts, software engineers, software security
experts, financial services experts, large-scale commercial serviee providers, and
systems architecture experts—and put systematic mechanisms in place so that it
can hear and learn from cuiside advisers.

Response to Recommenilation 5:

Please see our comments on Recommendation 2. We actively consult with independent
technology and market research companies, such as Gartner and Forrester, to solicit
independent and fact-based advice on existing and proposed technologies. We consult
with IBM on database and emerging technologies to gain expertise related to industry
standards and architecturcs. We use this expertise in our database conversion sirategy.
We also contract with Yevich, Lawson, and Associates on an annual basis to assist with
our database conversion. This contract allows us to draw upon a broad range of
technical expertise, including database development and conversions, software
development, and systems caparity technologies.

Recommendation 6:

When evaluating new electronic service-delivery imitiatives, the SSA should, when'
appropriate, seek to balance risks and rewards by recognizing such upside
benefits from automation as cost reduetion, fraud prevention, and eusiomer
satisfaction,

Response to Recommendation 6:

We carefuily consider both risks and rewards as we evaluate new electronic service
initiatives. We continue to implement our 1T services incrementally. Our approach
helps ensure that we realize value quickly and allows us to adapt to changing business
and technology environments.
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Recommendation 7:

The S8A should define and use metrics and measures to assess and improve its
service delivery across all channels, including electronic services.

Response to Recommendation 72

We communicate our metrics both imcrnally and to the public in our Annual
Performance Plan, wyww socialseeusity.govindeet 301 2APP pdf, and in our
Performance and Accountability Reports, hitp://wiw séa. gov/finange/. We include
performance measures related to our service, inclnding several measures specific to our

elecironic services.

In addition to these metrics, we use ForeSee, a customer experience analytics firm
founded at the University of Michigan’s Ross School of Business, to help us gauge
satisfaction with our electronic services. ForeSee administers the ACSI surveys to
measure customer satisfaction with services, We use the survey data, which includes
satisfaction scores and public comments, to improve our existing services and develop
ideas for future services.

Recommendation $:

The SSA should undertake to understand the identities, needs, and attitudes of its
varigus user communities and should use that information to establish effective
relationships and ongeing interactions with nsers, potential pariners, and third
parties. The SSA should explore partnering epportunities and identify the
changes and initiatives that are necessary in order for it fo enable appropriate
interaction and cross-functionality with sirategic partuers and fo suppert the
exchange of data with other government agencies (both federal and state) while
ensuring that appropriate securily and privacy measures are in place.

Response to Recommendation 3:

Stakeholder input is critical to cach stage of our eService development process. We
routinely solicit public feedback through surveys. focus groups, and meetings with key
external audiences. After we implement new services, we continue to engage our
stakebaolders by using feedback from ACSI surveys and conducting other surveys to
improve our online services.

For example, input from users and external stakeholders was key to the success of two
recent eService projects. We decided to offer our online services to the 35 million
Americans who may prefer fo conduct their business with us in Spanish. We gathered
feedback from several Hispanie advecacy groups as we developed our Spanish
language elecironic services. These advocates provided vajuable insight into how to:
best translate and design these services.
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Before we implemented our new Internet authentication process for public access to our
My88A portal, we benchmarked with financial institutions, healthcare organizations
and other government agencies fo assess and implement best practices in
authentication, We also conducted public focus group, tests, and surveys that helped us
fine-tune usability and security. In addition, we sought the input and advice of
numerous privacy experts and advoeates for victims of identity theft and domestic
violence. These discussions helped us design our authentication system with several
features that provide additional protections for victims of domestic violence and
identity theft.

With regard to the exchange of data with other Federal agencies, we have over 3,500
data exchanges with a variety of partners, including State and Federal benefit paying
agencies. We routinely work with these agencies to ensure continued efficient and
secure information exchanges.

Recommendation 9:

The S8A should embrace change as a constant. 1t shounid regularly evaluaté
emerging trends in such sreas as technology (for example, database technelogics)
and business practices {for example, by learning from the experiences of financial
institutions and moving toward the use of strategic partnerships for efficiency and
effectivemess). It should slse regularly evaluatie the changing societal attitudes and
expectations of its varieus user communities. The S5A shonld also institutionalize
the formulation of strategies for addressing these frends.

Response to Recommendation 9:

We release new software and make extensive adjustments to our IT environment
weekly., We continually evaluate trends in business practices and contract with private
sector experts to gain insight into future technologies and customer support rends. As
referenced earlier, we have learned valuable lessons from the experiences of the
financial industry in adopting mobile technology. We will also continue to evaluate the
expectations of our user communitics. We already have in place numerous methods to
gather input from the public, advocacy groups, and other third partics.

Cur Compassionate Allowances and Quick Disability Determination processes are
examples of how technology is helping us make faster and more accurate decisions:
We continue to take advaniage of Health IT, which has the ability to dramatically
improve service.

We face a challenging budgetary environment and must make difficult cholees between
possible new investments. Thercfore, we implement new technologies based on their
buosiness cases.
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5. In the Information Resources BManagewent plam, Social Security's Hardy-Apfel
Fellows program is touted as a way "io bring in IT talemt from top graduate
schoels.,”” How many Hardy-Apfel fellows have been hived and retained to date?
Please provide the number hired in each year for the past S years, and the number
from each hiring class currently working at Social Security. How do you recruit
irnovative technology experts and keep them?

We began recruiting for the Hardy-Apfel IT Fellows program in 2008, and we have hired
17 participants to date. Hardy-Apfel is a small prestigious program selecting top IT
talent to work on key Agency projects. The program is highly competitive, designed to
recruit participanis from Master’s program universitics that have top-ranked computer
science programs. Reecruitment efforts have successfully ativacted 326 candidates. Of
those candidates, 106 applied for the program.

QOur recruiters attend universities career fairs and work directly with school career centers
to inform qualified candidates about this program. Our nationwide recruitments efforts
have included visits fo:

Brown University Carnegie Mellon University
University of California Los Angeles Cornell University

Georgia Institute of Technology Johns Hopkins University
University of Maryland College Park Stanford University
Massachusetls Institute of Technology Tniversity of [lincis at Urbana

University of Texas at Austin

Among the 17 Fellows hired, 14 remain in the agency. Consequently, the retention rate
for the program is eighty-two percent. Below is a breakout of the number of Fellows
recruited and retained:

e Recroitment vear 2008-2009: retained 2 of the 4 hires.
# Recruitment year 2009-2010: retained 4 of the 5 hires.
e Recrnitment year 2010-2011: retained ail 3 hires.
e Recruitment year 2011-2012: retained all 5 hires.

We recruit and retain innovative technology experts by offering a flexible; high-level
program in which the Hardy-Apfel Fellows can develop new fields of study or continue
to pursue their current aveas of interest. These Fellows realize that working at S8A gives
them the opportunity to advance the information technology systems, programs, and
policies of a large Government agency that touches the lives of nearly all Americans.
They have ithe opportunity to work on key agency projects and to meet regularly with
agency executives.
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6. In the Information Resources Management plan, the IT Skills Inventory is discussed.
Is expertise regarding cloud computing and big data included in the IT Skiils
Inventory? If nei, why noi? If so, dees Social Security have sufficient staff with these
skills to meet its needs now and ir the future? If not, how does Social Seeurity plan
to recruif individuals with these skiils?

The technological aspects of cloud computing and big data are skill sets that our IT
employees possess. We continue to train owr IT staff to maintain and update their skills
so they can address the changes in technology. We have not identified sets of new skills
necessary to support cloud computing and big data that are separate and distinct from the
IT skdlls already included in our IT Skills Inventory. To the extent that we identify the
need for these core skill seis in the future, we will incorporate them into our 1T Skills
Inventory recruiling sirategies and objectives. If the design and implementation of cloud
and big data envirowments require highly specialized experience, we can engage
consultants with that expertise to provide advice and {rain our existing staff,

7. In recent years, the number of online serviees offered by Social Seecurity has
grown. What online services can the public expect from Seocial Security next?
How do you decide what services {n provide online? How long does it take to
launch an ooline service?

Our next online service will provide real time access to the benefit verification. In fiscal
year 2011, our front line emplovees manually processed 7.4 million requests for benefit
verifications.

During our IT planning process, we define and prioritize the IT initiatives necessary to
accomplish our strategic goals and objectives. We consider many factors, such as our
available resources, the expected service usage, effect on our local offices, improvement
to the user experience and security, and overall return on investment. Bvery online
service is unique. The time needed to launch a new service depends on its size,
complexity, and the availability of adequate resources.
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8. Social Sceurity has top sceres on some of its online applications ip terms of cusiomer
satisfaction, But the two disability-focused sites, the application for benefits and
applications for appealing a disability denial, do not score as well. In fact, the
appeals application site is the second lowest scoring of all Bocial Security sites.
Why? What changes are being made to these sites to ensure those applving for
disability benefits receive the same high quality online experience that refirees do?

Qur easy-to-use onling application, iClaim, has been very successfil, InTFY 2009, we
rolled out the first phase of iClaim, and we immediately saw a significant increase in
Internet disability claims, even though we did not market the service to disability
applicants. Our numbers continue to increase. InFY 2011, more than one million
disability applicants (33 percent of the total) filed cnline, almest quadrupling the voliohe
from the year before iClaim. To date in FY 2012, 38 percent of disability applicanis
filed online.

Last June, our Office of the Inspector General completed a review of the level of service
provided to applicants filing for disability benefits using iClaim. This review, initiated
at the request of Congress, found that 91 percent of survey respondents “.. . found their
overall expericnee filing the iClaim (disability) application online to be excellent, very
good, or good.”

The complexity of the disability rules makes streamlining the online claim process more
challenging, but we are making progress. In June we began caphuring electronic
signatures for medical authorization and allowing users to upload supporting files
directly into our disability system. Ower the next several years, we will be making other
improvements depending on available funding.

We also used the ATCSI customer satisfaction information for the Internet disability
appeal (IAppeals) to help us identify areas for improvement. Earlier in FY 2012, we
released an improved version of this application, Some of the changes included:

e providing tips on how fo navigate the site;

s reducing the number of informational pages and placing key information behind
iinks for easy access;

# clarifying instructional language;

= reducing the number of unnecessary screens;

® creating a new “Welcome Page” with a look and feel similar to our newer online
applications.

We are currently evaluating recent ACSI survey results to further improve the iAppeals
application.
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9. The Information Resources Management plan runs through fiscal year 2016. What
types of planning is Social Seeurity doing eutside of the 5 year window? In his
testimony, Dr. Scherlis recommended planning for potential chamnges to IT
systems over five to ten years. Do you agree? If nof, why not?

We base our IT guiding principles, which we describe in our IRM plan, on systematically
modernizing our infrastructure using sound and viable technologics. Given the
importanes of our programs, we cannot afford to be captivated by the promise of new
technologies before they are mature and cost effective to implement. Alihough we agree
with Dr. Scherlis that IT strategic planning must be future looking, we believe that our
S-year planning horizon is appropriste. The unpredictability of our budget and the
current annual budget planning and execution cycles make it difficult to plan beyond this
length of time. We do, however, monitor emerging technologies.

19. In bis testimony, Dr. Scherlis discussed the potential of "big data™ and deseribed it
as "computing techniques that enable rapid analysis and wmanipulation of vast
quantities of data to furn it into actionable mformation.” Is Social Security using
this technology to betier mamage its programs? [If nof, why not? Are you
planning to wse it in the future?

In 2019, we began researching innovative architectural solutions to ensure the security
and integrity of our rapidly expanding volume of data. As aresult, we developed a
proposal for a target architecture that enables the integrated capture, management, and
analysis of events and large-scale data, or “big data.” We refined this target architecture
in 2011, and we are now using it as a strategic roadmap to identify, evaluate, and test
potential technical selutions. In 2012, we are working with consultants to identify the
strategies and data analytics that will leverage “big data” to enhance agency services.

11, (From Mr. Johoson) Fer mearly a decade (FY2001-2011), Secial Security
stockpiled over §1 billien of its unspent apprepriated funds in the Information
Techmelogy (IT) Fund. Congress had permitied Social Security to roll money into
the fund for acquisition and maintenance of automated data processing and
telecommunications hardware and seftware as well as support services amd
refated eontractual services. Secial Security did nef wse the money in spite of
appeals to Congress regarding its urgent IT needs. When the buildup of fonds was
discovered, Appropriaters, on a bipartisan, bicameral basis, rescinded $275
million and requirved Social Security o draw down the fund. After the reseission;
the IT fund had vearly $60¢ million rereaining. Why did Social Security not use
the 1T fund to make timely maintenance and appropriate IT wpgrades to protect
the taxpayers’ imvestment in the ageney's IT system? Please provide specific
details as to hew IT funds have been spent since the $275 million was rescinded.
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These funds are a closely monitored, transparent part of our budget that we have used to
help us handle increasing workloads. Our ability to transfer unobligated administrative
funds to our Information Technology Systems (ITS) account is a fimding mechanism
Congress specifically authorized. We must justify to OMB any transfer of unobligated
balances to the ITS account, and OMB must give us formal approval before we can
transfer and spend any funds. Moreover, available ITS transfer funding factors into our
annual budget request. During the budget process, we work with OMB to determine
how much of our IT neads will be covered with funding we can transfer Into the ITS
account, thereby decreasing the amount of new funding we nezd to request in any given
FY.

Most of our annual ITS funding is necessary for ongoing operational costs, such as our
800 number hardware and software and our online services. ITS transfer authority
allows us to make technology improvements that help our employess work more
effictently. Our IT investments help us to achieve average annual employee
produciivity increases of about 4 percent in each of the last five years. They also help us
maintain sufficient capacity to process and store ever-increasing amounts of data. ITS
transfer authority resources helped us fund essential IT upgrade and modernization
projects such as making our disability process fully electronic, developing robust and
user-friendly online services, and opening our second data center, Without these 1T
investments we would not have kept pace with the recent increases in claims.

We did not have $600 million remaining unspent after the rescission. Afler the 3275
million rescission, we had $276 million unspent in June 2011, of which all but $32
million was spent by the end of the fiscal year. While about $1 billion was transferred
cumulatively to the ITS No-Year fund over the preceding decade (Y 2001 —2011), we
have continually spent against this funding source.

We have a number of 1T initiatives critical for improving our efficiency and quality of
service in progress. For example, we are:

# building a new case single processing system for State disability determination
services instead of paying to maintain 54 different systems;

e building a national visitor intake system for our field offices;

¢ adding advanced systems capabilities in our hearing offices;

& converting our master files to DB2 databases;

& increasing the use of video for appeals and operational workloads;

» modernizing our earnings record software;

# building agile data exchange programs; and

» building additional online services that will wtilize our new MySSA portal and
authentication process.
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Hearing on “The State of Social Security Administration’s Information Technology™

{From Wr. Becerra) One of the goals of the Federal Information Technology
Reform Plan is to reduce reliance on agency data centers and tramsfer more
functions to hested servers ("the cloud™). Please describe the exteni to which
Secial Security has moved services to the eloud, or chosen not to, and why, What
are the risks and advantages for Social Security of moving to the cloud? Could
Social Security pgenerate short or lemg-term cost savings or performance
fmprovements by moving some services to the cloud?

Please see Attachment 2, our Cloud First Plan, which contains a comprehensive
explanation of our how we plan to use cloud computing.

By law, if Social Security has money left in its operating budget at the end of the
vear, the funds are iransferred to a dedicated account which is used for information
technology. The Fiscal Year 2011 appropriations acts rescinded $275 million from
that account. How did that rescission affect Seocial Security's IT modernization
efforts?

As we mentioned earlier, we factor owr ITS earryover authority into our annual bodget
requests. With this authority, we have been able t0 reduce our annual budget request
and maintain robust investments in technology to improve productivity and accuracy.
The rescission reduced some of our planned IT work. As explained above, we used this
IT8 funding source in lieu of asking for additional funding. In cur FY 2013 budget
request, we did not plan to have prior year carryover available; therefore, our budget
request for [TS is $182 million higher than our annual ITS funding in FY 2011,

Our systems and electronic services are some of the best in Government and the private
sector and we need appropriate funding to continue to ensure the security of our
sengitive information, increase online services, and pursue technology to increase
productivity and improve our accuracy. Inadequate funding could result in increased
traffic on our 800 number and in our ficld offices, creating an increased demand and
additional strain on our reduced direct service staff. Continued reductions in our oversll
funding will severely jeopardize our service to the public and threaten our ability to keep:
our technology environment operating smoothly.

Attachmenis:
Attachment 1 — Application Information Report
Attachment 2 — Cloud First Plan
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1. Executive Summary

In December, 2010 Vivek Kundra published his Twenty-Five Point Plan for Reforming Federal iT
Management. in that Plan, OMB mandated that:

Each Agency CIO will be required to identify three “must move” services and create a
project plan for migrating each of them to cloud solutions and retiring the associated
legacy systems. Of the three, at least one of the services must fully migrate to a cloud
solution within 12 months and the remaining two within 18 months.

Each migration plan will inciude major milestones, execution risks, adoption targets, and
required resources, as well as a retirement plan for legacy services once cloud services are
online.

In February, 2011, the Social Security Administration {SSA) submitted its original Cloud-First
Plan to OMB and identified three initiatives that the Agency planned to migrate to a cloud
solution or that represented an extension of, or enhancement to, an existing cloud solution:

* CARE Through 2020

s eMail Services

» eFOIA

Due to subsequent budget developments and additional analysis, SSA is removing eFOIA and
the Agency’s eMail services from its Cloud-First Plan at this time and substituting the eVerify

and American Association of Motor Vehicie Administrators (AAMVA) solutions for its Cloud First
Plan. This decision is based on multiple factors in each case,

efFOIA

An automated electronic system (eFOIA) supports SSA’s management of its obligations under
the Freedom of Information Act (FOIA). The Agency’s staff use the eFOIA system to process
requests and administrative appeals within the timeframes mandated by the statute and to
minimize backlogs at the end of each fiscal year. The existing eFOIA system is an internally
developed and maintained system that uses Global 360 {(G360) — a custom tailored,
commercially available software {customized COTS) solution. Software licenses and associated
infrastructure are supplied under existing, competitive-procurement vehicles. The eFOIA
system is based on aging architecture and infrastructure. Future costs are expected to increase
and the long term viability of the system will diminish. The existing system needs to be retired
as soon as it is feasible to do so. However, it does continue to meet its baseline goals and to
deliver its expected benefits.
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In expectation of a near-term reptacement of the Agency’s existing eFOIA system, SSA
personnel evaluated the five-year life cycle costs of seven options/alternatives to the existing
system. Cost estimates for the proposed alternatives were based on market research of the
potential offerars specializing in FOIA COTS. In addition, SSA evaluated each of these
alternatives on the basis of qualitative measures.

This analysis indicates that a COTS product — which could be deployed under one of multiple
cloud-based model options — would have the greatest qualitative vaiue for the Government.
SSA understands that other Federal agencies (e.g., HUD and VA} have developed and/or
deployed an eFOIA system that might, with minimal adaptation, meet SSA’s existing and future
needs. it was further noted that such an approach would be fully consistent with OMB'’s Cloud
First policies.

However, severe limitations in funding and staff resources necessitate suspending the project
for FY 2012. 55A’s existing eFOIA system continues to meet its base requirements and the
Agency has no alternative but to allocate its timited resources to other initiatives that have
more critical or urgent needs and that must therefore take a higher priority.

eMail Services

Subsequent to submission of SSA’s original Cloud First Plan, additional planning and analysis
concluded that the Agency’s existing eMail services are not a good candidate {at this time) for
migration to a public cloud model for several reasons:

. They are deeply integrated with other services applications, processes and functions —
including identity verification services, user authentication and authorization services,
access controls, coliaboration and communications services, etc.;

. They are an integral component of SSA’s unified communications service strategy and
architecture;

. They are used for mission-critical case processing management services and functions;

. Users and user groups are not well segmented with common reguirements within each
segment — a basic requirement for successful migration to a public cloud solution;

. Personally identifiable information (PIt} — some of which inciudes highly sensitive medical
records — cannot be exposed to a potential breach of privacy by allowing such information
to reside anywhere other than within $SA’s own environment;

. SSA’s existing eMail service cost less than the projected costs for similar services from a
pubiic cloud provider.
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SSA will continue to extend and enhance its eMail services within the context of its broader
unified communications suite of services. These ongoing activities extend beyand the
timeframes specified by OMB in the 25 Point Plan. Accordingly, the Agency must withdraw
eMail (as a stand-alone utility) from consideration as a Cloud-First initiative.

SSA is continuing its implementation of CARE Through 2020 — a cloud telephony service that will
significantly enhance the Agency’s public services.

To replace eFOIA and eMail services as Cloud First initiatives, SSA identified two other

initiatives, each of which is 2 component of the Agency’s SSN Verification Services. These
initiatives are described in the relevant section below.

SSA's OQverall Cloud Computing Strategy

SSA considers the advent of Cloud Computing as an effective and evolutionary model to
enhance and extend the information and IT services it delivers to its end-users, business
partners, and customers. Going forward, SSA’s strategy is to adopt Private Cloud Computing as
the model that is most consistent with its mission and its business operations modeis. This
strategy allows SSA to feverage Cloud Computing in order to extend the service capabilities of
its existing IT environment. The use of the Cloud Computing model — consistent with the
Agency’s risk management framework and its certification and accreditation standards —is
encouraged within the framework of SSA’s centrally managed enterprise architecture
governance as well as its IT service acquisition and source selection processes.

. The Agency's current security controls and standards will continue to apply ~ no matter
what hosting/sourcing decision is being made —i.e., whether IT services are being
detivered through the Agency’s internal, private cloud; through an external, public cloud;
or through some hybrid combination of both.

. SSA’s Cloud Computing strategy witl continue to address relevant statutory and policy
requirements associated with Federal IT systems — including IT security and risk
management; privacy; data integrity; legal issues (e.g., Terms of Service); records
management; OMB and NiST guidelines and recommendations; and other applicabie
requirements.

SSA’s commitment to protecting personally identifiable information (PH) remains a key
component of the Agency’s Cloud Computing strategy and is built into the operation and
management of its existing private cloud services environment,
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2. Background

SSA is utilizing Cloud Computing as an effective and evolutionary model to enhance and extend
the information and IT services it delivers to its end-users, business partners, and customers.

SSA is a single-mission Agency. lts core business processes (i.e., Enumeration, Earnings, Claims,
Post-Entitlement, Informing the Public, and Identity/SSN Verifications} are tightly inter-woven.
They are also highly complex in their information flow and relationships. The data and
information requirements of these core business processes, and their mutual inter-
dependencies, require an IT service environment that provides information and services based
on common platforms, re-usable service modules, robust any-to-any network systems and
back-end IT infrastructure. Additionally, given the sensitive nature of the highly personal
information and data within SSA’s systems of records, data integrity and security as weil as the
protection of individual privacy are critical IT service requirements.

The desigh and management of SSA’s IT service environment have evolved over time. Asa
result of that evoiution, the environment has substantially taken on the characteristics of a
Private Cloud Computing model as defined by the National institute of Standards and
Technotogy (NIST):

Utilizing SSA's IT services environment, end-users do nct need to determine their exact
resource requirements. Through secure access to the Agency’s network systems, they are
provided the necessary communications and computing resources they require, on
demand;

Through effective monitoring systems, load-balancing mechanisms and automatic failover
capabilities, the design and operation of SSA’s IT infrastructure and platforms — hosted in
two highiy virtualized data centers — provide for streamlined and optimized resource
utilization and management;

IT service resources are pooled to a significant degree. They are shared across large
numbers of application and organizational cenfigurations and serve a broad spectrum of
service consumers;

SSA’s Service Orchestration and Management model leverages SSA’s highly configured
and largely virtualized data centers, allowing the Agency to consolidate workloads and
applications on a centrally managed and operated IT infrastructure;

The capacity of network and telecommunications systems and computing services is
provisioned to respond to variations in demand across programmatic and administrative
applications;

Systemns capacity requirements are efficiently planned for, and pro-actively acquired, to
meet increasing worktoad demands through effective management of Resource
Allocations and Controls;
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. Redundant rescurces support high availability and reliability as well as to provide IT
operational assurance, even in the event of a catastrophic outage within a specific data
center.

SSA’s IT services are centrally managed through:

. Deployment, configuration, management and operation of programmatic and
administrative software applications in such a manner that these services are provisioned
at expected service lavels;

. Management of computing services, storage, and network systems infrastructure and
platforms such as servers, databases, runtime software execution stacks, and middieware
components;

. Provision of integrated pre-production environments for both programmatic and
administrative application development, validation and testing;

. Change Management and Production-Release Management processes applied to
infrastructure, platforms, applications and services;

. Provisioning and acguisition management of mainframe, open/distributed servers,
network system components, storage, and application and database hosting
infrastructure;

. Provisioning and management of a robust Security and Privacy architecture for the
protection of SSA’s sensitive and personally identifiable information {PH).

The SSA community represents maltiple groups of service consumers/end-users with many
needs and requirements. SSA accordingly delivers a broad range of IT services that are carefully
orchestrated to meet the needs of each of these groups. SSA's end-users, partners and
customers have a broad range of network access options to obtain an equaily broad range of IT
services and computing capabilities tailored to their specific needs. Services are provided on
demand (as appropriate) at each of the service iayers to which the individual end-user or
customer has access.

To a substantial degree, the Agency’s IT resources are pooled to meet the needs of these
multiple users. Through the deployment of load balancing and automatic failover capabilities,
IT resources can be dynamically allocated to adjust to variations in peak end-user/customer
demand. SSA’s IT service capabilities — particularly within its highly virtualized mainframe
environment — can be rapidly and elastically provisioned. SSA’s various cloud systems monitor,
control and optimize IT resource utilization.
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The following are some of the services S5A currently provides to its end-users, customers, or
business partners:

Programmatic application services directly associated with SSA’s core business pracesses;

A unified communications suite including eMail, video-teleconferencing, video training,
cotlaboration environments, etc.;

Documeant Management Services;

Office Productivity and Workload Management Services;
Integrated Case Processing Management Services;
Communication and Collaboration Services;

Remote Access Services;

Project Management Services;

Business Intelligence Services;

Financial Management Services;

Database Access and Management Services;

Application Development, Validation and Testing Services;
Application Deployment Services;

Integration and Interoperability Testing Services;
Disaster Recovery Services;

Backup and Recovery Services;

Information and Data Storage Services;

Piatform Hosting Services;

Computing Services;

Identity Verification Services; and

Authentication Services.

SSA has substantially improved resource utilization; streamlined demand management;
increased the availability, reliability and responsiveness of the services it delivers. The
evodution of S5A’s shared-service IT environment toward a Private Cloud Computing model has
altowed the Agency to capitalize its benefits in terms of efficiency, agility, and innovation. By
further leveraging Private Cloud Computing principles, SSA will continue to exploit significant
economies of scale, provisioning its IT resources to meet increasing service delivery demands
with minimal overhead while leveraging the underlying capacity of the Agency’s enterprise-
level T resources through a state-of-the-art network architecture.
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3. SSA’s Cloud Computing Strategy

SSA is adopting a Private Cloud Computing mode! because it is seen as most consistent with its
mission and its business cperations models. This strategy aliows the Agency to effectively
leverage the Cloud Computing model in order to extend the service capabilities of its existing IT
environment. Resources permitting, SSA’s planned Cloud Computing initiatives include, but
are not limited to:

. Further enhancing dynamic scaling capabilities and processing capacity provisioning by
continuing with network virtualization and server virtuatization/consolidation initiatives;

. Incorporating highly sophisticated technological enhancements to the IT infrastructure,
systems and platforms — including statelessness, low coupling, modularity, and semantic
interoperabiiity;

. Improving the provisioning, perfarmance, agility, resilience and scalability of S5A’s
network systems through unified cabling infrastructure, and network convergence and
virtualization;

. Enhancing IT service measurement capabilities through greater instrumentation of the
infrastructure and the applications, data and services it supports.

SSA will continue to ensure that existing mission-critical services, strategic goals and business
operation requirements are delivered at levels that meet or exceed requirements while
simuftaneously protecting the security, integrity and privacy of information and data asseis.
The Agency’s commitment to protecting personally identifiable information (PIl) is a key
component of its Cloud Computing strategy.

SSA encourages the use of the Cioud Computing model, consistent with its:
. Risk management framework;

L] Certification and accreditation standards;

. Centrally-managed enterprise architecture governance model; and

. IT service acquisition and source selection processes.

SSA’s current security controls and standards will continue to apply — no matter what
hosting/sourcing decision is being made —i.e., whether IT services are being delivered through
the Agency’s internal, private cloud; through an external, public cloud; or through some hybrid
combination of both. The Agency’s Cloud Computing strategy must continue to address
relevant statutory and policy requirements associated with Federai T systems — including iT
security and risk management; privacy; data integrity; legal issues (e.g., Terms of Service);
records management; OMB and NIST guidelines and recommendations; and other applicable
requirements.
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Mutltiple strategic and operational considerations wili govern the way SSA leverages and
extends the capabilities of its existing IT environment as it continues its migration to a Private
Cloud Computing environment:

Workload Optimization

SSA’s computing services platform and its network infrastructure will be configured for
optimized workload management.

Mainframe and distributed platform environments will continue to leverage their
respective strengths;

The mainframe platform will continue to be favored for dense, mission-critical, high
volume batch operations;

Applications will be hosted on the platform most suited to the data they must access and
the type of work {1/0, user interface, transaction-based) they must perform;

State-specific applications are being consclidated or replaced in favor of Service Oriented
Architecture (SOA} mode! services that can be reused and assembled to suit state-specific
processes;

Distributed platform components will continue to be virtualized and consolidated to
provide higher levels of availability, resource utilization, and efasticity of capacity.

IP-based Network Service Delivery

The Agency’s any-to-any, dual-stack, IPv4/1Pv6 network architecture will continue as a hybrid
public/private cloud infrastructure.

Network systems will converge toward a single infrastructure supporting data, voice, and
video traffic;

Utilizing the Internet Protocol {IP), the Agency’s converged network will provide enhanced
features in terms of telephone services, video capabilities, and data exchange and
analysis.

10
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Utilization of Public Cloud Resources Where Appropriate and Cost Effective

Sourcing options for the delivery of IT services include consideration of critical requirements.
$SA continues to include consideration of cloud-based services that may be more cost-
effectively delivered through an external resource — either another Government Agency or a
commercial provider/vendor, as long as:

. There is no Personally Identifiable Information (PIl) or other mission critical data involved;
AND
*  The choice of a public/hybrid cloud model is cost-effective with 2 clear and demonstrable

Return on Investment {ROI) to the Agency.

As with any IT service/sourcing project, the use of public or hybrid clouds requires a formal
cost-benefit analysis to demonstrate a positive value {i.e., return on investment (ROI)} as well as
approptriate security and privacy review and approval where Pll may be a concern.

Utilization of Technologies Related to Cloud Computing

SSA’s IT planners and engineers continue to focus their efforts on evaluating and deploying
enhanced 1T solutions that leverage network-delivered, web-based services to users and to the
public through a broad spectrum of end-user devices and network interfaces.

The Agency’s existing IT environment will continue to leverage the benefits of virtualization,
consalidation, and workload optimization o increase resource utilization and processing
efficiency.

On an ongoing hasis, the Agency will continue to enhance the flexibility and agility of its existing
IT services and infrastructure through deployment of new technologies as they are found to
support and enhance SSA's service delivery models and channels.

SSA continues to evaluate 1T services and business operations activities to identify those that
that might be better provided by external partners whose services and capabilities meet the
specific requirements of the Agency and the Federal Government at large. This evaluation
focuses on areas where the existing IT environment is not well suited to meet exigent demands.

11



150

Leveraging Cloud-based [T Service Delivery and Management

. IT operations management will continue its emphasis on service delivery and
management.

. New and evolving technologies will be evaluated and deployed based on their value in
enhancing and extending the services provided to SSA’s end-user communities.

. Consideration and evaluation of IT service delivery include an assessment of activities or
services that might be good candidates for greater standardization, outsourcing, and/or
deployment within a Cloud Computing service model.

. Consideration of Cloud Computing resources will continue to represent one of the
available means to provide, extend and enhance high guality IT services to the Agency's
end-users.

Implementing Cloud-based IT Acquisitions Policies and Procedures

. IT acquisition and sourcing policies and procedures ensure that valid and demonstrable
business value remains the foundation for all decisions regarding the deployment of IT
services and solutions (including those that are cloud-based).

. The development, acquisition, and deployment of IT selutions and services will continue
to be based con rohust and mature business value considerations — specifically a thorough
analysis of costs, benefits, and expected return on investment (ROI).

. While SSA’s IT services environment is highty cost-effective, senior managers and Agency
executives continue to evaluate iT-related proposals in terms of the most cost-effective
delivery model and will consider the costs and benefits of Cloud Computing solutions
within strategic planning and source modeling,

By coordinating these strategic elements within planning and IT service delivery and operations
management, SSA expects to continue to reap the benefits of the Cloud Computing model.

12
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4. Designated Cloud-First Projects

In response to OMB's December 2010 directive, SSA has identified three initiatives, which are
described in the following sections.

4.1. CARE Through 2020

On September 30, 2010, the CARE Through 2020 contract was awarded to at&t. CARE Through
2020 is a cloud telephony solution that is replacing Nationai 800 Number (N8NN) and the Call
Center Network Solution (CCNS). CARE Through 2020 aflows S5SA to achieve a number of
economies by consolidating the two existing contracts into a single acquisition vehicle.

CARE Through 2020 is being deployed to provide and enhance the telephone services the
Agency provides to the public. The initial deployment of CARE Through 2020 will provide a one-
for-one/like-for-like replacement of current features and capabilities of the existing NSNN
system. It also provides a platform that will enable the future deployment of additional
features as they are approved and funding is available. The infrastructure for the CARE Through
2020 system is being deployed on the contractor’s network and is flexikle enough to support
future computer-telephony integrated (CTi) services, such as click to talk, web co-browse, and
web chat technologies. These services will significantly increase the public’s options to interact
with the Agency’s contact centers.

The public cloud services architecture of CARE Through 2020 inciudes:

° A vendor-hosted [P voice caill/contact center;

[ All functionality currently provided by FT$2001 and CCNS;

. Approved new functionality as offered in SSA’s Telephone Services Strategic Plan;

° Capabhility to integrate additional agent contact channels upon approval of funding.

Scheduled imptementation of CARE Through 2020 is on target for completion in the May/lune,
2012 timeframe.

Maijor Milestones

SSA’s original Cloud Computing Strategy Plan projected that the initial rollout of the CARE
Through 2020 project would be completed by the end of December, 2011. However, issues
related to the final contract award delayed the start of the project. As a result, the current
projected date of completion is the third quarter of FY 2012 (i.e., approximately the May/june
timeframe).

13
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Execution Risks

. Internet Data Center construction incomplete or not-ogerational
. Scope Change Requests

. Supporting application development and testing incomplete

. Management information systems incompiete

Lifecycle Cost Estimate

. Initial Acguisition: $ 20,674,000
. Transition Costs: S 38,381,000
. FY 2012 Operations & Maintenance: $ 58,088,000
. FY 2013 Operations & Maintenance $ 59,290,000
. FY 2014 Operations & Maintenance S 60,635,000
. FY 2015 Operations & Maintenance S 62,754,000
. FY 2016 Operations & Maintenance S 64,941,000
. FY 2017 Operations & Maintenance S 67,215,000
. FY 2018 Operations & Maintenance $ 69,571,000
L] FY 2019 Operations & Maintenance $ 71,997,000
Total $573,546,000

NOTE: S5A’s initial cost estimate for CARE Thraugh 2020 {$ 630,344,000) Included $56,798,000 Operations and
Maintenance costs for FY 2011. Because of delays in contract award, the transition period was extended into FY
2012. The estimate above does not therefore include the planned FY 2011 Operations and Maintenance costs.

Legacy Retirement Plan

With the deployment of CARE Through 2020, S5A's existing N8NN and CCNS solutions will be
retired in favor of the single, streamiined service.

14
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4.2, eVerify High Availability Platform

eVerify provides employers (and certain others) an automated link to federal databases to heip
employers determine employment eligibility of new hires and to ensure the Social Security
number matches the employees name. Itis currently free to employers and is avaifable in all 50
states. eVerify is operated by the U.S. Citizenship and Immigration Services (USCIS) —a
component of the Department of Homeland Security {DHS) — in partnership with the Social
Security Administration (SSA).

In operational terms, DHS/USCIS provides eVerify's front-end interface with the customer f{i.e.,
the employers and certain others). SSA provides DHS/USCIS the back-end infrastructure and
database systems that actually perform the verification. This back-end infrastructure, platform
and software/database system is comprised of a physical layer and an abstraction layer. The
physicat layer is designed to provide load balancing between SSA’s data centers and features
fully automatic fail-over, dynamic capacity allocation capability, etc. This back-end
infrastructure is accessed by DHS/NSCIS over a secure Internet connection. The abstraction
layer is designed to support the software and database systems that operate across the
physical layer (i.e., the hardware and network connections).

A Service Level Agreement (SLA) between SSA and DHS/NSCIS governs the operation of this
verification service. The latter Agency reimbursed $SA for the design, construction and
deployment of the isolated envircnment in which the back-end eVerify system operates. It
reimburses SSA on an annual basis for maintenance, operations and administration of the
system.

SSA has completed the deployment of a second eVerify node in its Second Support Center {SSC)
to enhance the availability, performance and reliability of the services provided to DHS/NSCIS.
The creation of this second node in a geographical dispersed location eliminates planned
downtime and enhances the performance availakility and reliability of the system.

The implementation of this project was completed in January, 2012.

Major Milestones

e  Target Architecture Design Completion: 06/30/2010

. Complete Required Hardware/Software Acquisitions: 11/30/2010

. Begin Construction of Integration Region on High Availability Sysplex: 12/01/2010
. Begin Construction of Production Region on High Availability Sysplex: 12/11/2010
. Complete Migration from MISF to HAF/iHAF: 01/15/2011

. Verify operational status on HAF/iHAF: 01/17/2011

. Configure Global Load Balancing: 01/22/2011

. Evaluate Performance and Response Times: 01/31/2011

15
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Lifecycle Cost Projections

SSA's life cycle cost estimate for fiscal years 2010 through 2015 of almost $66 million includes:

Approximately $14 million in costs that have already been incurred for developing the
Isolated Environment, which was designed for dedicated use by DHS;

518 million for fiscal years 2010 through 2013 to maintain this system; and

$34 million for fiscal years 2010 through 2015 to provide administrative support to SSA
field offices and a tcli-free number tc respond to inquiries.

Under the terms of the SLA with DHS, SSA is fully reimbursed for these costs.

Executian Risks

Preduction Execution Scripts Fail
Routing Configurations Fail

Load Balancing Configurations Fall
System Migration Failure

Database Migration Failure

Legacy Retirement Plan

The instances of eVerify in the integration and Production regions of the MISF have been
removed.

16
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4.3.AAMVA/HAVV Verification Services

State Motor Vehicle Administrations (MVAs) which are responsible for the issuance of driver’s
licenses and state-certified identification cards must verify an individual applicant’s identity
prior to issuing the license or identification card. To do so, the MVA's must verify the
applicant’s name, date of birth, and Social Security Number (SSN} with SSA. Similarly, State-
tevei Voter Registration Services require the same type of verification services.

To meet these service demands, under a series of written agreements, SSA and the American
Association of Motor Vehicle Administrators (AAMVA) have established cloud-based system
that allows state-level motor vehicle and voter registration offices to verify the identity of
individuals applying for a driver’s license, identification card or who are seeking to register to
vote. As with eVerify, AAMVA provides the front-end web-service through which State MVA’s
and Voter Registration offices are able to access SSA’s SSN verification services. SSA provides
and maintains the back-end infrastructure and verification services.

A Service Level Agreement (SLA) between SSA and AAMVA governs this SSN verification service.
The architecture of the AAMVA platform provides a broad range of features and functionality.

To enhance the availability, performance and reliability of the services provided, 55A is
establishing a second AAMVA node in its Second Support Center (SSC. The creation of this
second node in a geographical dispersed location provides for automatic load balancing and
failover/recovery capability — ensuring the availability and reliability of the system in providing
the critical services required by AAMVA and its clients/customers. Additional enhancements to
the infrastructure and platform provide greater performance and reduced response times.

The implementation of this project is nearing completion. The second node will be fully
operational by January 31,2012,

Maior Milestones

. Finalize Networl Connectivity Requirements: 06/30/2011

. Finalize Storage Capacity Requirements: 07/15/2011

. Storage installed and configured: 09/30/2011

. Configuration of Integration region completed: 09/30/2011

. Integration region configuration vatidated and verified: 10/15/2011
. Configuration of Production region completed: 10/31/2011

. Acquisitions/procurements completed: 10/31/2011

. Production region configuration validated and verified: 12/15/2011

s Verification service applications tested operational: 01/31/2012

17
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Lifecycte Costs
There were no new ITS costs associated with this project. $SA utilized existing infrastructure,
platform and data service capabilities to provision the second AAMVA node in the 55C.

Under the terms of the SLA, AAMVA reimburses SSA for the costs of delivering this service to
AAMVA and its client agencies.

Execution Risks

. Network connectivity is not completed (timely).

. Storage to support the new node is not acguired or installed (timely).

. SSA data processing fails to account for transactions flowing through the SSC.

. NUMIDENT data replication infrastructure incomplete.

Legacy Retirement Plan

Not applicable. There is no legacy system to retire in this instance.
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Larry Freed

FER 500 Green Read
Suive 400

Ann Avborn, MiABIDS
LGSR

4 734 205 2500
1 T35 305 a8
fargsewcom

Kimn Hildrad

Staff Diractor

Subcommities on Social Sscurity
Commities on Ways and Means

U.8. House of Rapreseniatives
8-317 Rayburn House Gffice Building
Washingion, DG, 20518

Dear Ms. Hildred:

{ received 2 lstler from Chariman Johnson asking me to send you my response o a follow-up
guestion in order fo complete the hearing recond for the May 2% hearing on the state of Social
Security's information technology.

Chariman Johnson's guestion was as follows: “You stated in your testimony that the percentage
of onfing sessions that were initiatied from 2 mobile device nearly tripled in 2011 o roughly
15%. What does this mean for e-government services in the future? What types of government
sarvices could be best sulted for mobile technology?

The maln impact on e-government services of increased usage of mablle devices is that more
and more standard governmernt websifes will be sccessed from phones, smart phones, and
tablets, which will necessitate the ranslation of most, if not all, government websites o a mebils
emvironment over then next ten vears. While many faderal agencies and departments have
made online citizen satisfaction a priorily over the last decade or so, the mobils environment
requires a new set of best practices and standards o deliver information and services io cllizens
on smaller screens. Sites that provide a very satisfying fulk-size experience may not meet citizen
needs when the screen size and content is reduced.

However, agencies can use the same technology thay use to measure and improve the online
experience for other channels, including mobile channels. The best way to know if mabile sites
and applications are meeting the needs and expectations of citizens is o ask the citizens
themseives, There are federal agenciss who already have moblle surveys in development, and
the hope is that as mobile adoption Increases, [twill become standard practice. I will be critical
o provide not only adequate mobile experiences for citizens, but good ones in order to fullill the
promise of cost-aavings that mebile can offer. The more ways cliizens have o interact with their
govermment electronically, whather it be from a deskiop, laptop, smari phone, or tabiet device,
the less they need to use costlier charnels tke cadt certers, branch offices, and the mail. Online
and mobile services also increase efficiency in terms of updating information and
communicating with the citizeney.

As for what kinds of government services are best-suited for the mobile environment, in truth,
they all are. Mobile is just another delivery machanism for a traditional websile, so any
govemment information or service thal is available on a website (which is just about ail of them).
is going fo see more and more accass via meblle device whether or not it is particularly well-
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suited for the mobile environment. Because the mobile environment is smaller, many consider it
10 have subsiantial limitations. This is another reason io use voice-of-citizen feedback fo find out
which capabilities should be pricrtized as the federal government continues ifs translation to
mohile.

{ would be happy to talk further with you, Chairman Johnson, or any of the other members of the
House Subcommitise about the growing importance of mobile sesvices.

Sincersly,

Larry Freed
President and CEQ
ForeSee
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Valerie Melvin

GAO

» Integrity * Reliability

United States Governtnent Accountability Office
Washington, DO 20548

June 28, 2012

The Hororable Sam Johnson
Chairman

Suhcommittee on Social Security
Committee on Y¥ays and Means
House of Representatives

Subject: Responses to Quesfions for the Record: Hearing on the Social Security
Adornistration’s Information Technology Modemization

This telter responds to your June 19, 2012, reques! that we addrass questions submitted for
the record related to testimony that we presenied at the Soctal Security Administration
{SSA) oversight hearing on May 8, 2012." At the hearing, we discussad, ameng other things,
SSA's progress in modernizing S information technolagy (FT) systems and environment.
The enclosure provides our responses, which are based primartly on work conducted in
support of our previously issued products.®

If you have any questions or would like to discuss the responses, pleasa contact me af {202}
512-6304 or melVinvERGan goy.

Sinceraly yours,

Valerie C. Melvin
Director, Information Management
and Technology Resources 1ssues

Enclosure - 1

"G, Social Secudly Administration. Technology Modermization Needs impraved Planing ard Perfarmance
Maasures, GAD-12-F23T (Washington, D.C.: May 9, 2012).

LGEAD-12-T23T and GAQ, Socia! Security Administration: mpraved Blaning ard Perfonmance Measures Are
Meeded fo Helpr Ensure Suecessiul Technology Modaermization, GAD-12-495 (Washington, D.C - April 28, 2012).
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Enclosure
Chairman Sam Johnson

House Committee on Ways and Means
Subcommittee on Social Security
Questions for the Record — May 9, 2012 Hearing

In your statement, you said that Social Security has spent $5 billion on Information
Technology {IT) modernization over the past decade.

a. Could you confirm that $5 billion is about 5 percent of the agency’s overalil
operating budget and less than a tenth of a percent of Social Security’s total
expenditures?

Our work determined that, from fiscal year 2001 through fiscal year 2011, the Social
Security Administration (SSA) spent about $5 billion for [T modernization efforts, which
included money for enhancements to existing systems and the modernization of legacy
application systems (coliectively referred to as “development, modernization, and
enhancement” or “DME”). As reflected in the table below, the IT modernization expenditures
ranged from 3.1 percent to 7.1 percent of the agency’s overall operating budget, and
constitute 5 percent of the overall operating budget for the 11-year period. Additionally,
based on SSA’s total reported expenditures for that time period, the $5 biliion dollars for [T
modernization represented less than a tenth of a percent of the agency’s total expenditures.

SSA Modernization Spending as a Percentage of Total Expenditures and Operating
Budget (in Millions)

Fiscal Overall Total Total IT Total IT Total iT
year operatin% expenditures® | modernization | modernization | modernization
budget (DME)5 (DME) as a (DME) as a
percent of percent of
overall total
operating expenditures’

budget
2001 7.216 471,929 225 31 0.05
2002 7,562 491,864 245 3.2 0.05
2003 7.885 509,436 342 43 0.07
2004 8,313 531,638 520 8.3 0.10
2005 8,732 569,907 526 6.0 0.09
20086 9,108 589,519 399 44 0.07
2007 9,297 626,290 317 34 0.05
2008 9,744 660,326 404 4.1 0.08
2009 10,453 733,205 532 5.1 0.07
2010 11,446 754,106 816 7.1 0.1
2011 11,423 784,535 693 6.1 0.09
Total | $101,179 $6,722,755 $5,019 5.0 0.07

® SSA Budget FY 2003; Congressional Research Service, Social Security Administration: Administrative Budget /ssues, August
2009; SSA FY 2013 Budget Justification.

“OMB, Budget of the United States Government, Fiscal Year 2013, Historical Tables, Table 5.2 — Budget Authority by Agency:
1976-2017. (http/iwww.whitehouse.gov/omb/budget/Historicals). About 89% of SSA's total spending is mandatory spending
on benefit payments. SSA’s administrative spending, which is discretionary, amounts to about 1% of SSA's total spending. See
Congressional Research Service, Socjal Security Administration: Administrative Budget Issues, August 2009.

* OMB Exhibit 53s; OMB Report on IT Spending for the Federal Government for Fiscal Years 2002-2013.

®GAO analysis.

7 GAQ analysis.

Page 2
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Enclosure

b. How does Social Security’s spending level for IT modernization compare to best
practices for similar entities?

Our work did not compare SSA’s spending level for T modernization with that of similar
entities, nor include identifying the appropriate spending levels or the proper mix of
modernization as a percentage of the overall operating budget, which would be important to
making such an assessment. In this regard, the appropriate level of modernization activities
undertaken by any organization depends on a number of variabies, such as what system
enhancements and accomplishments have already been established, changing technology
needs, existing IT infrastructure, and changes in mission needs and requirements. All of
these would play a role in assessing the appropriate blend of modernization activities and
maintenance efforts.

Page 3
————

[Submissions for the Record follow:]
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James Strassberger

Submission for Hearing on the State of Social Security’s Information Technolegy

Mr. Chairman, Ranking Member Becerra, and other members of the committee, [ very much appreciate
this opportunity to submit my views on Information Technology at the Social Security Administration.

My name is James Strassberger; I recently retired after almost 42 years at SSA. I spent the last 17 years
working on the “PEBES” system (named for the original Personal Earnings and Benefit Estimate
Statement) which provides the data for Social Security Statements, for the highly regarded online
Retirement Estimator, the new Online Social Security Statement, and the “PEBES Query” used by SSA
employees in dealing with Statement and claims inquiries. 1 have previously appeared as a witness before
this committee in 1987 and 1989 as a representative of the American Federation of Government
Employees.

1 will discuss concerns about appropriate technology at SSA, such as the question of legacy COBOL
systems, appropriate public service decisions related to information technology, and appropriate processes

for assessing, evaluating and managing information technology at SSA.

The COBOL and “Big Data” Issues

At the May 9, 2012, hearing, Mr. Freed, of ForeSee Results, presented scores for SSA internet services
which showed many were rated as highly as or more so than prominent corporate services. The
Retirement Estimator’s score was 91 on a scale on which above 80 is excellent. The core functionality
for the Retirement Estimator is provided by systems written in COBOL, and in use since 1996 and earlier,
including the program built for the 1996 Online PEBES, and used continuously since.

COBOL lacks features of modern languages, but our COBOL programs work. Please consider this: At
the height of the Haitian cholera epidemic, a team from an American medical assistance NGO parachuted
into the mountains. They jumped from a C-47 from which U. S. troops had jumped over Normandy.
Within a limited budget, replacing working technology is not always the wisest investment priority,
although often, someone would stand to profit from such a move, The SSA budget creates a zero-sum
game. Which field offices should be closed to fund an arbitrary, accelerated replacement of COBOL?

Dr. Scherlis of the Carnegie-Mellon Software Engineering Institute argued for SSA’s moving to “Big
Data” and a “cloud” of servers. “Big Data” is most useful for searching for patterns and associations to
determine such things as the optimal disposition of police patrol cars, and the dynamics of the
Chesapcake Bay as derived from millions of measurements of chemical and biological factors. It is also
used by Google and Facebook for the processing of personal data which, if done by government, would
be illegal without probable cause in a criminal investigation. A specific case for using this technology for
maintaining earnings records, adjudicating claims and computing benefits has not been presented.

Public Service Policy Choices within Information Technology

Within the context of 1T, whatever the machinery and language, there are more important public service
choices. A review of a few of these would be appropriate.
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First, the recently implemented Online Social Security Statement offers the user significantly less useful
functionality than what was built in 1996 and is still readily available. The new system provides an
online version of an “SSA Initiated” Sratement. This uses recent earnings for this year’s and future
earnings without user input of these facts which are very relevant to benefits. The 1996 system provided
an “On Request”™ version, for which the user can enter Last Year’s, This Year’s and average Future Years
carnings, and the age the user plans 1o stop work. For all the discussion of how SSA must move up to
offering the public sophisticated services such as they are used to from corporate information systems,
why was the public not given a service more responsive to their needs? Consider a person who lost a job
near the end of the year before last, was out of work last year and now has a job paying less. The system
in place will project the year before last’s wages forward until the year before each of the retirement
benefit estimates and seriously over-estimate benefits, The over-estimate will be greater the younger the
worker is. In addition, the ability to enter a specific age to stop work, perhaps below age 62 for someone
laid off, or any personal choice from 63 to 69, is more responsive to individual needs but not available in
the current version. Adding the Month of Election for retirement benefits as a separate entry would be a
reasonable future enhancement. A user of the new service is not referred to SSA’s other, more
customizabie, estimators.

This is not the only time that information on Statements was compromised by bureaucratic
considerations. The Social Security Protection Act (Pub. L. 108-203, at title TV, Secs. 419(a)-(¢))
required SSA to provide, “an explanation, in language calculated to be understood by the average eligible
individual, of the operation of the [Windfall Elimination Provision (WEP) and the Government Pension
Offset].” What was implemented as a bureaucratic choice regarding WEP was a simple selection between
two paragraphs, one for those having at least one non-covered wage report, with no consideration, and the
other for those having none. I thought that given two years to implement the provision meant that we
could research the issues and provide appropriate information based on an intelligent evaluation of the
individual’s earnings pattern and age. At the time, we found 43.6% of workers had some non-covered
employment. Only 1.8% of persons who became entitled in 2002 had a WEP-based benefit computation.
No one ever got a pension from on-campus jobs for college students, but such jobs are non-covered work.
A person who washed dishes in the dining hall thirty years ago gets the same paragraph as a person who
has worked in several school systems, some covered and some not, and for whom intelligent information
about WEP would be most useful. The Social Security Advisory Board has also criticized the
implementation of this provision.

A proper review of information technology at SSA would be incomplete without discussion of the
episode in which the Actuary’s originally published computation of the Average Wage Index for 2009
was in error because someone used the online W-2 process to file more than 30 fraudulent W-2’s, each
claiming wages of almost one billion dollars. Did over-enthusiasm for the internet and for reduction of
“red-tape” for small business almost lead to an exaggeration of benefit payments? The subcommittee
should learn the disposition of this case and how the miscreant(s) knew it could be done and their motive.

A Process for Effectively Dealing with the Issues
As T cleared out my cubicle before retirement I had to deal with my collection of GAQ, OIG and other
reports and critiques on SSA systems, going back to the 1970°s. The discussions are highly repetitive.
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At the May o hearing there was considerable emphasis on the COBOL issue. There has been no
opportunity for comprehensive consideration of this, unless it is in the now missing technology panel
work product. Tt would perhaps be useful if a proper debate could be had between academic cloud
advocates and defenders of SSA’s use of the IBM WehSphere environment, which supports integrated
COBOL and Java, mainframe and server-based systems and a means for transition. In the 1980°s, the
congressional Office of Technology Assessment commissioned an independent review of pretty much the
same questions as are under discussion now, as they existed then. It included a day-long workshop which
altowed for discussion much more revealing than the fault-finding and charge and counter charge process
of GAOQ reports. Having followed these debates for more than 30 years T know that often such reports
simply fail to appreciate all the technical and operational issues, and I recall none which took proper
notice of the budgetary concerns. Pontifical assertions that, “SSA should ...” are proclaimed as if money
was not an issue. This is not constructive, as attested to by the fact that it has been going on for decades
to little avail,

The recent OIG report specificaily on the COBOL includes extensive information on the continued use of
COBOL in major corporate financial systems, vet despite this, calls for additional efforts on SSA’s part,
as if the use of COBOL might allow the filing of fraudulent documents or something.

At the May 9™ hearing, Congressman Berg, speaking from his experience with IT in business, made a
good point that SSA is different from the private sector where IT development and modernization is done
for market share and profitability. He also said that SSA's large internal TT workforce is a "blessing" but
they need to be engaged with the outside IT world and "refreshed” with effective training and
development. I totally agree. I dealt with these issues extensively in my testimony more than 20 years
ago, and again, little has changed. It is this workforce which is responsible for the successes recognized
at SSA, often succeeding more despite than because of certain bureaucratic processes and mechanisms. A
collective, participative assessment of resource accounting and project management practices (often
imposed in response to GAO or OIG criticism), and of the use of contractors (costing 38.6% more per
waork year than civil servants), and of the training program for systems stafl should be undertaken. There
are easy and inexpensive ways to do this.

Decades of repetitive agonizing over what SSA should do in managing IT is a function of the fact that the
prevailing model for public administration is that “management”, operating from various stations in a
monolithic burcaucratic pyramid of power, will make “correct” choices about rational comprehensive
schemes, and if only they would make correct choices of policy, and rigorously enforce them, all would
be well. Higher Monitoring Authorities (HMA’s — GAQ and OIG) will be deployed from time to time to
second guess and hector “management” about its choices, and often demand more and more monitoring
and controlling activities. What the taxpayers need is problem solving and creative activities.

A case in point is found in the history of the management of Social Security Statements. From the mid
1990’s until 2004, this was in the hands of the Earnings Statement Project Team, an unusually collegial
inter-component group convened from the Office of Communications. Tt guided Statements through the
original Online PEBES and its demise, studies and pilots of alternative designs, the congressionally
mandated Contributions and Benefits Statement project, the development of field office PEBES and
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PEBES Hislory queries, the accelerated production of Statements (with dual printing contracts), the
sudden bankruptcy of a printing contractor, the Y2K certification of the old PEBES system while
developing a totally new system to support the vast increase in Starement processing when the population
expanded to all persons 25 and older in FY2000. The Team ended about the time of the implementation
of the WEP provisions, Since then there has been no comprehensive management of Statements as an
SSA program. The dysfunctional effect of bureaucratic turf issues and competition was obvious in many
incidents over the years; here is one example. The suspension of Stafement mailings to save money
required the abrogation of one printing contract and the bidding and award of another. At the October 25,
2011 post-award meeting it became obvious that SSA printing management staff and the contractor were
unaware that both internet and paper Statement request processes had been terminated with no plan for
their resumption. The contractor was thinking that in January, 2012, printing and mailing of On Request
Statements would resume at about the volume seen before the suspension.

Considering specific technical issues, public service issues and organizational process issues, I believe
that this committee is hearing for the umpteenth time about SSA Information Technology management
problems because the traditional bureaucratic authority model is inadequate for complex 21* century
organizational and technological systems. Organizational growth is not a function of fault finding and
compliance. Real progress requires genuine organizational learning, internalizing in its own terms the
ideas from the larger world as a matter of learning, not submission to “correct thinking” from a Higher
Monitoring Authority.

O
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